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Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the procedures used by the protocols for mobility management and session management
between User Equipment (UE) and Mobility Management Entity (MME) in the Evolved Packet System (EPS). These
protocols belong to the non-access stratum (NAS).

The EPS Mobility Management (EMM) protocol defined in the present document provides procedures for the control of
mobility when the User Equipment (UE) is using the Evolved UMTS Terrestrial Radio Access Network (E-UTRAN).
The EMM protocol also provides control of security for the NAS protocols.

The EPS Session Management (ESM) protocol defined in the present document provides procedures for the handling of
EPS bearer contexts. Together with the bearer control provided by the access stratum, this protocol is used for the
control of user plane bearers.

For both NAS protocols the present document specifies procedures for the support of inter-system mobility between
E-UTRAN and other 3GPP or non-3GPP access networks:

- For inter-system mobility between E-UTRAN and GERAN or UTRAN, thisincludes rules for a mapping
between parameters and procedures used by the NAS protocols defined in the present document and the NAS
protocols specified in 3GPP TS 24.008 [13].

- For inter-system mobility between E-UTRAN and generic non-3GPP access networks, this includes specific
NAS procedures to maintain | P connectivity to the PDN Gateway and to provide parameters needed by the UE
when using mobility management based on Dual-Stack Mobile IPv6 (see 3GPP TS 24.303 [14]) or MIPv4
(see 3GPP TS 24.304 [15]).

The present document is applicable to the UE and to the Mobility Management Entity (MME) in the EPS.
The present document is also applicable to the relay node in the EPS (see 3GPP TS 23.401 [10]).

The present document also specifies NAS signalling enhancement for the support of efficient transport of IP, non-I1P
and SM S data of CloT capable devices.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.
o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[1A] 3GPP TS 22.011: "Service accessibility"”.

[1B] Void.

[1C] 3GPP TS 22.278: " Service reguirements for the Evolved Packet System (EPS)".

2] 3GPP TS 23.003: "Numbering, addressing and identification".

[3] 3GPP TS 23.038: " Alphabets and language-specific information”.

[4] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".
[5] 3GPP TS 23.107: "Quiality of Service (QoS) concept and architecture”.
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[6] 3GPP TS 23.122: "Non-Access-Stratum functions related to Mobile Station (MS) in idle mode”.

[7] 3GPP TS 23.203: "Policy and charging control architecture”.

[8] 3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

[8A] 3GPP TS 23.221: "Architectural requirements’.

[8B] 3GPP TS 23.251: "Network Sharing; Architecture and Functional Description”.

[9] 3GPP TS 23.272: "Circuit Switched Fallback in Evolved Packet System; Stage 2".

[10] 3GPP TS 23.401: "GPRS enhancements for E-UTRAN access'.

[11] 3GPP TS 23.402: "GPRS architecture enhancements for non-3GPP accesses'.

[11A] 3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data
networks and applications’.

[12] 3GPP TS 24.007: "Mobileradio interface signalling layer 3; General aspects'.

[13] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocals;
Stage 3".

[13A] 3GPP TS 24.011: "Point-to-Point Short Message Service (SMS) support on mobile radio
interface".

[13B] 3GPP TS 24.167: "3GPP IMS Management Object (MO); Stage 3".

[13C] 3GPP TS 24.171: "NAS Signalling for Control Plane LCSin Evolved Packet System (EPS)".

[13D] 3GPP TS 24.229: "1P multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[13E] 3GPP TS 24.173: "IMS Multimedia tel ephony communication service and supplementary
services; Stage 3".

[14] 3GPP TS 24.303: "Mobility Management based on DSMIPv6; User Equipment (UE) to network
protocols; Stage 3".

[15] 3GPP TS 24.304: "Mobility management based on Mobile IPv4; User Equipment (UE) - foreign
agent interface; Stage 3".

[15A] 3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".

[15B] 3GPP TS 25.304: "User Equipment (UE) procedures in idle mode and procedures for cell
reselection in connected mode”.

[15C] 3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[15D] 3GPP TS 24.341: "Support of SMS over |P networks; Stage 3".

[16] 3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services and Packet Data Networks (PDN)".

[16A] 3GPP TS 29.118: "Mobility Management Entity (MME) — Visitor Location Register (VLR) SGs
interface specification".

[16B] 3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points'.

[16C] 3GPP TS 29.272: "Evolved Packet System (EPS); Mobility Management Entity (MME) and

Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol”.

[16D] 3GPP TS 29.274: "Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS)
Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".
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[17] 3GPP TS 31.102: " Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

[18] 3GPP TS 33.102: "3G security; Security architecture'.

[19] 3GPP TS 33.401: "3GPP System Architecture Evolution; Security architecture”.

[20] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universa
Terrestrial Radio Access Network (E-UTRAN); Overall description”.

[21] 3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode".

[22] 3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource
Control (RRC) protocol specification”.

[22A] 3GPP TS 36.355: "Evolved Universal Terrestrial Radio Access (E-UTRA); LTE Positioning
Protocol (LPP)".

[23] 3GPP TS 36.413: "Evolved Universal Terrestrial Access Network (E-UTRAN); S1 Application
Protocol (SLIAP)".

[23A] 3GPP TS 45.008: "Radio Access Network; Radio subsystem link control™.

[24] Void.

[24A] IETF RFC 3633: "IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version
6".

[25] Void.

[26] Void.

[27] Void.

[28] Void.

[29] I SO/IEC 10646: "Information technology — Universal Multiple-Octet Coded Character Set
(ucs)".

[30] ITU-T Recommendation E.212: "The international identification plan for mobile terminals and
mobile users”.

[31] 3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[32] 3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to Proximity-services
(ProSe) Function Protocol aspects; Stage 3".

[33] 3GPP TS 23.380: "IMS restoration procedures”.

[34] 3GPP TS 23.161: "Network-Based |P Flow Mobility (NBIFOM); Stage 2".

[35] 3GPP TS 24.105: "Application specific Congestion control for Data Communication (ACDC)
Management Object (MO)".

[36] 3GPP TS 24.161: "Network-Based |P Flow Mobility (NBIFOM); Stage 3".

[37] IETF RFC 4995: "The RObust Header Compression (ROHC) Framework".

[38] 3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data
Convergence Protocol (PDCP) specification”.

[39] IETF RFC 4996: "RObust Header Compression (ROHC): A Profile for TCP/IP (ROHC-TCP)".

[40] IETF RFC 3095: "RObust Header Compression (RoHC): Framework and four profiles: RTP,

UDP, ESP and uncompressed".
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[41] IETF RFC 3843: "RObust Header Compression (RoHC): A Compression Profile for IP".

[42] IETF RFC 4815: "RObust Header Compression (ROHC): Corrections and Clarifications to
RFC 3095".

[43] IETF RFC 5225: "RObust Header Compression (ROHC) Version 2: Profilesfor RTP, UDP, IP,

ESP and UDP Lite".

[44] 3GPP TS 36.306: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
radio access capabilities’.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

The term "mobile station" (MS) in the present document is synonymous with the term "user equipment” (UE) as defined
in 3GPP TR 21.905 [1].

1x CSfallback capable UE: A UE that uses a CSinfrastructure for avoice call and other CS-domain services by
falling back to cdma2000® 1x access network if the UE is served by E-UTRAN when a CS service is requested.

Aggregate maximum bit rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a
UE. Definition derived from 3GPP TS 23.401 [10].

APN based congestion control: Congestion control in session management where the network can reject session
management requests from UESs or deactivate PDN connections when the associated APN is congested.

Attached for emergency bearer services: A UE is attached for emergency bearer servicesif it hasonly a PDN
connection for emergency bearer services established.

Chosen PLMN: The same as selected PLMN as specified in 3GPP TS 23.122 [6].

Control plane CloT EPS optimization: signalling optimizations to enable efficient transport of user data (IP, non-1P
or SMS) over control plane viathe MME including optional header compression of |P data.

User plane CloT EPS optimization: signalling optimizations to enable efficient transport of user data (1P or non-1P)
over the user plane.

UE supporting CloT EPS optimizations: A UE that supports control plane CloT EPS optimization or user plane CloT
EPS optimization and one or more other CloT EPS optimizations when the UE isin S1 mode.

Attached for EPS serviceswith CP-CloT EPS optimization: A UE supporting CloT EPS optimizations s attached
for EPS services, and control plane CloT EPS optimization along with one or more other CloT EPS optimizations have
been accepted by the network.

Attached for EPS serviceswith User plane CloT EPS optimization: A UE supporting CloT EPS optimizationsis
attached for EPS services, and user plane CloT EPS optimization along with one or more other CloT EPS optimizations
have been accepted by the network.

Attached for EPS serviceswith CloT EPS optimization: A UE is attached for EPS services with CP-CloT EPS
optimization or attached for EPS services with user plane CloT EPS optimization.

CSfallback cancellation request: A request received from the MM sublayer to cancel a mobile originating CS
fallback.

CSfallback capable UE: A UE that uses a CSinfrastructure for avoice call and other CS-domain services by falling
back to A/Gb or lu mode if the UE is served by E-UTRAN when a CS service is requested.
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CSG céll: A cell in which only members of the CSG can get hormal service. Depending on local regulation, the CSG
cell can provide emergency bearer services also to subscribers who are not member of the CSG. Definition derived from
3GPP TS 23.401 [10].

CSG ID: A CSG ID isaunigue identifier within the scope of one PLMN defined in 3GPP TS 23.003 [2] which
identifies a Closed Subscriber Group (CSG) in the PLMN associated with a cell or group of cellsto which accessis
restricted to members of the CSG.

CSG sdlection: A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG
identities or manually based on user selection of CSG on indication of list of available CSGs. Definition derived from
3GPPTS23.122[6].

Dedicated bearer: An EPS bearer that is associated with uplink packet filtersin the UE and downlink packet filtersin
the PDN GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [10].

Default bearer: An EPS bearer that gets established with every new PDN connection. Its context remains established
throughout the lifetime of that PDN connection. A default EPS bearer is a non-GBR bearer. Definition derived from
3GPP TS 23.401 [10].

Emergency EPS bearer context: A default EPS bearer context which was activated with request type "emergency"”, or
any dedicated EPS bearer context associated to this default EPS bearer context.

EMM context: An EMM context is established in the UE and the MME when an attach procedure is successfully
compl eted.

EMM-CONNECTED mode: A UE isin EMM-CONNECTED mode when a NAS signalling connection between UE
and network is established. The term EMM-CONNECTED mode used in the present document corresponds to the term
ECM-CONNECTED state used in 3GPP TS 23.401 [10].

EMM-IDLE mode: A UE isin EMM-IDLE mode when no NAS signalling connection between UE and network exists
or when RRC connection suspend has been indicated by lower layers. The term EMM-IDLE mode used in the present
document corresponds to the term ECM-IDLE state used in 3GPP TS 23.401 [10].

EPS security context: In the present specification, EPS security context is used as a synonym for EPS NAS security
context specified in 3GPP TS 33.401 [19].

EPS services: Services provided by PS domain. Within the context of this specification, EPS servicesis used asa
synonym for GPRS servicesin 3GPP TS 24.008 [13].

Evolved packet core network: The successor to the 3GPP Release 7 packet-switched core network, devel oped by
3GPP within the framework of the 3GPP System Architecture Evolution (SAE).

Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the
evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from
3GPP TS 23.401[10].

GBR bearer: An EPS bearer that uses dedicated network resources related to a guaranteed bit rate (GBR) value, which
are permanently allocated at EPS bearer establishment/modification. Definition derived from 3GPP TS 23.401 [10].

General NAS level mobility management congestion control: The type of congestion control that is applied at a
general overload or congestion situation in the network, e.g. lack of processing resources.

Group specific session management congestion control: Type of congestion control at session management level that
is applied to reject session management requests from UES belonging to a particular group when one or more group
congestion criteria as specified in 3GPP TS 23.401 [10] are met.

Highest ranked ACDC category: The ACDC category with the lowest value as defined in 3GPP TS 24.105 [35].

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the
establishment of aNAS signalling connection. For instance, the ATTACH REQUEST messageisaninitial NAS

message.

| Pv4v6 capability: Capability of the IP stack associated with a UE to support adual stack configuration with both an
I Pv4 address and an | Pv6 address allocated.

Kilobit: 1000 bits.
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Last Visited Registered TAI: A TAI which iscontained in the TAI list that the UE registered to the network and
which identifies the tracking area last visited by the UE.

Linked Bearer Identity: Thisidentity indicates to which default bearer the additional bearer resourceis linked.

LI1PA PDN connection: A PDN connection, for which the default EPS bearer context or default PDP context was
activated with an APN authorized to use LIPA. The network authorizes an APN for using L1PA based on the
subscription profile (see 3GPP TS 29.272 [16C]) and subsequently the network considers this PDN connection a LIPA
PDN connection.

Lower layer failure: A failure reported by the AS to the NAS that cannot be corrected on AS level. When the AS
indicates alower layer failureto NAS, the NAS signalling connection is not available.

Mapped EPS security context: A mapped security context to be used in EPS. Definition derived from
3GPPTS33.401[19].

Mapped GUTI: A GUTI which is mapped from aP-TM S| and an RAI allocated previously by an SGSN. Mapping
rules are defined in 3GPP TS 23.003 [2]. Definition derived from 3GPP TS 23.401 [10].

M egabit: 1,000,000 hits.
M essage header: A standard L3 message header as defined in 3GPP TS 24.007 [12].
MME area: An area containing tracking areas served by an MME.

MO MMTEL voice call is started: the MO-MMTEL -voi ce-started indication was received from upper layers (see
3GPP TS 24.173 [13E]) and after reception of the MO-MMTEL-voice-started indication, the MO-MMTEL -voice-
ended indication has not been received.

MO MMTEL video call is started: the MO-MMTEL -video-started indication was received from upper layers (see
3GPP TS 24.173[13E]) and after reception of the MO-MM TEL -video-started indication, the MO-MMTEL-video-
ended indication has not been received.

MO SM Sol P is started: the MO-SM Sol P-attempt-started indication was received from upper layers (see
3GPP TS 24.341 [15D]) and after reception of the M O-SM Sol P-attempt-started indication, the MO-SM Sol P-attempt-
ended indication has not been received.

NAS level mobility management congestion control: Congestion control mechanism in the network in mobility
management. "NAS level mobility management congestion control” consists of "subscribed APN based congestion
control" and "general NAS level mobility management congestion control”.

NAS signalling connection: A peer to peer S1 mode connection between UE and MME. A NAS signalling connection
consists of the concatenation of an RRC connection viathe "LTE-Uu" interface and an SIAP connection viathe S1
interface. Additionally, for the purpose of optimized handover or idle mode mobility from cdma2000® HRPD access to
E-UTRAN (see 3GPP TS 23.402 [11]), the NAS signalling connection can consist of a concatenation of an S101-AP
connection and a signalling tunne! over a cdma2000® HRPD access network.

NOTE 1: cdma2000® is aregistered trademark of the Telecommunications Industry Association (TIA-USA).

NAS signalling connection recovery: A mechanism initiated by the NAS to restore the NAS signalling connection on
indication of "RRC connection failure" by the lower layers.

Native GUTI: A GUTI previously alocated by an MME. Definition derived from 3GPP TS 23.401 [10].

Non-access stratum protocols: The protocols between UE and MSC or SGSN that are not terminated in the UTRAN,
and the protocols between UE and MME that are not terminated in the E-UTRAN. Definition derived from
3GPP TR 21.905[1].

Non-emergency EPS bearer context: Any EPS bearer context which is not an emergency EPS bearer context.

Non-EPS services: Services provided by CS domain. Within the context of this specification, non-EPS servicesis used
as a synonym for non-GPRS servicesin 3GPP TS 24.008 [13]. A UE which camps on E-UTRAN can attach to both
EPS services and non-EPS services.

Non-GBR bearer: An EPS bearer that uses network resources that are not related to a guaranteed bit rate (GBR) value.
Definition derived from 3GPP TS 23.401 [10].
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PDN address: An IP address assigned to the UE by the Packet Data Network Gateway (PDN GW).

PDN connection for emergency bearer services: A PDN connection for which the default EPS bearer context or
default PDP context was activated with request type "emergency”.

Plain NAS message: A NAS message with a header including neither a message authentication code nor a sequence
number.

Persistent EPS bearer context: either a non-emergency EPS bearer context representing a GBR bearer with QoS
equivalent to QoS of teleservice 11 and where there is aradio bearer associated with that context, or an emergency EPS
bearer context where thereis aradio bearer associated with that context.

NOTE 2: Anexample of a persistent EPS bearer context is a non-emergency EPS bearer context with QCl =1
where there is aradio bearer associated with that context.

Procedure Transaction Identity: Anidentity which isdynamically alocated by the UE for the UE requested ESM
procedures. The procedure transaction identity is released when the procedure is completed.

RAT-related TM SI: When the UE is camping on an E-UTRAN cell, the RAT-related TMSI isthe GUTI; whenitis
camping on a GERAN or UTRAN cdll, the RAT-related TMSI isthe P-TMSI.

Registered PLMN: The PLMN on which the UE isregistered. The identity of the registered PLMN is provided to the
UE within the GUTI.

Relay node: A network element in the E-UTRAN, wirelessly connected to an eNode B and providing relaying function
to UEs served by the E-UTRAN. Definition derived from 3GPP TS 23.401 [10].

Thelabel (S1 mode only) indicates that this subclause or paragraph applies only to a system which operatesin S1
mode, i.e. with afunctional division that isin accordance with the use of an Sl interface between the radio access
network and the core network. The S1 mode includes WB-S1 mode and NB-S1 mode. In a multi-access system this
caseis determined by the current serving radio access network.

In NB-S1 mode: Indicates this paragraph applies only to a system which operates in NB-S1 mode. For a multi-access
system this case appliesif the current serving radio access network provides access to network services via E-UTRA by
NB-I0T (see 3GPP TS 36.300 [20], 3GPP TS 36.331 [22], 3GPP TS 36.306 [44]).

In WB-S1 mode: Indicates this paragraph applies only to a system which operates in WB-S1 mode. For a multi-access
system this case applies if the system operatesin S1 mode, but not in NB-S1 mode.

In WB-S1/CE mode: Indicates this paragraph applies only when a UE, which isa CE mode B capable UE (see
3GPP TS 36.306 [44]), is operating in CE mode A or B in WB-S1 mode.

SCEF PDN Connection: A PDN connection established between the UE and the Service Capability Exposure Function
(SCEF) for transmitting the UE's non-1P data related to a specific application.

SGi PDN Connection: A PDN connection established between the UE and the Packet Gateway (P-GW) for
transmitting the UE's |P or non-1P data related to a specific application.

S101 mode: Appliesto a system that operates with a functional division that isin accordance with the use of an S101
interface. For the definition of the S101 reference point, see 3GPP TS 23.402 [11].

SIPTO at thelocal network PDN connection: A PDN connection, for which the default EPS bearer context or default
PDP context was activated with an APN authorized to use SIPTO at the local network and it was activated such that the
traffic of the PDN connection will be using an L-GW. The network authorizes an APN for using SIPTO at the local
network based on the subscription profile (see 3GPP TS 29.272 [16C]) and subsequently the network considers this
PDN connection a SIPTO at the local network PDN connection.

SIPTO at thelocal network PDN connection with a collocated L-GW: A SIPTO at the local network PDN
connection which is established to a L-GW function collocated with the (H)(e)NodeB. The core-network entity (i.e. the
MME or the SGSN) can be aware of whether the SIPTO at the local network PDN connection with a collocated L-GW
is used when the PDN connection is established.

SIPTO at the local network PDN connection with a stand-alone GW: A SIPTO at the local network PDN
connection which is established to a stand-alone GW (with collocated L-GW and S-GW). The core-network entity (i.e.
the MME or the SGSN) can be aware of whether the SIPTO at the local network PDN connection with a stand-alone
GW is used when the PDN connection is established.
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"SMSonly": A subset of services which includes only Short Message Service. A UE camping on E-UTRAN can
attach to both EPS servicesand "SMS only".

SM Sover NAS: refersto SMSin MME or SMS over SGs.
SM S over S102: refersto SMS which uses 1xCS proceduresin EPS as defined in 3GPP TS 23.272 [9].

Subscribed APN based congestion control: Congestion control in mobility management where the network can reject
attach requests from UEs with a certain APN in the subscription.

TAI list: A list of TAlsthat identify the tracking areas that the UE can enter without performing atracking area
updating procedure. The TAlsinaTAI list assigned by an MME to a UE pertain to the same MME area.

Traffic flow aggregate: A temporary aggregate of packet filters that are included in a UE requested bearer resource
alocation procedure or a UE requested bearer resource modification procedure and that isinserted into atraffic flow
template (TFT) for an EPS bearer context by the network once the UE requested bearer resource allocation procedure or
UE requested bearer resource modification procedure is compl eted.

UE configured for dual priority: A UE which provides dual priority support is configured for NAS signalling low
priority and also configured to override the NAS signalling low priority indicator (see 3GPP TS 24.368 [15A],
3GPPTS31.102 [17]).

UE configured touse AC11 —15in selected PLMN: A UE configured with at least one access class in the range 11-
15 on the USIM, and the access classis applicable in the selected PLMN according to 3GPP TS 22.011 [1A].

UE'savailability for voice callsin theIM S: Theindication of this availability or non-availability is provided by the
upper layers of the UE as specified in 3GPP TS 24.229 [13D] in the annex relevant to the |P-Connectivity Access
Network in use or determined in the NAS layer, as specified in subclause 4.3.1. If availability isindicated, the UE uses
the IM CN Subsystem and can terminate or originate requests for SIP sessions including an audio component with
codecs suited for voice.

UE's usage setting: ThisisaUE setting that indicates whether the UE has preference for voice services over data
services or vice-versa. If a UE has preference for voice services, then the UE's usage setting is "voice centric". If aUE
has preference for data services, then the UE's usage setting is "data centric". A UE whose setting is "data centric' may
still require access to voice services. A UE whose setting is "voice centric' may still require access to data services.
This definition is derived from 3GPP TS 23.221 [8A] and it applies to voice capable UEs.

UE using EPS serviceswith control plane CloT EPS optimization: A UE that is attached for EPS services with the
control plane CIOT EPS optimization accepted by the network.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [10] apply:

Cédlular 10T (CloT)
NarrowBand-loT
Dedicated core network
PDN connection

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.272 [9] apply:

CSfallback
SMSin MME
SM Sover SGs

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.682 [11A] apply:
SCEF
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.008 [13] apply:

A/Gb mode

Access domain selection
Default PDP context

Extended idleemode DRX cycle
lu mode

Power saving mode

PS signalling connection
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RR connection
TFT

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.102 [18] apply:
UMT S security context

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [19] apply:

Current EPS security context

Full native EPS security context
Kasve

K'asve

Mapped security context

Native EPS security context
Non-current EPS security context
Partial native EPS security context
DataviaMME

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [6] apply:

Country
Shar ed Network
Suitable Cell

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.216 [8] apply:

SRVCC
vSRVCC

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.011 [1A] apply:

Extended AccessBarring
Application specific Congestion control for Data Communication (ACDC)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [10] apply:
L ocal Home Network Identifier
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.303 [31] apply:

ProSe direct communication
ProSe direct discovery
ProSe UE-to-Networ k Relay

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 24.161 [36] apply:

M ulti-access PDN connection
NBIFOM

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

ACDC Application specific Congestion control for Data Communication
AKA Authentication and Key Agreement

AMBR Aggregate Maximum Bit Rate

APN Access Point Name

APN-AMBR APN Aggregate Maximum Bit Rate

ARP Allocation Retention Priority

BCM Bearer Control Mode

CloT Cedlular 10T
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CP-CloT Control Plane CloT
CSG Closed Subscriber Group
E-UTRA Evolved Universal Terrestrial Radio Access
E-UTRAN Evolved Universal Terrestrial Radio Access Network
EAB Extended Access Barring
ECM EPS Connection Management
eDRX Extended idle-mode DRX cycle
eKSl Key Set Identifier for E-UTRAN
EMM EPS Mobility Management
eNode B Evolved Node B
EPC Evolved Packet Core Network
EPS Evolved Packet System
ESM EPS Session Management
GBR Guaranteed Bit Rate
GUMMEI Globally Unique MME ldentifier
GUTI Globally Unique Temporary Identifier
HeNB Home eNode B
HRPD High Rate Packet Data
loT Internet of Things
IP-CAN | P-Connectivity Access Network
ISR Idle mode Signalling Reduction
kbps Kilobits per second
KSI Key Set Identifier
L-GW Local PDN Gateway
LHN-ID Local Home Network Identifier
LIPA Local IP Access
M-TMSI M-Temporary Mobile Subscriber Identity
Mbps Megabits per second
MBR Maximum Bit Rate
MME Mobility Management Entity
MMEC MME Code
NB-loT Narrowband [oT
PD Protocol Discriminator
PDN GW Packet Data Network Gateway
ProSe Proximity-based Services
PSM Power Saving Mode
PTI Procedure Transaction I dentity
QCl QoS Class |dentifier
QoS Quiality of Service
ROHC RObust Header Compression
RRC Radio Resource Control
STMSI S-Temporary Mobile Subscriber Identity
S101-AP S101 Application Protocol
S1AP S1 Application Protocol
SAE System Architecture Evolution
SCEF Service Capability Exposure Function
SIPTO Selected IP Traffic Offload
TA Tracking Area
TAC Tracking Area Code
TAI Tracking Area ldentity
TFT Traffic Flow Template
TI Transaction |dentifier
TIN Temporary ldentity used in Next update
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4 General

4.1 Overview

The non-access stratum (NAS) described in the present document forms the highest stratum of the control plane
between UE and MME at the radio interface (reference point "LTE-Uu"; see 3GPP TS 23.401 [10]).

Main functions of the protocols that are part of the NAS are:
- the support of mobility of the user equipment (UE); and

- the support of session management procedures to establish and maintain I P connectivity between the UE and a
packet data network gateway (PDN GW).

NAS security is an additional function of the NAS providing services to the NAS protocols, e.g. integrity protection and
ciphering of NAS signalling messages.

For the support of the above functions, the following procedures are supplied within this specification:
- elementary procedures for EPS mobility management in clause 5; and
- elementary procedures for EPS session management in clause 6.

Complete NAS transactions consist of specific sequences of elementary procedures. Examples of such specific
sequences can be found in 3GPP TS 23.401 [10].

The NAS for EPS follows the protocol architecture model for layer 3 as described in 3GPP TS 24.007 [12]; however,
due to the objective of EPS to provide the subscriber with a "ready-to-use" |P connectivity and an "aways-on"
experience, the protocol supports a linkage between mobility management and session management procedures during
the attach procedure (see subclause 4.2).

Signalling procedures for the control of NAS security are described as part of the EPS mobility management in
clause 5. In addition to that, principles for the handing of EPS security contexts and for the activation of ciphering and
integrity protection, when a NAS signalling connection is established, are provided in subclause 4.4.

4.2 Linkage between the protocols for EPS mobility
management and EPS session management

During the EPS attach procedure, the network can activate a default EPS bearer context (i.e. if the UE requests PDN
connectivity in the attach request). Additionally, the network can activate one or several dedicated EPS bearer contexts
in parallel for PDN connections of P PDN type. To this purpose the EPS session management messages for the default
EPS bearer context activation can be transmitted in an information element in the EPS mobility management messages.
In this case, the UE and the network execute the attach procedure, the default EPS bearer context activation procedure,
and the dedicated EPS bearer context activation procedure in parallel. The UE and network shall complete the
combined default EPS bearer context activation procedure and the attach procedure before the dedicated EPS bearer
context activation procedure is completed. If EMM-REGISTERED without PDN connection is not supported by the UE
or the MME, then the success of the attach procedure is dependent on the success of the default EPS bearer context
activation procedure. If the attach procedure fails, then the ESM procedures also fail.

A UE using EPS services with control plane CloT EPS optimization can initiate transport of user data via the control
plane. For this purpose a UE in EMM-IDLE mode can initiate the service request procedure and transmit the ESM
DATA TRANSPORT message in an information element in the CONTROL PLANE SERVICE REQUEST message.

Except for the attach procedure and the service request procedure, during EMM procedures the MME shall suspend the
transmission of ESM messages. During the service request procedure the MME may suspend the transmission of ESM

messages.

Except for the attach procedure and the service request procedure for UE initiated transport of user data viathe control
plane, during EMM procedures the UE shall suspend the transmission of ESM messages.
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4.2A  Handling of NAS signalling low priority indication

A UE configured for NAS signalling low priority (see 3GPP TS 24.368 [15A], 3GPP TS 31.102 [17]) indicates this by
including the Device properties | E in the appropriate NAS message and setting the low priority indicator to "MSis
configured for NAS signalling low priority", except for the following cases in which the UE shall set the low priority
indicator to "M Sis not configured for NAS signalling low priority":

- the UE is performing an attach for emergency bearer services;

- the UE hasa PDN connection for emergency bearer services established and is performing EPS mobility
management procedures, or is establishing a PDN connection for emergency bearer services,

- the UE configured for dual priority is requested by the upper layers to establish a PDN connection with the low
priority indicator set to "MSis not configured for NAS signalling low priority";

- the UE configured for dual priority is performing EPS session management procedures related to the PDN
connection established with low priority indicator set to "MSis not configured for NAS signalling low priority”;

- the UE configured for dua priority hasaPDN connection established by setting the low priority indicator to
"MSisnot configured for NAS signalling low priority” and is performing EPS mobility management
procedures;

- the UE is performing a service request procedure for a CS fallback emergency call or 1xCS fallback emergency
call;

- the UEisaUE configured to use AC11 — 15 in selected PLMN; or
- the UE isresponding to paging.

The network may use the NAS signalling low priority indication for NAS level mobility management congestion
control and APN based congestion control.

If the NAS signalling low priority indication is provided ina PDN CONNECTIVITY REQUEST message, the MME
storesthe NAS signalling low priority indication within the default EPS bearer context activated due to the PDN
connectivity request procedure.

4.3 UE mode of operation

43.1 General

A UE attached for EPS services shalloperate in one of the following operation modes:
- PSmode 1 of operation: the UE registers only to EPS services, and UE's usage setting is "voice centric";
- PSmode 2 of operation: the UE registers only to EPS services, and UE's usage setting is "data centric”;

- CS/PS mode 1 of operation: the UE registers to both EPS and non-EPS services, and UE's usage setting is "voice
centric"; and

- CS/PS mode 2 of operation: the UE registers to both EPS and non-EPS services, and UE's usage setting is "data
centric".

A UE configured to use CS fallback, shall operate in CS/PS mode 1 or CS/PS mode 2. Such UE may also be configured
to use IMS, in which case the voice domain preference for E-UTRAN as defined in 3GPP TS 24.167 [13B] shall be
used for the selection of the domain for originating voice communication services.

NOTE 1: The domain selected for originating voice communication services can be ignored by attempting aCS
emergency call.

Upon request from upper layersto establish a CS emergency call:

- if the UE needsto initiate a CS fallback emergency call but it is unable to perform CS fallback, the UE shall
attempt to select GERAN or UTRAN radio access technology, and a UE with "IMS voice not available" should
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disable the E-UTRA capability (see subclause 4.5) to allow a potential callback, and then progress the CS
emergency call establishment;

- if the UE needsto initiate a 1XCS fallback emergency call but it is unable to perform 1xCS fallback, the UE shall
attempt to select cdma2000® 1x radio access technology to establish the call.

NOTE 2: Unable to perform CS fallback or 1xCS fallback means that either the UE was not allowed to attempt CS
fallback or 1xCS fallback, or CSfallback or 1xCS fallback attempt failed.

A UE configured to use SM S over SGs shall operate in CS/PS mode 1 or CS/PS mode 2.

The behaviour of the UE in CS/PS mode 1 of operation, upon failure to access the CS domain or upon reception of a
"CSfallback not preferred” or "SMS only" indication, will depend on the availability of voice over IMS. In the present
document, "IMS voice not available" refers to one of the following conditions:

a) the UE isnot configured to use IMS;

b) the UE isnot configured to use IMS voice, i.e. when the voice domain preference for E-UTRAN, as defined in
3GPP TS 24.167 [13B], indicates that voice communication services are alowed to be invoked only over the CS
domain;

c) theUE isconfigured to use IMS voice, but the network indicatesin the ATTACH ACCEPT message or the
TRACKING AREA UPDATE ACCEPT message that IM S voice over PS sessions are not supported; or

d) the UE isconfigured to use IMS voice, the network indicatesin the ATTACH ACCEPT message or the
TRACKING AREA UPDATE ACCEPT message that IM S voice over PS sessions are supported, but the upper
layers:

- provide no indication that the UE is available for voice call in the IMS within a manufacturer determined
period of time; or

- indicate that the UE is not available for voice callsin the IMS.

NOTE 3: If conditions a, b and ¢ evaluate to false, the upper layers need time to attempt IMS registration. In the
event an indication from the upper layers that the UE is available for voice callsin the IM S takes longer
than the manufacturer determined period of time (e.g. due to delay when attempting IM S registration or
due to delay obtaining an EPS bearer context for SIP signalling), the NAS layer assumes the UE is not
available for voice calsinthe IMS.

Other conditions may exist but these are implementation specific.
In the present document, "IM S voice available" refers to the conditions a, b, ¢ and d, and other implementation specific

conditions for "IMS voice not available" evaluate to false.

4.3.2 Change of UE mode of operation

4321 General
The UE mode of operation can change as aresult of e.g.:
- achange of UE's usage setting for a CS voice capable UE;

- achange of voice domain preference for E-UTRAN as defined in 3GPP TS 24.167 [13B] for a CS voice capable
UE;

- achangeinthe UE's availability for voice calsin the IMS; or
- achange in UE configuration regarding the use of SMS as defined in 3GPP TS 24.167 [13B].

Figure 4.3.2.1.1 and figure 4.3.2.1.2 illustrate the transitions between different UE mode of operations when UE's usage
settings, voice domain preference for E-UTRAN or configuration regarding SM S changes.
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- Voice Domain Preferencefor E-UTRAN changed Voice centric
- from"IMS PSvoice only" to "CS voice only";

- from"IMS PSvoice only" to "CS voice preferred, IMS PS Voice as secondary”;

- from "IMS PS voice preferred, CS Voice as secondary" to "'CS voice only"; or

- from "IMS PS voice preferred, CS Voice as secondary” to " CS voice preferred, IMS PS Voice
as secondary".

- Unsuccessful IMS registration indication from upper layers and

- Voice Domain Preferencefor E-UTRAN is"IMS PS voice preferred, CS V oice as secondary”;
or

- SMS configuration is set to prefer to use SMS over |P networks

CSPSmodel ) J PSmodel
- Voice Domain Preference for E-UTRAN changed
from any configuration to "IMS PS voice only", UE
is configured to prefer SMS over IP networks and is
IMS registered.
- SMSS configuration changed to prefer to use SMS
over |P networks, UE is IMS registered and Voice
Domain Preferenceis"IMS PS voice only".

I

UE's usage setting change ) .
] . UE's usage setting change
(voice <-> data centric) (voice <-> data centric)

|
- Voice Domain Preference for E-UTRAN changed from any
configuration to "IMS PSvoice only", UE is configured to
prefer to use SMS over IP networks and the UE is IMS
registered.
- SMS configuration changed to prefer to use SMS over IP
networks, UE is IMSregistered and \Voice Domain Preference
for E-FUTRAN is"IMS PS voice only".

CS/PS mode 2 PS mode 2
- Voice Domain Preference for E-UTRAN changed

- from"IMS PSvoice only" to "CS voice only";

- from"IMS PS voice only" to “CS voice preferred, IMS PS Voice as secondary”;
-from"IMS PS voice preferred, CS Voice as secondary” to "CS voice only"; or
-from"IMS PS voice preferred, CS Voice as secondary” to "CS voice preferred,
IMS PS Voice as secondary".

A 4

- Unsuccessful IMS registration indication from upper layers and
- Voice Domain Preference for E-UTRAN is"IMS PS voice preferred, CS Voice as
secondary"; or
- SMS configuration is set to prefer to use SMS over |P networks.
- SMSS configuration changed to not to use SM'S over IP networks.

Data centric

NOTE 1: The UE may transit from CS/PS mode 1 to PS mode 1 or from CS/PS mode 2 to PS mode 2 if "CS domain
not available" is received. After the transition to PS mode 1 or PS mode 2 due to "CS domain not

available", the UE can transit back to CS/PS mode 1 or CS/PS mode 2, e.g. due to change of PLMN which
is not in the list of the equivalent PLMNs.

NOTE 2: Not all possible transitions are shown in this figure.

Figure 4.3.2.1.1: Change of UE mode of operation for a CS voice capable UE
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- Unsuccessful IM S registration indication from upper layers.

- SM'S configuration changed to not to use SMS over IP
networks.

<
<«

CS/PS mode 1 PS mode 1

\ /

- SMS configuration changed to prefer to use SM'S over
IP networks and UE is IMS registered

- Unsuccessful IM S registration indication from upper layers.

- SMS configuration changed to not to use SMS over IP
networks.

&
<

CS/PS mode 2 PS mode 2

\ /

- SM'S configuration changed to prefer to use SM S over
IP networks and UE is IMSregistered

NOTE: Not all possible transitions are shown in this figure.

Figure 4.3.2.1.2: Change of UE mode of operation for a UE with no CS voice capability

4.3.2.2 Change of UE's usage setting

Whenever the UE's usage setting changes, the UE dependent on its mode of operation shall execute procedures
according to table 4.3.2.2.1 and table 4.3.2.2.2:

a) The UE isoperating in PS mode 1 or PS mode 2

Table 4.3.2.2.1: Change of UE's usage setting for a UE in PS mode 1 or PS mode 2

UE's usage setting Procedure to execute
change
From data centric to voice |Disable the E-UTRA capability if voice domain selection results in a
centric and "IMS voice not |selection to a different RAT (see subclause 4.5), or combined tracking area
available" update with IMSI attach if voice domain selection results in attempt to stay in
E-UTRAN.

From voice centric to data |Re-enable the E-UTRA capability (see subclause 4.5)
centric and E-UTRA is
disabled

b) The UE isoperating in CS/PS mode 1 or CS/PS mode 2
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Table 4.3.2.2.2: Change of UE's usage setting for a UE in CS/PS mode 1 or CS/PS mode 2

UE's usage setting
change

Procedure to execute

From data centric to voice
centric, "CS fallback is not
available" and "IMS voice
not available" (NOTE 1)

Disable the E-UTRA capability (see subclause 4.5)

From data centric to voice
centric, "IMS voice not
available" and the UE
received a "CS fallback
not preferred" or "SMS
only" indication during the
last successful combined
attach or combined
tracking area updating
procedure

Disable the E-UTRA capability (see subclause 4.5)

From voice centric to data
centric and E-UTRA is
disabled

Re-enable the E-UTRA capability (see subclause 4.5)

NOTE 1: "CS fallback is not available" includes EMM causes #16, #17, and #18

4.3.2.3

Change of voice domain preference for E-UTRAN

Whenever the voice domain preference for E-UTRAN changes, the UE dependent on its mode of operation shall

execute procedures according to table 4.3.2.3.1 and table 4.3.2.3.2:

a) The UE isoperating in PS mode 1 or PS mode 2

Table 4.3.2.3.1: Change of voice domain preference for E-UTRAN for a UE in PS mode 1 or PS mode 2

Voice domain
preference for E-UTRAN
change

Procedure to execute

voice preferred, IMS PS
Voice as secondary"

From "IMS PS voice only" |Transit from PS mode 1 to CS/PS mode 1 or from PS mode 2 to CS/PS
to "CS voice only" or "CS |mode 2. Combined tracking area update with IMSI attach

From "IMS PS voice

secondary" to "CS voice
only" or "CS voice
preferred, IMS PS Voice
as secondary"

Transit from PS mode 1 to CS/PS mode 1 or from PS mode 2 to CS/PS
preferred, CS Voice as mode 2. Combined tracking area update with IMSI attach

b) The UE isoperating in CS/PS mode 1 or CS/PS mode 2

Table 4.3.2.3.2: Change of voice domain preference for E-UTRAN for a UE in CS/PS mode 1 or CS/PS

mode 2

Voice domain
preference for E-UTRAN
change

Procedure to execute

From any configuration to |May:

is configured to prefer mode 2; and

SMS over IP networks - detach for non-EPS services
and the UE is available
for voice calls in the IMS.

"IMS PS voice only", UE |- transit from CS/PS mode 1 to PS mode 1 or from CS/PS mode 2 to PS
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43.2.4 Change or determination of IMS registration status

Whenever the UE's availahility for voice callsin the IMS is determined or changes (e.g. whenever the IM S registration
statusis determined or changes), the UE dependent on its mode of operation shall execute procedures according to
table 4.3.2.4.1 and table 4.3.2.4.2:

a) TheUE isoperating in PS mode 1

Table 4.3.2.4.1: Change of IMS registration status for a UE in PS mode 1

Change of IMS Procedure to execute
registration status
UE is not available for Transit to CS/PS mode 1. Combined tracking area update with IMSI attach

voice calls in the IMS
indication and voice
domain preference for E-
UTRAN is "IMS PS voice
preferred, CS Voice as
secondary"

UE is not available for Disable the E-UTRA capability (see subclause 4.5)
voice calls in the IMS
indication, SMS
configuration is set to
prefer to use SMS over IP
networks, and voice
domain preference for E-
UTRAN is "IMS PS voice
only"

UE is not available for May disable the E-UTRA capability (see subclause 4.5)
voice calls in the IMS
indication, SMS
configuration is set to
prefer to use SMS over IP
networks, and UE is not
CS voice capable

NOTE 1: If the UE in PS mode 1 transits to CS/PS mode 1 according to table 4.3.2.4.1, then the UE can return to
PS mode 1 when the upper layer indicates the status of being available for voice over PS.

b) The UE isoperating in PS mode 2
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Table 4.3.2.4.2: Change of IMS registration status for a UE in PS mode 2

Change of IMS Procedure to execute
registration status
UE is not available for
voice calls in the IMS
indication and voice
domain preference for E-
UTRAN is "IMS PS voice
preferred, CS Voice as
secondary"
Unsuccessful IMS
registration indication
from upper layers, SMS
configuration is set to
prefer to use SMS over IP
networks, and voice
domain preference for E-
UTRAN is "IMS PS voice
only"
Unsuccessful IMS
registration indication
from upper layers, SMS
configuration is set to
prefer to use SMS over IP
networks, and UE is not
CS voice capable

Transit to CS/PS mode 2. Combined tracking area update with IMSI attach

Transit to CS/PS mode 2. Combined tracking area update with "SMS only"

Transit to CS/PS mode 2. Combined tracking area update with "SMS only"

NOTE 2: If the UE in PS mode 2 transits to CS/PS mode 2 according to table 4.3.2.4.2, then the UE can return to
PS mode 2 when the upper layer indicates the status of being available for voice over PS.

4.3.2.5 Change of configuration regarding the use of SMS.

Whenever the UE's configuration on use of SM'S changes, the UE dependent on its mode of operation shall execute
procedures according to table 4.3.2.5.1 and table 4.3.2.5.2:

a) The UEisoperating in PS mode 1 or PS mode 2

Table 4.3.2.5.1: Change of configuration regarding the use of SMS in PS mode 1 or PS mode 2

SMS configuration change Procedure to execute

Change to "SMS service is not preferred to be
invoked over IP networks" or the UE is unable to
use SMS using IMS (see 3GPP TS 24.229 [13D]).

Transit from PS mode 1 to CS/PS mode 1 or from
PS mode 2 to CS/PS mode 2. Combined tracking
area update with IMSI attach, (with or without "SMS

only"

b) The UE isoperating in CS/PS mode 1 or CS/PS mode 2

Table 4.3.2.5.2: Change of configuration regarding the use of SMS in CS/PS mode 1 or CS/PS mode 2

SMS configuration change

Procedure to execute

Change to "SMS service is preferred to be invoked
over IP networks", the UE is able to use SMS
using IMS (see 3GPP TS 24.229 [13D]), and UE
has no CS voice capability

May:

- transit from CS/PS mode 1 to PS mode 1 or
from CS/PS mode 2 to PS mode 2; and

- detach for non-EPS services

Change to "SMS service is preferred to be invoked
over IP networks", UE is able to use SMS using
IMS (see 3GPP TS 24.229 [13D]), and the voice
domain preference for E-UTRAN is "IMS PS voice
only"

May:

- transit from CS/PS mode 1 to PS mode 1 or
from CS/PS mode 2 to PS mode 2; and

- detach for non-EPS services
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4.4 NAS security

441 General

This clause describes the principles for the handling of EPS security contexts in the UE and in the MME and the
procedures used for the security protection of EPS NAS messages between UE and MME. Security protection involves
integrity protection and ciphering of the EMM and ESM NAS messages.

The signalling procedures for the control of NA S security are part of the EMM protocol and are described in detail in
clause 5.

NOTE: Theuse of ciphering in a network is an operator option. In this subclause, for the ease of description, itis
assumed that ciphering is used, unless explicitly indicated otherwise. Operation of a network without
ciphering is achieved by configuring the MME so that it aways selects the "null ciphering algorithm",
EEAOQ.

4.4.2 Handling of EPS security contexts

4421 General

The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security
context and identified by akey set identifier for E-UTRAN (eKSI). The relationship between the security parametersis
defined in 3GPP TS 33.401 [19].

Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS
security context is created as the result of an EPS authentication procedure between MME and UE. Alternatively:

- during inter-system handover from A/Gb mode to S1 mode or from lu mode to S1 mode, the MME and the UE
derive amapped EPS security context from a UMTS security context that has been established while the UE was
in A/Gb mode or lu mode; or

- during CSto PS SRV CC handover from A/Gb mode to S1 mode or from lu mode to S1 mode, the MME and the
UE derive a mapped EPS security context from a CS UMTS security context that has been established while the
UE wasin A/Gb mode or lu mode.

The EPS security context is taken into use by the UE and the MME, when the MME initiates a security mode control
procedure or during the inter-system handover procedure from A/Gb mode to S1 mode or lu mode to S1 mode. The
EPS security context which has been taken into use by the network most recently is called current EPS security context.
This current EPS security context can be of type native or mapped, i.e. originating from a native EPS security context or
mapped EPS security context.

The key set identifier eKSl is assigned by the MME either during the EPS authentication procedure or, for the mapped
EPS security context, during the inter-system handover procedure. The eKSI consists of a value and atype of security
context parameter indicating whether an EPS security context is a native EPS security context or a mapped EPS security
context. When the EPS security context is a native EPS security context, the eKSl has the value of KSlasve, and when
the current EPS security context is of type mapped, the eKSI has the value of K Sl sgsu.

The EPS security context which isindicated by an eKSl can be taken into use to establish the secure exchange of NAS
messages when anew NAS signalling connection is established without executing a new EPS authentication procedure
(see subclause 4.4.2.3) or when the MME initiates a security mode control procedure. For this purpose theinitial NAS
messages (i.e. ATTACH REQUEST, TRACKING AREA UPDATE REQUEST, DETACH REQUEST, SERVICE
REQUEST, EXTENDED SERVICE REQUEST, and CONTROL PLANE SERVICE REQUEST) and the SECURITY
MODE COMMAND message contain an eKSl in the NAS key set identifier I1E or the value part of eKSl inthe KSI and
sequence number | E indicating the current EPS security context used to integrity protect the NAS message.

In the present document, when the UE is required to delete an eKSl, the UE shall set the eK Sl to the value "no key is
available" and consider also the associated keys Kaswe or K'aswe, EPS NAS ciphering key and EPS NAS integrity key
invalid (i.e. the EPS security context associated with the eK Sl as no longer valid).

NOTE: In some specifications the term ciphering key sequence number might be used instead of the term Key Set
Identifier (KSI).
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The UE and the MME need to be able to maintain two EPS security contexts simultaneoudly, i.e. a current EPS security
context and a non-current EPS security context, since:

- dfter an EPS re-authentication, the UE and the MME can have both a current EPS security context and a non-
current EPS security context which has not yet been taken into use (i.e. a partial native EPS security context);
and

- after an inter-system handover from A/Gb mode to S1 mode or lu mode to S1 mode, the UE and the MME can
have both a mapped EPS security context, which is the current EPS security context, and a non-current native
EPS security context that was created during a previous access in S1 mode or S101 mode.

The number of EPS security contexts that need to be maintained simultaneously by the UE and the MME islimited by
the following requirements:

- After asuccessful EPS (re-)authentication, which creates a new partial native EPS security context, the MME
and the UE shall delete the non-current EPS security context, if any.

- When apartial native EPS security context is taken into use through a security mode control procedure, the
MME and the UE shall delete the previously current EPS security context.

- When the MME and the UE create an EPS security context using null integrity and null ciphering algorithm
during an attach procedure for emergency bearer services, or atracking area updating procedure for a UE that
has a PDN connection for emergency bearer services (see subclause 5.4.3.2), the MME and the UE shall delete
the previous current EPS security context.

- When a new mapped EPS security context or EPS security context created using null integrity and null ciphering
agorithm is taken into use during the inter-system handover from A/Gb mode to S1 mode or lu mode to S1
mode, the MME and the UE shall not delete the previously current native EPS security context, if any. Instead,
the previously current native EPS security context shall become a non-current native EPS security context, and
the MME and the UE shall delete any partial native EPS security context.

If no previously current native EPS security context exists, the MME and the UE shall not delete the partial
native EPS security context, if any.

- When the MME and the UE derive a new mapped EPS security context during inter-system handover from A/Gb
mode to S1 mode or lu mode to S1 mode, the MME and the UE shall delete any existing current mapped EPS
security context.

- When anon-current full native EPS security context is taken into use by a security mode control procedure, then
the MME and the UE shall delete the previously current mapped EPS security context.

- When the UE or the MME moves from EMM-REGISTERED to EMM-DEREGISTERED state, if the current
EPS security context is a mapped EPS security context and a non-current full native EPS security context exists,
then the non-current EPS security context shall become the current EPS security context. Furthermore, the UE
and the MME shall delete any mapped EPS security context or partial native EPS security context.

The UE shall mark the EPS security context on the USIM or in the non-volatile memory as invalid when the UE
initiates an attach procedure as described in subclause 5.5.1 or when the UE leaves state EMM-DEREGISTERED for
any other state except EMM-NULL.

The UE shall store the current native EPS security context as specified in annex C and mark it as valid only when the
UE enters state EMM-DEREGISTERED from any other state except EMM-NULL or when the UE aborts the attach
procedure without having left EMM-DEREGISTERED.

4.4.2.2 Establishment of a mapped EPS security context during intersystem
handover

In order for the UE to derive a mapped EPS security context for an inter-system change from A/Gb mode or lu mode to
S1 mode in EMM-CONNECTED mode, the MME shall generate a KSlsgsn, create a noncewme and generate the K'aswe
using the created noncevwme asindicated in 3GPP TS 33.401 [19]. The MME shall include the selected NAS agorithms,
noncemme and generated K Sl sgey (associated with the K'asve) in the NAS security transparent container for handover to
E-UTRAN. The MME shall derive the EPS NAS keys from K'asue.
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When the UE receives the command to perform handover to E-UTRAN, the UE shall derive K'asug, asindicated in
3GPP TS 33.401 [19], using the nonceuwme received in the NAS security transparent container. Furthermore, the UE
shall associate the derived K'asve with the received K Sl sesy and derive the EPS NAS keys from K'asve.

When the UE has a PDN connection for emergency bearer services and has no current UM TS security context, the
MME shall set EIAQ and EEAO as the selected NAS security algorithms in the NAS security transparent container for
handover to E-UTRAN. The MME shall create alocally generated K'asme. The MME shall set the KSI value of the
associated security context to "000" and the type of security context flag to "mapped security context” in the NAS
security transparent container for handover to E-UTRAN.

When the UE receives the command to perform handover to E-UTRAN and has a PDN connection for emergency
bearer services, if EIAO and EEAO as the selected NAS security algorithms are included in the NAS security transparent
container for handover to E-UTRAN, the UE shall create alocally generated K'asve. The UE shall set the KSI value of
the associated security context to the KSI value received.

If the inter-system change from A/Gb mode or lu mode to S1 mode in EMM-CONNECTED mode is not completed
successfully, the MME and the UE shall delete the new mapped EPS security context.

4423 Establishment of secure exchange of NAS messages

Secure exchange of NAS messages viaa NAS signalling connection is usually established by the MME during the
attach procedure by initiating a security mode control procedure. After successful completion of the security mode
control procedure, all NAS messages exchanged between the UE and the MME are sent integrity protected using the
current EPS security algorithms, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged
between the UE and the MME are sent ciphered using the current EPS security algorithms.

During inter-system handover from A/Gb mode to S1 mode or lu mode to S1 mode, secure exchange of NAS messages
is established between the MME and the UE by:

- thetransmission of NAS security related parameters encapsulated in the AS signalling from the MME to the UE
triggering the inter-system handover (see 3GPP TS 33.401 [19]). The UE uses these parameters to generate the
mapped EPS security context; and,

- after the handover, the transmission of a TRACKING AREA UPDATE REQUEST message from the UE to the
MME. The UE shall send this message integrity protected using the mapped EPS security context, but
unciphered. From this time onward, all NAS messages exchanged between the UE and the MME are sent
integrity protected using the mapped EPS security context, and except for the messages specified in
subclause 4.4.5, all NAS messages exchanged between the UE and the MME are sent ciphered using the mapped
EPS security context.

The secure exchange of NAS messages shall be continued after S1 mode to S1 mode handover. It isterminated after
inter-system handover from S1 mode to A/Gb mode or 1u mode or when the NAS signalling connection is rel eased.

When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security
context, secure exchange of NAS messages can be re-established in the following ways.

1) Except for the cases described in items 3 and 4 below, the UE shall transmit the initial NAS message integrity
protected with the current EPS security context, but unciphered. The UE shall include the eKSI indicating the
current EPS security context value in theinitial NAS message. The MME shall check whether the eK Sl included
intheinitial NAS message belongs to an EPS security context availablein the MME, and shall verify the MAC
of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS

messages.

- by replying with a NAS message that isintegrity protected and ciphered using the current EPS security
context. From thistime onward, all NAS messages exchanged between the UE and the MME are sent
integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged
between the UE and the MME are sent ciphered; or

- by initiating a security mode control procedure. This can be used by the MME to take a non-current EPS
security context into use or to modify the current EPS security context by selecting new NAS security
algorithms; or

2) If theinitial NAS message was a SERVICE REQUEST message or EXTENDED SERVICE REQUEST
message, secure exchange of NAS messages is triggered by the indication from the lower layers that the user
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plane radio bearers are successfully set up. After successful completion of the procedure, all NAS messages
exchanged between the UE and the MME are sent integrity protected and except for the messages specified in
subclause 4.4.5, all NAS messages exchanged between the UE and the MME are sent ciphered.

3) If the UE has no current EPS security context and performs a tracking area updating procedure after an inter-
system change in idle mode from A/Gb mode to S1 mode or |u mode to S1 mode, the UE shall send the
TRACKING AREA UPDATE REQUEST message without integrity protection and encryption. The UE shall
include a nonce and a GPRS ciphering key sequence number for creation of a mapped EPS security context. The
MME creates a fresh mapped EPS security context and takes this context into use by initiating a security mode
control procedure and this context becomes the current EPS security context in both the UE and the MME. This
re-establishes the secure exchange of NAS messages.

4) If theinitial NAS messageisa CONTROL PLANE SERVICE REQUEST message, the UE shall send the
message integrity protected. If an ESM message container information element or a NAS message contai ner
information element is included the message shall be sent partially ciphered (see subclause 4.4.5), otherwise the
message shall be sent unciphered. Secure exchange of NAS messages is re-established in the UE:

- by the indication from the lower layers that the user plane radio bearers are successfully set up;

- upon receipt of aNAS message (e.g. a SERVICE ACCEPT message or ESM DATA TRANSPORT
message) that isintegrity protected and ciphered using the current EPS security context; or

- upon receipt of aSECURITY MODE COMMAND message that has successfully passed the integrity check.

4.4.2.4 Change of security keys

When the MME initiates a re-authentication to create a new EPS security context, the messages exchanged during the
authentication procedure are integrity protected and ciphered using the current EPS security context, if any.

Both UE and MME shall continue to use the current EPS security context, until the MME initiates a security mode
control procedure. The SECURITY MODE COMMAND message sent by the MME includes the eKSl of the new EPS
security context to be used. The MME shall send the SECURITY MODE COMMAND message integrity protected
with the new EPS security context, but unciphered. When the UE responds with a SECURITY MODE COMPLETE, it
shall send the message integrity protected and ciphered with the new EPS security context.

The MME can also modify the current EPS security context or take the non-current native EPS security context, if any,
into use, by sending a SECURITY MODE COMMAND message including the eKSI of the EPS security context to be
modified and including a new set of selected NAS security algorithms. In this case the MME shall send the SECURITY
MODE COMMAND message integrity protected with the modified EPS security context, but unciphered. When the UE
replieswith a SECURITY MODE COMPLETE message, it shall send the message integrity protected and ciphered
with the modified EPS security context.

4.4.2.5 Derivation of keys at CS to PS SRVCC handover from A/Gb mode to S1
mode or from lu mode to S1 mode

At change from A/Gb mode to S1 mode or from lu mode to S1 mode due to CSto PS SRV CC handover (see
3GPP TS 23.216 [8]), the UE shall derive a mapped EPS security context for the PS domain from the UMTS security
context for the CS domain.

At change from A/Gb mode to S1 mode due to CS to PS SRV CC handover, ciphering may be started and integrity
protection shall be started (see 3GPP TS 36.331 [22]) without any new authentication procedure.

NOTE 1: CSto PS SRV CC handover from A/Gb mode to S1 mode or from lu mode to S1 mode is not supported if
the current CS security context isa GSM security context.

NOTE 2: For emergency calls, CSto PS SRV CC handover from A/Gb mode to S1 mode or from lu mode to S1
mode is not supported.

In order to derive a mapped EPS security context for a CS to PS SRV CC handover from A/Gb mode or lu mode to S1
mode, the MSC creates a NONCEwsc and generates the CK'ps and |K'ps using the CS UM TS integrity key, the CS
UMTS ciphering key and the created NONCEwsc as specified in annex B.6 in 3GPP TS 33.102 [18]. The MSC
associates the CK'ps and |K'ps with a KSl'ps. The KSI'ps is set to the value of the KSlcs associated with the CSUMTS
integrity key and the CS UMTS ciphering key. The MSC transfers the CK'ps, IK'ps and the KSl'psto the MME. The
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MME shall create a mapped EPS security context by setting the K'asuwe to the concatenation of the CK'ps and 1K'ps
received from the MSC (i.e. CK'ps || IK'ps). The MME shall associate the K'aswe with a K Slsgsn. The MME shall set
K Slscsn to the value of the KSI'ps received from the MSC. The MME shall include the selected NAS algorithms,
NONCEwmme and generated K Sl sesn (associated with the K'asve) in the NAS security transparent container for the
handover to E-UTRAN. The MME shall derive the EPS NAS keys from K'asve.

When the UE receives the command to perform CS to PS SRV CC handover to S1 mode, the ME shall generate the
CK'ps and IK'ps using the CS UMTS integrity key, the CS UMTS ciphering key and the received NONCEwmsc value in
the transparent container in the CSto PS SRV CC handover command as specified in annex B.6 in

3GPP TS 33.102 [18]. The ME shall ignore the NONCEwmme value received in the NAS Security Transparent Container
in the CSto PS SRV CC handover command.

NOTE 3: The NONCEwmwe value received in the NAS Security Transparent Container for the handover to E-
UTRAN is not used by the ME or MME in any key derivation in this handover.

The ME shall create the key K'asve by concatenating the derived CK'ps and IK'ps (i.€. CK'ps || IK'ps). The ME shall
associate the derived key K'asve with a KSlsecsn. The ME shall set the KSlsgsy associated to K'asve to the KSl sy value
received in the NAS Security Transparent Container from the network.

NOTE 4: Although this caseisrelated to the MSC server enhanced for SRV CC, the name KSl sgsv is kept to avoid
introducing a new name for the same domain.

The ME snall derive the EPS NAS keys (CK' and IK") from the K'asve as specified in 3GPP TS 33.401 [19]. The ME
shall apply these derived EPS NAS security keys (CK' and IK"), reset the uplink and downlink NAS COUNT values for
the mapped EPS security context (i.e. to the value 0), and replace an already established mapped EPS security context
for the PS domain, if any, in the ME, when the CS to PS SRV CC handover from A/Gb mode or [u mode has been
completed successfully. If the already established current EPS security context is of type native, then it shall become the
non-current native EPS security context and overwrite any existing non-current native EPS security context in the ME.

The network shall replace an already established mapped EPS security context for the PS domain, if any, when the CS
to PS SRV CC handover from A/Gb mode or lu mode has been completed successfully. If the already established
current EPS security context is of type native, then it shall become the non-current native EPS security context and
overwrite any existing non-current native EPS security context in the MME.

If the CSto PS SRV CC handover from A/Gb mode or |u mode has not been completed successfully, the UE and the
network shall delete the new derived mapped EPS security context for the PS domain. Additionally, the network shall
delete an already established mapped EPS security context for the PS domain, if any, if the eKSI of the already
established EPS security context is equal to the KSlsgsy of the new derived EPS security context for the PS domain.

4.4.3 Handling of NAS COUNT and NAS sequence number

4.43.1 General

Each EPS security context shall be associated with two separate counters NAS COUNT: one related to uplink NAS
messages and one related to downlink NAS messages. The NAS COUNT counters use 24 bit internal representation and
are independently maintained by UE and MME. The NAS COUNT shall be constructed as a NAS sequence number (8
least significant bits) concatenated with aNAS overflow counter (16 most significant bits).

When NAS COUNT isinput to NAS ciphering or NAS integrity algorithms it shall be considered to be a 32-bit entity
which shall be constructed by padding the 24-bit internal representation with 8 zeros in the most significant bits.

The value of the uplink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in
annex C, isthe value that shall be used in the next NAS message.

The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in
annex C, isthe largest downlink NAS COUNT used in a successfully integrity checked NAS message.

The NAS sequence number part of the NAS COUNT shall be exchanged between the UE and the MME as part of the
NAS signalling. After each new or retransmitted outbound security protected NAS message, the sender shall increase
the NAS COUNT number by one, except for the initial NAS messagesiif the lower layersindicated the failure to
establish the RRC connection (see 3GPP TS 36.331 [22]). Specifically, on the sender side, the NAS sequence number
shall beincreased by one, and if the result is zero (due to wrap around), the NAS overflow counter shall also be
incremented by one (see subclause 4.4.3.5). The receiving side shall estimate the NAS COUNT used by the sending
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side. Specificaly, if the estimated NAS sequence number wraps around, the NAS overflow counter shall be
incremented by one.

After the derivation of a NAS token due to an inter-system change from Simode to A/Gb mode or lu mode in idle mode
as specified in 3GPP TS 24.008 [13], the UE shall increase the uplink NAS COUNT by one.

When the MME receives a NAS token via SGSN during an idle mode inter-system change from S1 mode to A/Gb
mode or [u mode, the MME shall check the NAS token as specified in 3GPP TS 33.401 [19], subclause 9.1.1, and
update its uplink NAS COUNT with the uplink NAS COUNT value used for the successful check of the NAS token.

NOTE 1: The MME does not check the NAS token if it is received via SGSN during a connected mode inter-
system change from S1 mode to A/Gb mode or |u mode.

During the handover from UTRAN/GERAN to E-UTRAN, when a mapped EPS security context is derived and taken
into use, the MME shall set both the uplink and downlink NAS COUNT counters of this EPS security context to zero.
The UE shall set both the uplink and downlink NAS COUNT counters to zero.

During the handover from E-UTRAN to UTRAN/GERAN the MME signals the current downlink NAS COUNT value
inaNAS security transparent container (see subclause 9.9.2.6).

During handover to or from E-UTRAN, the MME shall increment downlink NAS COUNT by one after it has created a
NAS security transparent container (see subclause 9.9.2.6 and 9.9.2.7).

NOTE 2: During the handover from UTRAN/GERAN to E-UTRAN, the NAS security transparent container (see
subclause 9.9.2.7) istreated as an implicit SECURITY MODE COMMAND message for the UE and the
MME, and therefore the MME regards the sending of the NAS security transparent container as the
sending of aninitial SECURITY MODE COMMAND message in order to derive and take into use a
mapped EPS security context for the purpose of the NAS COUNT handling.

In some NAS messages only 5 of the 8 NAS sequence number bits are transmitted. When thisis the case, the receiver
shall estimate the remaining 3 most significant bits of the sequence number.
4.4.3.2 Replay protection

Replay protection shall be supported for received NAS messages both in the MME and the UE. However, since the
realization of replay protection does not affect the interoperability between nodes, no specific mechanismis required for
implementation.

Replay protection must assure that one and the same NAS message is not accepted twice by the receiver. Specifically,
for a given EPS security context, agiven NAS COUNT value shall be accepted at most one time and only if message
integrity verifies correctly.

Replay protection is not applicable when EIAQ is used.

4.4.3.3 Integrity protection and verification
The sender shall useitslocaly stored NAS COUNT asinput to the integrity protection algorithm.

The receiver shall use the NAS sequence number included in the received message (or estimated from the 5 bits of the
NAS sequence number received in the message) and an estimate for the NAS overflow counter as defined in
subclause 4.4.3.1 to form the NAS COUNT input to the integrity verification algorithm.

The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [19], and the integrity
protection shall include octet 6 to n of the security protected NAS message, i.e. the sequence number |E and the NAS
message |E. The integrity protection of the SERVICE REQUEST message is defined in subclause 9.9.3.28. In addition
to the data that is to be integrity protected, the constant BEARER ID, DIRECTION hit, NAS COUNT and NAS
integrity key are input to the integrity protection algorithm. These parameters are described in 3GPP TS 33.401 [19].

After successful integrity protection validation, the receiver shall update its corresponding locally stored NAS COUNT
with the value of the estimated NAS COUNT for this NAS message.

Integrity verification is not applicable when EIAQ is used.
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4434 Ciphering and deciphering
The sender shall useitslocally stored NAS COUNT asinput to the ciphering algorithm.

The receiver shall use the NAS sequence number included in the received message (or estimated from the 5 bits of the
NAS sequence number received in the message) and an estimate for the NAS overflow counter as defined in
subclause 4.4.3.1 to form the NAS COUNT input to the deciphering algorithm.

The input parameters to the NAS ciphering algorithm are the constant BEARER ID, DIRECTION bit, NAS COUNT,
NAS encryption key and the length of the key stream to be generated by the encryption algorithm. When an initial plain
NAS message for transport of user data via control plane (i.e. CONTROL PLANE SERVICE REQUEST message) isto
be partialy ciphered, the length of the key stream is set to the length of the part of theinitial plain NAS message (i.e.
the value part of the ESM message container | E or the value part of the NAS message container) that is to be ciphered.

4435 NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the MME detects that either its downlink NAS COUNT or the
UE's uplink NAS COUNT is"close" to wrap around, (close to 22%), the MME shall take the following actions:

- If thereis no non-current native EPS security context with sufficiently low NAS COUNT values, the MME shall
initiate a new AKA procedure with the UE, leading to a new established EPS security context and the NAS
COUNT being reset to 0 in both the UE and the MM E when the new EPS security context is activated,

- Otherwise, the MME can activate a non-current native EPS security context with sufficiently low NAS COUNT
values or initiate a new AKA procedure as specified above.

If for some reason a new Kasve has not been established using AKA before the NAS COUNT wraps around, the node
(MME or UE) in need of sending a NAS message shall instead release the NAS signalling connection. Prior to sending
the next uplink NAS message, the UE shall delete the eK Sl indicating the current EPS security context.

When the EIAOQ is used as the NAS integrity algorithm, the UE and the MME shall allow NAS COUNT wrap around. If
NAS COUNT wrap around occurs, the following requirements apply:

- the UE and the MME shall continue to use the current security context;
- the MME shall not initiate the EPS AKA procedure;
- the MME shall not release the NAS signalling connection; and

- the UE shall not perform alocal release of the NAS signalling connection.

4.4.4 Integrity protection of NAS signalling messages

4441 General

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists
and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a
secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all
NAS signalling messages is the responsibility of the NAS. It is the network which activatesintegrity protection.

The use of "null integrity protection algorithm" EIAOQ (see subclause 9.9.3.23) in the current security context isonly
allowed for an unauthenticated UE for which establishment of emergency bearer servicesis allowed. For setting the
security header type in outbound NAS messages, the UE and the MME shall apply the same rules irrespective of
whether the "null integrity protection algorithm" or any other integrity protection algorithm isindicated in the security
context.

If the "null integrity protection algorithm™ EIAQ has been selected as a integrity protection algorithm, the receiver shall
regard the NAS messages with the security header indicating integrity protection asintegrity protected.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.401[19].

ETSI



3GPP TS 24.301 version 13.9.0 Release 13 44 ETSI TS 124 301 V13.9.0 (2017-03)

When a NAS message needs to be sent both ciphered and integrity protected, the NAS message isfirst ciphered and
then the ciphered NAS message and the NA S sequence number are integrity protected by calculating the MAC. The
same applies when an initial NAS message needs to be sent partially ciphered and integrity protected.

NOTE: NAS messagesthat are ciphered or partially ciphered with the "null ciphering algorithm" EEAO are
regarded as ciphered or partialy ciphered, respectively (see subclause 4.4.5).

When a NAS message needs to be sent only integrity protected and unciphered, the unciphered NAS message and the
NAS sequence number are integrity protected by calculating the MAC.

When during the EPS attach procedure or service request procedure an ESM message is piggybacked in an EMM
message, there is only one sequence number |E and one message authentication code IE, if any, for the combined NAS
message.

4.4.4.2 Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the
UE or forwarded to the ESM entity, unless the network has established secure exchange of NAS messages for the NAS
signalling connection:

- EMM messages:

- IDENTITY REQUEST (if requested identification parameter isIMSI);

AUTHENTICATION REQUEST;

- AUTHENTICATION REJECT;

- ATTACH REJECT (if the EMM cause is not #25);

- DETACH ACCEPT (for non switch off);

- TRACKING AREA UPDATE REJECT (if the EMM cause is not #25);
- SERVICE REJECT (if the EMM causeis not #25).

NOTE: These messages are accepted by the UE without integrity protection, asin certain situations they are sent
by the network before security can be activated.

All ESM messages are integrity protected.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not
process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS
signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall
discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed
the integrity check is specified in subclause 5.4.3.5. If any NAS signalling message is received as not integrity protected
even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this
message.

4.4.4.3 Integrity checking of NAS signalling messages in the MME
Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the
MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS

signalling connection:

- EMM messages:

ATTACH REQUEST,;

IDENTITY RESPONSE (if requested identification parameter isIMSl);

AUTHENTICATION RESPONSE;

AUTHENTICATION FAILURE;
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SECURITY MODE REJECT;

DETACH REQUEST;

DETACH ACCEPT;
- TRACKING AREA UPDATE REQUEST.

NOTE 1. The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if
the tracking area updating procedureisinitiated due to an inter-system change in idle mode and no
current EPS security context is available in the UE. The other messages are accepted by the MME
without integrity protection, asin certain situations they are sent by the UE before security can be
activated.

All ESM messages are integrity protected except aPDN CONNECTIVITY REQUEST messageif it is sent
piggybacked in ATTACH REQUEST message and NAS security is not activated.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the
NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling
messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security
context is not available in the network:

ATTACH REQUEST;

- IDENTITY RESPONSE (if requested identification parameter isIMSI);
- AUTHENTICATION RESPONSE;

- AUTHENTICATION FAILURE;

- SECURITY MODE REJECT;

- DETACH REQUEST (if sent before security has been activated);
- DETACH ACCEPT,;

- TRACKING AREA UPDATE REQUEST;

-  SERVICE REQUEST;

- EXTENDED SERVICE REQUEST;

- CONTROL PLANE SERVICE REQUEST.

NOTE 2: These messages are processed by the MME even when the MAC that fails the integrity check or cannot
be verified, asin certain situations they can be sent by the UE protected with an EPS security context that
isno longer available in the network.

If an ATTACH REQUEST message fails the integrity check and it is not an attach request for emergency bearer
services, the MME shall authenticate the subscriber before processing the attach request any further. For the case when
the attach procedure is for emergency bearer services see subclause 5.5.1.2.3 and subclause 5.4.2.5.

If aTRACKING AREA UPDATE REQUEST message failsthe integrity check and the UE provided a nonceye, GPRS
ciphering key sequence number, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message, the MME
shall initiate a security mode control procedure to take a new mapped EPS security context into use; otherwise if the UE
has only a PDN connection for non-emergency bearer services established, the MME shall initiate an authentication
procedure. For the case when the UE has a PDN connection for emergency bearer services see subclause 5.5.3.2.3 and
subclause 5.4.2.5.

If a SERVICE REQUEST, EXTENDED SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message
fails the integrity check and the UE has only PDN connections for non-emergency bearer services established, the

MME shall send the SERVICE REJECT message with EMM cause #9 "UE identity cannot be derived by the network"
and keep the EMM-context and EPS security context unchanged. For the case when the UE has a PDN connection for
emergency bearer services and integrity check fails, the MME may skip the authentication procedure even if no EPS
security context is available and proceed directly to the execution of the security mode control procedure as specified in
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subclause 5.4.3. After successful completion of the service request procedure, the network shall deactivate al non-
emergency EPS bearerslocally. The emergency EPS bearers shall not be deactivated.

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving
EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully
integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is
received, then the NASin the MME shall discard that message. If any NAS signalling message is received, as not
integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard
this message.

4.4.5 Ciphering of NAS signalling messages

The use of ciphering in anetwork is an operator option subject to MME configuration. When operation of the network
without ciphering is configured, the MME shall indicate the use of "null ciphering algorithm™ EEAO (see

subclause 9.9.3.23) in the current security context for all UES. For setting the security header type in outbound NAS
messages, the UE and the MME shall apply the same rulesirrespective of whether the "null ciphering agorithm” or any
other ciphering algorithm isindicated in the security context.

When the UE establishes a new NAS signalling connection, it shall send theinitial NAS message

- partialy ciphered, if itisaCONTROL PLANE SERVICE REQUEST message including an ESM message
container information element or a NAS message container information element; and

- unciphered, if it isany other initial NAS message.

The UE shall partially cipher the CONTROL PLANE SERVICE REQUEST message by ciphering the value part of the
ESM message container |E or the value part of the NAS message container, using the ciphering algorithm of the current
EPS security context.

The UE shall send the ATTACH REQUEST message always unciphered.
The UE shall send the TRACKING AREA UPDATE REQUEST message always unciphered.

Except for the CONTROL PLANE SERVICE REQUEST message including an ESM message container information
element or a NAS message container information element, the UE shall start the ciphering and deciphering of NAS
messages when the secure exchange of NAS messages has been established for aNAS signalling connection. From this
time onward, unless explicitly defined, the UE shall send all NAS messages ciphered until the NAS signalling
connection is released, or the UE performs intersystem handover to A/Gb mode or |u mode.

The MME shall start ciphering and deciphering of NAS messages as described in subclause 4.4.2.3. From thistime
onward, except for the SECURITY MODE COMMAND message, the MME shall send all NAS messages ciphered
until the NAS signalling connection is released, or the UE performsintersystem handover to A/Gb mode or lu mode.

Once the encryption of NAS messages has been started between the MME and the UE, the receiver shall discard the
unciphered NAS messages which shall have been ciphered according to the rules described in this specification. The
MME shall discard any CONTROL PLANE SERVICE REQUEST message including an ESM message container
information element or a NA S message container information element which has not been partially ciphered according
to the rules described above.

If the "null ciphering algorithm" EEAOQ has been selected as a ciphering algorithm, the NAS messages with the security
header indicating ciphering are regarded as ciphered.

Details of ciphering and deciphering of NAS signalling messages are specified in 3GPP TS 33.401 [19].

4.5 Disabling and re-enabling of UE's E-UTRA capability
When the UE is disabling the E-UTRA capahility, it should proceed as follows:

a) select another RAT (GERAN or UTRAN) of the registered PLMN or aPLMN from the list of equivalent
PLMNs;

b) if another RAT of the registered PLMN or aPLMN from the list of equivalent PLMNs cannot be found, or the
UE does not have aregistered PLMN, then perform PLMN selection as specified in 3GPP TS 23.122 [6]. Asan
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implementation option, instead of performing PLMN selection, the UE may select another RAT of the chosen
PLMN. If disabling of E-UTRA capability was not due to UE initiated detach procedure for EPS services only,
the UE may re-enable the E-UTRA capability for this PLMN selection; or

¢) if no other allowed PLMN and RAT combinations are available, then the UE may re-enable the E-UTRA
capability and remain registered for EPS servicesin E-UTRAN of the registered PLMN. If the UE chooses this
option, then it may periodically attempt to select another PLMN and RAT combination that can provide non-EPS
services. How this periodic scanning is done, is UE implementation dependent.

The UE shall re-enable the E-UTRA capability when performing a PLMN selection unless:
- thedisabling of E-UTRA capahility was due to UE initiated detach procedure for EPS services only; or
- the UE has already re-enabled the E-UTRA capability when performing bullets b) or c) above.

If due to handover, the UE movesto anew PLMN in A/Gb or lu mode which is not in the list of equivalent PLMNs and
not a PLMN memorized by the UE for which E-UTRA capability was disabled, and the disabling of E-UTRA capability
was not due to UE initiated detach procedure for EPS services only, the UE shall re-enable the E-UTRA capability after
the RR/RRC connection is released.

If UE that has disabled its E-UTRA capability due to IMS voice not available and CS fallback not available re-enables
it when PLMN selection is performed, then it should memorize the identity of the PLMNs where E-UTRA capability
was disabled and use that stored information in subsequent PLMN selections as specified in 3GPP TS 23.122 [6].

The UE may support "E-UTRA Disabling for EMM cause #15" and implement the following behaviour:

- if the"E-UTRA Disabling Allowed for EMM cause #15" parameter as specified in 3GPP TS 24.368 [15A] or
3GPP TS 31.102[17] is present and set to enabled; and

- if the UE receivesan ATTACH REJECT or TRACKING AREA UPDATE REJECT message including both
EMM cause #15 "no suitable cellsin tracking area" and an Extended EMM cause |E with value "E-UTRAN not
alowed";

then the UE shall disable the E-UTRA capability, memorize the identity of the PLMN where the E-UTRA capability
was disabled and use that stored information in subsequent PLMN selections as specified in 3GPP TS 23.122 [6].

When the UE supporting the A/Gb and/or 1u mode together with the S1 mode needsto stay in A/Gb or lu mode, in
order to prevent unwanted handover or cell reselection from UTRAN/GERAN to E-UTRAN, the UE shall disable the
E-UTRA capability.

- The UE shall not set the E-UTRA support bits of the MS Radio Access capability |E (see 3GPP TS 24.008 [13],
subclause 10.5.5.12a), the E-UTRA support bits of Mobile Station Classmark 3 I1E (see 3GPP TS 24.008 [13],
subclause 10.5.1.7), the PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability bit and the ISR
support bit of the MS network capability |E (see 3GPP TS 24.008 [13], subclause 10.5.5.12) in the ATTACH
REQUEST message and the ROUTING AREA UPDATE REQUEST message after it selects GERAN or
UTRAN;

- the UE shall use the same value of the EPC capability bit of the MS network capability |E (see
3GPP TS 24.008 [13], subclause 10.5.5.12) inthe ATTACH REQUEST message and the ROUTING AREA
UPDATE REQUEST message; and

- the UE NAS layer shall indicate the access stratum layer(s) of disabling of the E-UTRA capability.
NOTE 1: The UE can only disable the E-UTRA capability when in EMM-IDLE mode.

If the UE is disabling its E-UTRA capability before selecting to GERAN or UTRAN radio access technology, the UE
shall not perform the detach procedure of subclause 5.5.2.1.

If the UE isrequired to disable the E-UTRA capability and select GERAN or UTRAN radio access technology, and the
UE isin the EMM-CONNECTED mode, the UE shall locally release the established NAS signalling connection and
enter the EMM-IDLE mode before selecting GERAN or UTRAN radio access technology.

If the E-UTRA capability was disabled due to the attempt to select GERAN or UTRAN radio access technology
progressing the CS emergency call establishment (see subclause 4.3.1), the criteria to enable the E-UTRA capability
again is UE implementation specific.
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If the E-UTRA capability was disabled due to the UE initiated detach procedure for EPS services only (see

subclause 5.5.2.2.2), upon request of the upper layersto re-attach for EPS services the UE shall enable the E-UTRA
capability again. If the E-UTRA capability was disabled due to receipt of EMM cause #14 "EPS services not allowed in
thisPLMN", then the UE shall enable the E-UTRA capability when the UE powers off and powers on again or the
USIM isremoved. If E-UTRA capability was disabled for any other reason, the UE shall enable the E-UTRA capability
in the following cases:

- the UE mode of operation changes from CS/PS mode 1 of operation to CS/PS mode 2 of operation;
- the UE mode of operation changes from PS mode 1 of operation to PS mode 2 of operation; or
- the UE powers off and powers on again or the USIM is removed;

As an implementation option, the UE may start atimer for enabling E-UTRA when the UE's attach attempt counter or
tracking area updating attempt counter reaches 5 and the UE disables E-UTRA capability for cases described in
subclauses 5.5.1.2.6, 5.5.1.3.4.3, 5.5.1.3.6, 5.5.3.2.6, 5.5.3.3.4.3 and 5.5.3.3.6. On expiry of thistimer:

- ifthe UEisin lu mode or A/Gb mode and isin idle mode as specified in 3GPP TS 24.008 [13] on expiry of the
timer, the UE should enable the E-UTRA capability;

- if the UE isin lu mode or A/Gb mode and an RR connection exists, the UE shall delay enabling E-UTRA
capability until the RR connection is released; and

- ifthe UEisin lu mode and a PS signalling connection exists but no RR connection exists, the UE may abort the
PS signalling connection before enabling E-UTRA capability.

For other cases, it is up to the UE implementation when to enable the E-UTRA capability.

NOTE 2: If the UE is not operating in CS/PS mode 1 operation, the value of the timer for enabling E-UTRA
capability is recommended to be not larger than the default value of T3402.

4.6 Applicability of procedures

4.6.1 Relay nodes
A relay node shall support all procedures that are mandatory for a UE supporting S1 mode only.
Thereisalso functionality which is only applicable to arelay node, in which case the specification uses the term "relay
node" instead of "UE".
4.7 EPS mobility management and EPS session management in NB-S1 mode
A UE in NB-S1 mode (see 3GPP TS 36.331 [22]) shall calculate the value of the applicable NAS timers:

- indicated in table 10.2.1 plus 240s; and

- indicated in table 10.3.1 plus 180s.

The timer value obtained is used as described in the appropriate procedure subclause of this specification. The NAS
timer value shall be calculated at start of a NAS procedure and shall not re-calculate the use of the NAS timer value
until the NAS procedure is compl eted, restarted or aborted.

When an MME that supports NB-S1 mode performs NAS signaling with a UE, which is using NB-S1 mode, the MME
shall calculate the value of the applicable NAS timers:

- indicated in table 10.2.2 plus 240s; and
- indicated in table 10.3.2 plus 180s.

The timer value obtained is used as described in the appropriate procedure subclause of this specification. The NAS
timer value shall be calculated at start of a NAS procedure and shall not re-calculate the use of the NAS timer value
until the NAS procedure is completed, restarted or aborted.
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4.8 EPS mobility management and EPS session management
in WB-S1 mode for [oT

In WB-S1 mode, a UE operating in CE can operate in either CE mode A or CE mode B (see 3GPP TS 36.306 [44]). A
UE that supports CE mode B and operates in WB-S1 mode in either CE mode A or CE mode B shall apply the value of
the applicable NAS timer indicated in tables 10.2.1 and indicated in table 10.3.1 for WB-S1/CE mode.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure, and shall not re-calculated until the NAS procedureis
completed, restarted or aborted.

The support of CE Mode B by a UE isindicated to the MME by lower layers. When an MME that supports WB-S1
mode performs NAS signaling with a UE, which supports CE mode B and operatesin WB-S1 mode in either CE mode
A or CE mode B, the MME shall calculate the value of the applicable NAS timer indicated in tables 10.2.2 and
indicated in table 10.3.2 for WB-S1/CE mode.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

5 Elementary procedures for EPS mobility
management
5.1 Overview

51.1 General

This clause describes the procedures used for mobility management for EPS services (EMM) at the radio interface
(reference point "LTE-Uu").

The main function of the mobility management sublayer is to support the mobility of a user equipment, such as
informing the network of its present location and providing user identity confidentiality.

A further function of the mobility management sublayer is to provide connection management services to the session
management (SM) sublayer and the short message services (SMS) entity of the connection management (CM) sublayer.

All the EMM procedures described in this clause can only be performed if a NAS signalling connection has been
established between the UE and the network. Else, the EMM sublayer has to initiate the establishment of aNAS
signalling connection (see 3GPP TS 36.331 [22]).
5.1.2  Types of EMM procedures
Depending on how they can be initiated, three types of EMM procedures can be distinguished:

1) EMM common procedures:

An EMM common procedure can always be initiated whilst a NAS signalling connection exists. The procedures
belonging to thistype are:

Initiated by the network:
- GUTI redlocation;
- authentication;
- security mode control;

- identification;
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- EMM information.
2) EMM specific procedures:

At any time only one UE initiated EMM specific procedure can be running. The procedures belonging to this
type are:

Initiated by the UE and used to attach the IMS| in the network for EPS services and/or non-EPS services, and
to establish an EMM context and if requested by the UE, a default bearer:

- attach and combined attach.

Initiated by the UE and used to attach the IMSI or IMEI for emergency bearer services, and to establish an
EMM context and a default bearer to aPDN that provides emergency bearer services:

- attach.

Initiated by the UE or the network and used to detach the IMSI in the network for EPS services and/or non-
EPS services and to release an EMM context and all bearers, if any:

- detach and combined detach.
Initiated by the UE when an EMM context has been established:
- normal tracking area updating and combined tracking area updating (S1 mode only);
- periodic tracking area updating (S1 mode only).
The tracking area updating procedure can be used to request also the resource reservation for sending data.
3) EMM connection management procedures (S1 mode only):

Initiated by the UE and used to establish a secure connection to the network or to request the resource
reservation for sending data, or both:

- servicerequest.
The service request procedure can only beinitiated if no UE initiated EMM specific procedure is ongoing.

Initiated by the network and used to request the establishment of a NAS signalling connection or to prompt
the UE to re-attach if necessary as aresult of a network failure:

- paging procedure.

Initiated by the UE or the network and used to transport NAS messages:
- transport of NAS messages,
- generic transport of NAS messages.

The transport of NAS messages procedure and the generic transport of NAS messages procedure cannot be
initiated while an EMM specific procedure or a service request procedure is ongoing.

5.1.3 EMM sublayer states

5.13.1 General

In the following subclauses, the EMM protocol of the UE and the network is described by means of two different state
machines. In subclause 5.1.3.2, the states of the EMM entity in the UE are introduced. The behaviour of the UE
depends on an EPS update status that is described in subclause 5.1.3.3. The states for the MME side are described in
subclause 5.1.3.4.
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5.1.3.2 EMM sublayer states in the UE

5.1.3.2.1 General

In the following subclauses, the possible EMM states of an EMM entity in the UE are described. Subclause 5.1.3.2.2
summarizes the main states of an EMM entity. The substates that have been defined are described in subclause 5.1.3.2.3
and subclause 5.1.3.2.4.

It should be noted, however, that this subclause does not include a description of the detailed behaviour of the UE in the
single states and does not cover abnormal cases. A detailed description of the behaviour of the UE isgivenin

subclause 5.2. For the behaviour of the UE in abnormal cases refer to the description of the elementary EMM
procedures in subclauses 5.4, 5.5, 5.6 and 5.7.

5.1.3.2.2 Main states

5.1.3.221 EMM-NULL

EPS services are disabled in the UE. No EPS mobility management function shall be performed in this state.

5.1.3.2.2.2 EMM-DEREGISTERED

In the state EMM-DEREGISTERED, no EMM context has been established and the UE location is unknown to an
MME and hence it is unreachable by an MME. In order to establish an EMM context, the UE shall start the attach or
combined attach procedure (see subclause 5.5.1).

5.1.3.2.2.3 EMM-REGISTERED-INITIATED

A UE enters the state EMM-REGISTERED-INITIATED after it has started the attach or the combined attach procedure
and iswaiting for a response from the MME (see subclause 5.5.1).

5.1.3.224 EMM-REGISTERED

In the state EMM-REGISTERED an EMM context has been established. Additionally a default EPS bearer context has
been activated in the UE:

- if EMM-REGISTERED without PDN connection is not supported by the UE or the MME; or

- if EMM-REGISTERED without PDN connection is supported by the UE and the MME, the UE has
reguested connectivity to a PDN and a default EPS bearer context is successfully established.

When the UE isin EMM-IDLE mode, the UE location is known to the MME with an accuracy of alist of tracking areas
containing a certain number of tracking areas. When the UE isin EMM-CONNECTED mode, the UE location is known
to the MME with an accuracy of a serving eNodeB. The UE may initiate sending and receiving user data and signalling
information and reply to paging. Additionally, tracking area updating or combined tracking area updating procedure is
performed (see subclause 5.5.3).

5.1.3.2.25 EMM-DEREGISTERED-INITIATED

A UE enters the state EMM-DEREGISTERED-INITIATED after it has requested release of the EMM context by
starting the detach or combined detach procedure and is waiting for a response from the MME (see subclause 5.5.2).

5.1.3.2.2.6 EMM-TRACKING-AREA-UPDATING-INITIATED

A UE entersthe state EMM-TRACKING-AREA-UPDATING-INITIATED after it has started the tracking area
updating or combined tracking area updatingprocedure and is waiting for a response from the MME (see
subclause 5.5.3).

5.1.3.2.2.7 EMM-SERVICE-REQUEST-INITIATED

A UE entersthe state EMM-SERVICE-REQUEST-INITIATED after it has started the service request procedure and is
waiting for aresponse from the MME (see subclause 5.6.1).
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Figure 5.1.3.2.2.7.1: EMM main states in the UE

5.1.3.2.3 Substates of state EMM-DEREGISTERED

5.1.3.2.3.1 General

The state EMM-DEREGISTERED is subdivided into a number of substates as described in this subclause. Valid
subscriber data are available for the UE before it enters the substates, except for the substate EMM-
DEREGISTERED.NO-IMSI.

5.1.3.2.3.2 EMM-DEREGISTERED.NORMAL-SERVICE

The substate EMM-DEREGISTERED.NORMAL-SERVICE is chosen in the UE when a suitable cell has been found
and the PLMN or tracking areais not in the forbidden list.

5.1.3.2.3.3 EMM-DEREGISTERED.LIMITED-SERVICE

The substate EMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, when it is known that a selected cell
is unable to provide normal service (e.g. the selected cell isin aforbidden PLMN, isin aforbidden tracking area or the
selected cell isa CSG cell whose CSG ID and associated PLMN identity are not included in the UE's Allowed CSG list
or in the UE's Operator CSG List).
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5.1.3.234 EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH

The substate EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH is chosen in the UE if the attach or combined
attach procedure failed due to a missing response from the network or due to the circumstances described in
subclauses 5.5.1.2.5,5.5.1.2.6 and 5.5.1.3.5.

5.1.3.2.3.5 EMM-DEREGISTERED.PLMN-SEARCH

The substate EMM-DEREGISTERED.PLMN-SEARCH is chosen in the UE, if the UE with avalid USIM is switched
on.

5.1.3.2.3.6 EMM-DEREGISTERED.NO-IMSI

The substate EMM-DEREGISTERED.NO-IMSI is chosen in the UE, if the UE is switched on without avalid USIM
inserted.

5.1.3.2.3.7 EMM-DEREGISTERED.ATTACH-NEEDED

Valid subscriber data are available for the UE and for some reason an attach must be performed as soon as possible.
This substate can be entered if the access classis blocked due to access class control, or if the network rejects the NAS
signalling connection establishment.

5.1.3.2.3.8 EMM-DEREGISTERED.NO-CELL-AVAILABLE

No E-UTRAN cell can be selected. This substate is entered after afirst intensive search failed when in substate EMM -
DEREGISTERED.PLMN-SEARCH. Cells are searched for at alow rhythm. No EPS services are offered.

5.1.3.24 Substates of state EMM-REGISTERED

5.1.3.24.1 General

The state EMM-REGISTERED is subdivided into a number of substates as described in this subclause.

5.1.3.24.2 EMM-REGISTERED.NORMAL-SERVICE

The substate EMM-REGISTERED.NORMAL-SERVICE is chosen by the UE as the primary substate when the UE
enters the state EMM-REGISTERED.

5.1.3.24.3 EMM-REGISTERED.ATTEMPTING-TO-UPDATE

The substate EMM-REGISTERED.ATTEMPTING-TO-UPDATE is chosen by the UE if the tracking area updating or
combined tracking area updating procedure failed due to a missing response from the network or due to the
circumstances described in subclauses 5.5.3.2.5, 5.5.3.2.6, 5.5.3.3.5, 5.6.1.5 and 5.6.1.6. No EMM procedure except the
tracking area updating or combined tracking area updating procedure shall be initiated by the UE in this substate. No
data shall be sent or received.

5.1.3.24.4 EMM-REGISTERED.LIMITED-SERVICE

The substate EMM-REGISTERED.LIMITED-SERVICE is chosen in the UE, if the cell the UE selected is known not
to be able to provide normal service.

5.1.3.2.45 EMM-REGISTERED.PLMN-SEARCH
The substate EMM-REGISTERED.PLMN-SEARCH is chosen in the UE, while the UE is searching for PLMNs.

5.1.3.2.4.6 EMM-REGISTERED.UPDATE-NEEDED

The UE hasto perform atracking area updating or combined tracking area updating procedure, but access to the current
cell isbarred. This state can be entered if the access classis blocked due to access class contral, or if the network rejects
the NAS signalling connection establishment. No EMM procedure except tracking area updating or combined tracking
area updating or service request as a response to paging shall be initiated by the UE in this substate.
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5.1.3.24.7 EMM-REGISTERED.NO-CELL-AVAILABLE

E-UTRAN coverage has been lost or PSM is active in the UE. If PSM is active, the UE can deactivate PSM at any time
by activating the AS layer when the UE needs to send mobile originated signalling or user data. Otherwise, the UE shall
not initiate any EMM procedure except for cell and PLMN reselection.

5.1.3.2.4.8 EMM-REGISTERED.ATTEMPTING-TO-UPDATE-MM

A combined attach procedure or a combined tracking area updating procedure was successful for EPS services only.
User data and signalling information may be sent and received.

5.1.3.24.9 EMM-REGISTERED.IMSI-DETACH-INITIATED

The UE performs a combined detach procedure for non-EPS services only (detach type "IMSI detach™). This substate is
entered if the UE is attached for EPS and non-EPS services and wants to detach for non-EPS services only. User data
and signalling information may be sent and received.

5.1.3.3 EPS update status
In order to describe the detailed UE behaviour, the EPS update (EU) status pertaining to a specific subscriber is defined.

The EPS update status is stored in a non-volatile memory in the USIM if the corresponding file is present in the USIM,
else in the non-volatile memory in the ME, as described in annex C.

The EPS update status value is changed only after the execution of an attach or combined attach, network initiated
detach, authentication, tracking area update or combined tracking area update, service request or paging for EPS
services using IMSI procedure or due to change in TAI which is not part of TAI list while timer T3346 is running.

EU1: UPDATED
The last attach or tracking area updating attempt was successful.
EU2: NOT UPDATED

The last attach, service request or tracking area updating attempt failed procedurally, e.g. no response or reject
message was received from the MME.

EU3: ROAMING NOT ALLOWED

The last attach, service request or tracking area updating attempt was correctly performed, but the answer from
the MME was negative (because of roaming or subscription restrictions).

5.1.34 EMM sublayer states in the MME

5.1.34.1 EMM-DEREGISTERED

In the state EMM-DEREGISTERED, the MME has no EMM context or the EMM Context is marked as detached. The
UE is detached. The MME may answer to an attach or a combined attach procedure initiated by the UE (see

subclause 5.5.1). The MME may also answer to atracking area updating procedure or combined tracking area updating
procedure initiated by a UE if the EMM context is marked as detached. The MME may also answer to adetach
procedure initiated by the UE (see subclause 5.5.1.2.7).

If ISR isnot activated or ISR is deactivated during a routing area updating or combined routing area updating procedure
or an inter-system handover to A/Gb mode or lu mode, the MME enters the state EMM-DEREGISTERED after the
successful completion of the procedure.

5.1.3.4.2 EMM-COMMON-PROCEDURE-INITIATED

The MME enters the state EMM-COMMON-PROCEDURE-INITIATED, &fter it has started a common EMM
procedure (see subclause 5.4) and is waiting for aresponse from the UE.
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5.1.3.4.3 EMM-REGISTERED

In the state EMM-REGISTERED, an EMM context has been established. Additionally a default EPS bearer context has
been activated in the MME:

- if EMM-REGISTERED without PDN connection is not supported by the UE or the MME; or

- if EMM-REGISTERED without PDN connection is supported by the UE and the MME, the UE has requested
connectivity to aPDN and a default EPS bearer context is successfully established.

5.1.3.4.4 EMM-DEREGISTERED-INITIATED

The MME enters the state EMM-DEREGISTERED-INITIATED after it has started a detach procedure and is waiting
for aresponse from the UE (see subclause 5.5.2).
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INITIATED
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Figure 5.1.3.4.4.1: EMM main states in the MME

514 Coordination between EMM and GMM

If GMM and EMM are both enabled, a UE capable of S1 mode and A/Gb mode or lu mode or both shall maintain one
common registration for GMM and EMM indicating whether the UE is registered for packet services or not.

A UE that is not registered shall be in state GMM-DEREGISTERED and in state EMM-DEREGISTERED.

If the UE performs a successful attach or combined attach procedure in S1 mode, it shall enter substates GM M-
REGISTERED.NO-CELL-AVAILABLE and EMM-REGISTERED.NORMAL-SERVICE. The UE resets the attach
attempt counter and the GPRS attach attempt counter (see 3GPP TS 24.008 [13]).

If the UE performs a successful GPRS attach or combined GPRS attach procedure in A/Gb or lu mode, it shall enter
substates GMM-REGISTERED.NORMAL-SERVICE and EMM-REGISTERED.NO-CELL-AVAILABLE. The UE
resets the attach attempt counter and the GPRS attach attempt counter (see 3GPP TS 24.008 [13]).

At intersystem change from A/Gb or lu mode to S1 mode when no PDP context is active, if EMM-REGISTERED
without PDN connection is not supported by the UE or the MME, the UE shall move to state EMM-DEREGISTERED
and state GMM-DEREGISTERED and then initiate an attach procedure. If EMM-REGISTERED without PDN
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connection is supported by the UE and the MME, the UE shall stay in state EMM-REGISTERED.NORMAL-SERVICE
and state GMM-REGISTERED.NO-CELL-AVAILABLE and initiate a tracking area updating procedure.

After successful completion of routing area updating or combined routing area updating and tracking area updating or
combined tracking area updating procedures in both S1 mode and A/Gb or lu mode, if the network has indicated that
ISR is activated, the UE shall maintain registration and related periodic update timersin both GMM and EMM.

NOTE: Asspecified in subclause 5.5.3.2.4 of this document or subclause 4.7.5.1.3 of 3GPP TS 24.008 [13], the
UE does not activate the ISR even if the network hasindicated that the ISR is activated e.g. in the
tracking area updating procedure triggered due to a change in UE network capability. In these scenarios,
the UE only maintains one registration and related periodic update timer in GMM or EMM.

515 Coordination between EMM and MM

UEsthat operate in CS/PS mode 1 or CS/PS mode 2 of operation shall use the combined EPS/IMSI attach procedure in
order to attach to both EPS and non-EPS services.

UEs that operate in CS/PS mode 1 or CS/PS mode 2 of operation and are already attached to both EPS and non-EPS
services shall use the combined tracking area updating and periodic tracking area updating procedures.

UEs that operate in CS/PS mode 1 or CS/PS mode 2 of operation and are already attached to both EPS and non-EPS
services shall perform a combined detach procedure in order to detach for non-EPS services.

UEsthat operate in CS/PS mode 1 or CS/PS mode 2 of operation should not use any MM timers related to MM specific
procedures (e.g. T3210, T3211, T3212, T3213) while camped on E-UTRAN, unless the re-activation of these timersis
explicitly described. If the MM timers are already running, the UE should not react on the expiration of the timers.

5.2 Behaviour of the UE in state EMM-DEREGISTERED and
state EMM-REGISTERED

521 General
In this subclause, the detailed behaviour of the UE in the states EMM-DEREGISTERED and EMM-REGISTERED is
described.

52.2 UE behaviour in state EMM-DEREGISTERED

5.2.2.1 General
The state EMM-DEREGISTERED is entered in the UE, when:
- the detach or combined detach is performed either by the UE or by the MME (see subclause 5.5.2);
- theattach request is rejected by the MME (see subclause 5.5.1);
- thetracking area update request is rejected by the MME (see subclause 5.5.3);
- theservice request procedure is rejected by the MME (see subclause 5.6.1);
- the UE deactivates all EPS bearer contexts locally (see subclause 6.4.4.6);
- the UE is switched on;

- aninter-system change from S1 mode to non-3GPP access is completed and the non-3GPP access network
provides PDN connectivity to the same EPC; or

- the UE attached for emergency bearer servicesisin EMM-IDLE mode and its periodic tracking area update
timer expires (see subclause 5.3.5).

In state EMM-DEREGISTERED, the UE shall behave according to the substate as explained in subclause 5.2.2.3.
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5.2.2.2 Primary substate selection

5.2.2.2.1 Selection of the substate after power on

When the UE is switched on, the substate shall be PLMN-SEARCH if the USIM isavailable and valid. See
3GPP TS 23.122 [6] for further details.

The substate chosen after PLMN-SEARCH, following power oniis:
- if no cell can be selected, the substate shall be NO-CELL-AVAILABLE;
- if noUSIM is present, the substate shall be NO-IMSI;

- if asuitable cell has been found and the PLMN or tracking areais not in the forbidden list, then the substate shall
be NORMAL-SERVICE;

- if the selected cell is known not to be able to provide normal service, then the UE shall enter the substate
LIMITED-SERVICE;

- if the UE isin manual network selection mode and no cell of the selected PLMN has been found, the UE shall
enter the substate NO-CELL-AVAILABLE; and

- if the selected cell isanon-3GPP cell, the substate shall be NO-CELL-AVAILABLE.
5.2.2.3 Detailed description of UE behaviour in state EMM-DEREGISTERED

5.2.23.1 NORMAL-SERVICE

The UE shall initiate an attach or combined attach procedure.

5.2.2.3.2 LIMITED-SERVICE
The UE shall initiate an attach or combined attach procedure when entering a cell which provides normal service.

The UE may initiate attach for emergency bearer services.

5.2.2.3.3 ATTEMPTING-TO-ATTACH
The UE:

- shal initiate an attach or combined attach procedure on the expiry of timers T3411, T3402 or T3346 (see
3GPP TS 24.008 [13]);

- may initiate an attach for emergency bearer services even if timer T3346 is running;

- shal initiate an attach or combined attach procedure when entering anew PLMN, if timer T3346 is running and
the new PLMN is not equivalent to the PLMN where the UE started timer T3346, the PLMN identity of the new
cell isnot in one of the forbidden PLMN lists and the tracking areais not in one of the lists of forbidden tracking
areas;

- shall initiate an attach or combined attach procedure when the tracking area of the serving cell has changed, if
timer T3346 is not running, the PLMN identity of the new cell is not in one of the forbidden PLMN lists and the
tracking area of the new cell is not in one of the lists of forbidden tracking areas;

- shall use requests for non-EPS services from CM layers to trigger a combined attach procedure, if timer T3346 is
not running (see subclause 5.5.1.3), or to attempt to select GERAN or UTRAN radio access technology and
proceed with the appropriate MM and CC specific procedures; and

- may initiate an attach procedure upon request of the upper layersto establish a PDN connection for emergency
bearer services, if timer T3346 is not running.
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5.2.2.34 PLMN-SEARCH

The UE shall perform PLMN selection. If anew PLMN is selected, the UE shall reset the attach attempt counter and
initiate the attach or combined attach procedure (see subclause 5.5.1).

If the selected cell is known not to be able to provide normal service, the UE may initiate attach for emergency bearer
services.

5.2.2.35 NO-IMSI
The UE shall perform cell selection according to 3GPP TS 36.304 [21].

The UE may initiate attach for emergency bearer services.

5.2.2.3.6 ATTACH-NEEDED

The UE shall initiate the attach or combined attach procedure, if still needed, as soon as the accessis alowed in the
selected cell for one of the access classes of the UE.

The UE may initiate attach for emergency bearer services.

5.2.2.3.7 NO-CELL-AVAILABLE

The UE shall perform cell selection according to 3GPP TS 36.304 [21] and choose an appropriate substate when a cell
is found. When the lower layers indicate to prepare for an S101 mode to S1 mode handover and the PLMN identity of
the target cell provided with thisindication is not in one of forbidden PLMN lists, the UE shall enter substate
NORMAL-SERVICE.

NOTE: It isassumed that the UE can determine the PLMN identity of networks supporting cdma2000® HRPD
access from the information broadcast over the radio interface. For the purpose of S101 mode to S1 mode
handover, the UE can use the PLMN identity of the visited cdma2000® HRPD network also as PLMN
identity of the target cell.

5224 Substate when back to state EMM-DEREGISTERED from another EMM
state

When returning to state EMM-DEREGISTERED, the UE shall select a cell as specified in 3GPP TS 36.304 [21].

The substate depends on the result of the cell selection procedure, the outcome of the previoudy performed EMM
specific procedures, on the EPS update status of the UE, on the tracking area data stored in the UE and on the presence
of the USIM:

- If no cell has been found, the substateis NO-CELL-AVAILABLE, until acell isfound.
- If no USIM ispresent or if the inserted USIM is considered invalid by the UE, the substate shall be NO-IMSI.

- If asuitable cell has been found and the PLMN or tracking areais not in the forbidden list, the substate shall be
NORMAL-SERVICE.

- If an attach shall be performed (e.g. network requested re-attach), the substate shall be ATTEMPTING-TO-
ATTACH.

- If aPLMN reselection (according to 3GPP TS 23.122 [6]) is needed, the substate shall be PLMN-SEARCH.

- If the selected cell is known not to be able to provide normal service, the substate shall be LIMITED-SERVICE;
and

- if the selected cell isanon-3GPP cell, the substate shall be NO-CELL-AVAILABLE.
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523 UE behaviour in state EMM-REGISTERED

5.2.3.1 General
The state EMM-REGISTERED is entered at the UE, when:
- theattach or combined attach procedure is performed by the UE (see subclause 5.5.1).

In state EMM-REGISTERED, the UE shall behave according to the substate as explained in subclause 5.2.3.2.

5.2.3.2 Detailed description of UE behaviour in state EMM-REGISTERED
5.2.3.2.1 NORMAL-SERVICE
The UE:

- shal initiate normal and combined tracking area updating (according to conditions given in subclause 5.5.3);

- shall perform periodic tracking area updating (see subclause 5.5.3) except when attached for emergency bearer
services (see subclause 5.3.5); and

- shall respond to paging.

5.2.3.2.2 ATTEMPTING-TO-UPDATE
The UE:
- shall not send any user data;
- shall initiate tracking area updating on the expiry of timers T3411, T3402 or T3346;

- shall initiate tracking area updating when entering a new PLMN, if timer T3346 is running and the new PLMN is
not equivalent to the PLMN where the UE started timer T3346, the PLMN identity of the new cell isnot in one
of the forbidden PLMN lists, and the tracking areais not in one of the lists of forbidden tracking areas;

- shall initiate tracking area updating when the tracking area of the serving cell has changed, if timer T3346 is not
running, the PLMN identity of the new cell is not in one of the forbidden PLMN lists and the tracking area is not
in one of the lists of forbidden tracking areas;

- may initiate atracking area updating procedure upon request of the upper layersto establish a PDN connection
for emergency bearer services;

- shal initiate tracking area updating procedure upon request of the upper layers to establish a PDN connection
without the NAS signalling low priority indication as specified in subclause 5.5.3.2.6, item ), if timer T3346 is
running due to a NAS request message (TRACKING AREA UPDATE REQUEST, CONTROL PLANE
SERVICE REQUEST or EXTENDED SERVICE REQUEST) which contained the low priority indicator set to
"MSisconfigured for NAS signalling low priority"and timer T3402 and timer T3411 are not running;

- may detach locally and initiate an attach for emergency bearer services even if timer T3346 is running;

- shall use requests for non-EPS services from CM layers to trigger a combined tracking area updating procedure,
if timer T3346 is not running (see subclause 5.5.3.3), or to attempt to select GERAN or UTRAN radio access
technology and proceed with the appropriate MM and CC specific procedures,

- shall initiate tracking area updating in response to paging, if timer T3346 is running; and

- shall initiate tracking area updating if the EPS update statusis set to EU2 NOT UPDATED, and timers T3411
and T3402 are not running.

5.2.3.2.3 LIMITED-SERVICE
The UE:
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- shall perform cell selection/reselection according to 3GPP TS 36.304 [21];
- may respond to paging (with IMSI); and

- may initiate attach for emergency bearer services.

5.23.24 PLMN-SEARCH

The UE may enter this substate when it isin automatic network selection mode and the maximum allowed number of
subsequently unsuccessful tracking area updating have been performed. The UE may also enter this substate as a result
of atracking area update rejected by the network (see subclause 5.5.3) or as aresult of a service request rejected by the
network (see subclause 5.6.1). If anew PLMN is selected, the UE shall reset the tracking area updating attempt counter
and initiate the tracking area updating or combined tracking area updating procedure (see subclause 5.5.3).

If the selected cell is known not to be able to provide normal service, the UE may initiate attach for emergency bearer
services.

5.2.3.2.5 UPDATE-NEEDED
The UE:
- shall not send any user data;

- shall not send signalling information, unless as a response to paging or due to atracking area updating procedure
upon request by the upper layers to establish a PDN connection for emergency bearer services,

- shall perform cell selection/reselection according to 3GPP TS 36.304 [21]; and

- shall enter the appropriate new substate depending on the EPS update status as soon as the accessis alowed in
the selected cell for one of the access classes of the UE.

5.2.3.2.6 NO-CELL-AVAILABLE
The UE shall perform cell selection/resel ection according to 3GPP TS 36.304 [21].

5.2.3.2.7 ATTEMPTING-TO-UPDATE-MM
The UE:
- shall perform cell selection/resel ection according to 3GPP TS 36.304 [21];
- shall be able to receive and transmit user data and signalling information; and

- shall initiate combined tracking area updating procedure indicating " combined TA/LA updating with IMS]
attach” on the expiry of timers T3411 or T3402 or when the UE enters atracking area not in the list of registered
tracking areas.

5.2.3.2.8 IMSI-DETACH-INITIATED
The UE:
- shall be ableto receive and transmit user data and signalling information; and

- shall initiate combined tracking area updating procedure (according to conditions given in subclause 5.5.3.3 or
subclause 5.5.2.2.4).
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5.3 General on elementary EMM procedures

5.3.1 EMM modes and NAS signalling connection

5.3.11 Establishment of the NAS signalling connection

When the UE isin EMM-IDLE mode without suspend indication and needs to transmit an initial NAS message, the UE
shall request the lower layer to establish a RRC connection. In this request to the lower layer the NAS shall provide to
the lower layer the RRC establishment cause and the call type as specified in annex D of this specification.

Initial NAS messages are:
- ATTACH REQUEST;
- DETACH REQUEST,;
- TRACKING AREA UPDATE REQUEST;
-  SERVICE REQUEST;
- EXTENDED SERVICE REQUEST; and
- CONTROL PLANE SERVICE REQUEST.

When the UE isin EMM-IDLE mode with suspend indication, the UE shall proceed the behaviour as specified in
subclauses 5.3.1.3.

For the routing of theinitial NAS message to the appropriate MME, the UE NAS provides the lower layers with either
the S TMSI or the registered globally unique MME identifier (GUMMEI) that consists of the PLMN 1D, the MME
group 1D, and the MME code (see 3GPP TS 23.003 [2]) according to the following rules:

- If the TIN indicates "GUTI" or "RAT-related TMSI", or the TIN is not available, and the UE holds avalid
GUTI:

a) When the UE in EMM-IDLE mode initiates a tracking area updating or combined tracking area updating
procedure for load balancing purposes, the UE NAS shall provide the lower layers with neither SSTMSI nor
registered MME identifier;

b) When the tracking area of the current cell isin thelist of tracking areas that the UE previoudly registered in
the MME during the NAS signalling connection establishment, the UE NAS shall provide the lower layers
with the SSTMSI, but shall not provide the registered MME identifier to the lower layers; or

¢) When thetracking area of the current cell isnot in the list of tracking areas that the UE previously registered
in the MME during the NAS signalling connection establishment, the UE NAS shall provide the lower layers
with the MME identifier part of the valid GUTI with an indication that the identifier is a native GUMMEI.

- Ifthe TIN indicates"P-TMSI" and the UE holdsavalid P-TMSI and RAI, the UE NAS shall provide the lower
layers with the MME identifier part of the mapped GUTI, which is generated from the P-TMSI and RAI with an
indication that the identifier is a mapped GUMMEI.

The UE NAS aso provides the lower layers with the identity of the selected PLMN (see 3GPP TS 36.331 [22]). Ina
shared network, the UE shall choose one of the PLMN identities as specified in 3GPP TS 23.122 [6].

If arelay node is attaching for relay node operation (see 3GPP TS 23.401 [10]), the NAS in the relay node shall indicate
to the lower layers that the establishment of the NAS signalling connection is for arelay node.

In S1 mode, when the RRC connection has been established successfully, the UE shall enter EMM-CONNECTED
mode and consider the NAS signalling connection established.

In S101 mode, when the cdma2000® HRPD access network resources are available for tunnelled NAS signalling, the
UE shall enter EMM-CONNECTED mode and consider the S101 mode NAS signalling connection established.
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5.3.1.2 Release of the NAS signalling connection

5.3.1.2.1 General
The signalling procedure for the release of the NAS signalling connection is initiated by the network.

In S1 mode, when the RRC connection has been released, the UE shall enter EMM-IDLE mode and consider the NAS
signalling connection rel eased.

If the UE receives the "Extended wait time" from the lower layers when no attach, tracking area updating or service
request procedure is ongoing, the UE shall ignore the "Extended wait time".

To alow the network to release the NAS signalling connection, the UE:

a) shall start the timer T3440 if the UE receives any of the EMM cause values #11, #12, #13, #14 (not applicable to
the service request procedure), #15, #25 or #35;

b) shall start the timer T3440 if:
- the UE receivesa TRACKING AREA UPDATE ACCEPT message;

the UE has not set the "active” flag in the TRACKING AREA UPDATE REQUEST message;
- the UE has not set the "signalling active" flag in the TRACKING AREA UPDATE REQUEST message;

- thetracking area updating or combined tracking area updating procedure has been initiated in EMM-IDLE
mode; and

- theuser plane radio bearers have not been set up;

c) shall start the timer T3440 if the UE receivesa DETACH ACCEPT message and the UE has set the detach type
to "IMSI detach" inthe DETACH REQUEST message and user plane radio bearers have not been set up;

d) shall start the timer T3440 if the UE receivesa TRACKING AREA UPDATE REJECT message indicating:

- any of the EMM cause values #9 or #10 and the UE has no CS fallback emergency call, CS fallback call,
1IxCS fallback emergency call, or 1xCS fallback call pending; or

- the EMM cause values #40, the TRACKING AREA UPDATE message was not triggered due to receiving a
paging for CS fallback or a paging for 1xCS fallback, and the UE has no CS fallback emergency call, CS
fallback call, 1xCS fallback emergency call, or 1IXCS fallback call pending;

€) shall start the timer T3440 if the UE receives a SERVICE REJECT message indicating any of the EMM cause
values #9, #10 or #40 as aresponse to a SERVICE REQUEST message, CONTROL PLANE SERVICE
REQUEST message or an EXTENDED SERVICE REQUEST message with service type set to "packet services
viaSl1";

f) may start the timer T3440 if the UE receives any of the EMM cause values #7 or #8; or

g) shall start the timer T3440 if the UE receives a SERVICE REJECT message indicating the EMM cause value
#39 and the UE hasinitiated EXTENDED SERVICE REQUEST in EMM-IDLE and the user plane radio bearers
have not been set up.

Upon expiry of T3440,
- incasesa, b, candf, the UE shall locally release the established NAS signalling connection; or

- incasesd and e, the UE shall locally release the established NAS signalling connection and the UE shall initiate
the attach procedure as described in subclause 5.5.3.2.5, 5.5.3.3.5 or 5.6.1.5.

Incasesb, cand g,

- upon an indication from the lower layers that the user plane radio bearers are set up, the UE shall stop timer
T3440 and may send uplink signalling viathe existing NAS signalling connection or user data viathe user plane
bearers. If the uplink signalling is for CS fallback for emergency call, or for establishing a PDN connection for
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emergency bearer services, the UE shall send the uplink signalling viathe existing NAS signalling connection;
or

- upon receipt of a DETACH REQUEST message, the UE shall stop timer T3440 and respond to the network
initiated detach as specified in subclause 5.5.2.3.

In case b,

- upon receiving a request from upper layersto send NAS signalling not associated with establishing either aCS
emergency call or aPDN connection for emergency bearer services, the UE shall wait for the the local release of
the established NAS signalling connection upon expiry of timer T3440 or T3440 being stopped before
proceeding;

- upon receiving a request from upper layers to establish either a CS emergency call or a PDN connection for
emergency bearer services, the UE shall stop timer T3440 and shall locally release the NAS signalling
connection, before proceeding as specified in subclause 5.6.1; or

- upon receipt of ESM DATA TRANSPORT message, as an implementation option, the UE may reset and restart
timer T3440.

Incasec,

- upon receiving arequest from upper layersto send NAS signalling not associated with establishing a PDN
connection for emergency bearer services, the UE shall wait for the the local release of the established NAS
signalling connection upon expiry of timer T3440 or T3440 being stopped before proceeding; or

- upon receiving arequest from upper layers to establish a PDN connection for emergency bearer services, the UE
shall stop timer T3440 and shall locally release the NAS signalling connection, before proceeding as specified in
subclause 5.6.1.

Incasesd and g,

- upon an indication from the lower layers that the RRC connection has been rel eased, the UE shall stop timer
T3440 and perform a new attach procedure as specified in subclause 5.5.3.2.5, 5.5.3.3.5 or 5.6.1.5; or

- upon receiving arequest from upper layersto establish a PDN connection for emergency bearer services, the UE
shall stop timer T3440 and shall locally release the NAS signalling connection, before proceeding as specified in
subclause 5.5.1.

In $101 mode, when the cdma2000® HRPD radio access connection has been released, the UE shall enter EMM-IDLE
mode and consider the S101 mode NAS signalling connection released.
5.3.1.2.2 UE is using EPS services with control plane CloT EPS optimization

Upon receipt of the indication from the ESM layer to release the NAS signalling connection (see subclause 6.6.4.2),
unless the MME has additional downlink user data or signalling pending, the MME shall initiate rel ease of the NAS
signalling connection.

5.3.1.3 Suspend and resume of the NAS signalling connection

Suspend of the NAS signalling connection can be initiated by the network in EMM-CONNECTED mode when user
plane CloT EPS optimization is used. Resume of the suspended NAS signalling connection isinitiated by the UE.

In the UE, when user plane CloT EPS optimization is used:

- Uponindication from the lower layers that the RRC connection has been suspended, the UE shall enter EMM-
IDLE mode with suspend indication, shall not consider the NAS signalling connection released and shall not
consider the secure exchange of NAS messages terminated (see subclause 4.4.2.3 and 4.4.5). Based on further
indications provided by the lower layers, the UE shall update the status of the suspend indication for the EMM-
IDLE mode;

- Upon trigger of a procedure using an initial NAS message when in EMM-IDLE mode with suspend indication,
the UE shall request the lower layer to resume the RRC connection. In this request to the lower layer the NAS
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shall provide to the lower layer the RRC establishment cause and the call type according to annex D of this
document;

- Upon trigger of atracking area update procedure initiated due to mobility into atracking areathat is not in the
current TAI list, when in EMM-IDLE mode with suspend indication and camped on an E-UTRAN cell not
supporting user plane CloT EPS optimization, the UE should enter EMM-IDLE mode without suspend
indication and start the procedure;

- Uponindication from the lower layers that the RRC connection has been resumed when in EMM-IDLE mode
with suspend indication, the UE shall enter EMM-CONNECTED mode. If the pending NAS message is:

i) aSERVICE REQUEST message;

ii) aCONTROL PLANE SERVICE REQUEST message, and the UE did not include any ESM message
container, NAS message container or EPS bearer context status information elements; or

iii) an EXTENDED SERVICE REQUEST message, and the Service type information element indicates " packet
services via S1" and the UE did not include any EPS bearer context status information element,

the message shall not be sent. Otherwise the UE shall cipher the message as specified in subclause 4.4.5 and
send the pending initial NAS message upon entering EMM-CONNECTED mode;

NOTE: If aNAS message isdiscarded and not sent to the network, the uplink NAS COUNT value corresponding
to that message is reused for the next uplink NAS message to be sent.

- Uponindication from the lower layers that the RRC connection resume has been fallbacked when in EMM-
IDLE mode with suspend indication, the UE shall enter EMM-IDLE mode without suspend indication, send any
pending initial NAS message and proceed as if RRC connection establishment had been requested;

- Upon indication from the lower layers that the RRC connection resume has failed and indication from the lower
layers that the RRC connection is suspended, the UE shall enter EMM-IDLE mode with suspend indication and
restart the ongoing NAS procedure if required; and

- Uponindication from the lower layers that the RRC connection resume has failed and indication from the lower
layers that the RRC connection is not suspended, the UE shall enter EMM-IDLE mode without suspend
indication and restart the ongoing NAS procedure if required.

In the network, when user plane CloT EPS optimization is used:

- Uponindication from the lower layers that the RRC connection has been suspended, the network shall enter
EMM-IDLE mode with suspend indication, shall not consider the NAS signalling connection released and shall
not consider the secure exchange of NAS messages terminated; and

- Uponindication from the lower layers that the RRC connection has been resumed when in EMM-IDLE mode
with suspend indication, the network shall enter EMM-CONNECTED mode.

5.3.2 Lists of forbidden tracking areas

The UE shall store alist of "forbidden tracking areas for roaming”, as well asalist of "forbidden tracking areas for
regional provision of service". These lists shall be erased when the UE is switched off or when the UICC containing the
USIM isremoved, and periodically (with a period in the range 12 to 24 hours). When the lists are erased, the UE
performs cell selection according to 3GPP TS 36.304 [21]. One or more tracking areas is removed from the list of
"forbidden tracking areas for roaming" in the UE, as well as the list of "forbidden tracking areas for regional provision
of service" if, after a subsequent procedure e.g. attach procedure, tracking area updating procedure and GUTI
reallocation procedure, one or more tracking areasin the lists is received from the network. If the UE has only one PDN
connection established which is for emergency bearer services, the tracking areas shall not be removed from these lists
if one or more tracking areas in the lists are received from the network.

In S1 mode, the UE shall update the suitable list whenever an ATTACH REJECT, TRACKING AREA UPDATE
REJECT, SERVICE REJECT or DETACH REQUEST message is received with the EMM cause #12 "tracking area not
allowed", #13 "roaming not allowed in thistracking area’, or #15 "no suitable cellsin tracking area".

Each list shall accommodate 40 or more TAIs. When the list isfull and a new entry has to be inserted, the oldest entry
shall be deleted.
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533 List of forbidden PLMNSs for attach in S101 mode

A UE supporting S101 mode shall store alist of "forbidden PLMNs for attach in S101 mode". The UE shall erase this
list when the UE is switched off or when the USIM is removed.

In S101 mode, the UE shall add to the "forbidden PLMNs for attach in S101 mode” list the PLMN identity provided
with the indication from the lower layersto prepare for an S101 mode to S1 mode handover whenever an ATTACH
REJECT messageis received with the EMM cause #11 "PLMN not allowed", #12 "tracking area not allowed", #13
"roaming not allowed in thistracking area’, #14 "EPS services not allowed in this PLMN", #15 "no suitable cellsin
tracking area’, or #35 "Requested service option not authorized in this PLMN" as specified in subclause 5.5.1.2.5.

The maximum number of possible entriesin the "forbidden PLMNs for attach in S101 mode” list isimplementation
dependent, but the list shall accommodate at least one PLMN identity. When thelist is full and anew PLMN identity
has to be inserted, the UE shall delete the oldest PLMN identity.

5.3.3a Forbidden PLMNSs for EPS services

The forbidden PLMNs for EPS services are contained in the "forbidden PLMNs for GPRS service" list, as defined in
3GPP TS 24.008 [13]. The UE updates thislist as part of the attach procedure, tracking area updating procedure and
network initiated detach procedure as described respectively in subclauses 5.5.1, 5.5.3 and 5.5.2.3.2.

5.34 Equivalent PLMNSs list

The UE shall store alist of equivalent PLMNs. These PLMNSs shall be regarded by the UE as equivalent to each other
for PLMN selection and cell selection/re-selection. The same list is used by EMM, GMM and MM.

The UE shall update or delete thislist at the end of each attach or combined attach or tracking area updating or
combined tracking area updating procedure. The stored list consists of alist of equivalent PLMNSs as downloaded by the
network plus the PLMN code of the registered PLMN that downloaded the list. When the UE is switched off, it shall
keep the stored list so that it can be used for PLMN selection after switch on. The UE shall delete the stored list if the
USIM isremoved or when the UE attached for emergency bearer services enters the state EMM-DEREGISTERED.
The maximum number of possible entriesin the stored list is 16.

5.3.5 Handling of the periodic tracking area update timer and mobile
reachable timer (S1 mode only)

The periodic tracking area updating procedure is used to periodically notify the availability of the UE to the network.
The procedure is controlled in the UE by timer T3412. The value of timer T3412 is sent by the network to the UE in the
ATTACH ACCEPT message and can be sent in the TRACKING AREA UPDATE ACCEPT message. The UE shall
apply thisvaluein all tracking areas of the list of tracking areas assigned to the UE until anew valueis received.

If timer T3412 received by the UE in an ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT message
contains an indication that the timer is deactivated or the timer value is zero, then timer T3412 is deactivated and the
UE shall not perform the periodic tracking area updating procedure.

Timer T3412 isreset and started with itsinitial value, when the UE changes from EMM-CONNECTED to EMM-IDLE
mode. Timer T3412 is stopped when the UE enters EMM-CONNECTED mode or the EMM-DEREGISTERED state.

If the UE is attached for emergency bearer services, and timer T3412 expires, the UE shall not initiate a periodic
tracking area updating procedure, but shall locally detach from the network. When the UE is camping on a suitable cell,
it may re-attach to regain normal service.

When a UE is not attached for emergency bearer services, and timer T3412 expires, the periodic tracking area updating
procedure shall be started and the timer shall be set to itsinitial value for the next start.

If the UE is not attached for emergency bearer services, and isin a state other than EMM-REGISTERED.NORMAL -
SERVICE when timer T3412 expires, the periodic tracking area updating procedure is delayed until the UE returns to
EMM-REGISTERED.NORMAL-SERVICE.

If ISR is activated, the UE shall keep both timer T3412 and timer T3312. The two separate timersrun in the UE for
updating MME and SGSN independently. The UE shall start timer T3423, if timer T3412 expires, and timer T3346 is
running or the UE isin one of the following states:
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- EMM-REGISTERED.NO-CELL-AVAILABLE;
- EMM-REGISTERED.PLMN-SEARCH,;

- EMM-REGISTERED.UPDATE-NEEDED; or

- EMM-REGISTERED.LIMITED-SERVICE.

The UE shall initiate the tracking area updating procedure and stop timer T3423 when it enters state EMM-
REGISTERED.NORMAL-SERVICE before timer T3423 expires. After expiry of timer T3423 the UE shall setits TIN
to"P-TMSI".

If timer T3423 expires the UE shall memorizethat it hasto initiate a tracking area updating procedure when it returnsto
state EMM-REGISTERED.NORMAL-SERVICE.

If the UE is attached to both EPS and non-EPS services, and if timer T3412 expires or timer T3423 expires when the
UE isin EMM-REGISTERED.NO-CELL-AVAILABLE state, then the UE shall initiate the combined tracking area
updating procedure indicating "combined TA/LA updating with IMSI attach” when the UE returns to EMM-
REGISTERED.NORMAL-SERVICE dtate.

When the network includes T3412 extended value |E in the ATTACH ACCEPT message or TRACKING AREA
UPDATE ACCEPT message, the network uses timer T3412 extended value | E as the value of timer T3412.

The network supervises the periodic tracking area updating procedure of the UE by means of the mobile reachable
timer.

If the UE is not attached for emergency bearer services, the mobile reachable timer shall be longer than T3412. In this
case, by default, the mobile reachable timer is 4 minutes greater than timer T3412.

If ISR is not activated, the network behaviour upon expiry of the mobile reachable timer is network dependent, but
typically the network stops sending paging messages to the UE on the first expiry, and may take other appropriate
actions.

If the UE is attached for emergency bearer services, the MME shall set the maobile reachable timer with a value equal to
timer T3412. When the mobile reachable timer expires, the MME shall locally detach the UE.

The mobile reachable timer shall be reset and started with the value as indicated above, when the MME releases the
NAS signalling connection for the UE. The mobile reachable timer shall be stopped when a NAS signalling connection
is established for the UE.

Upon expiry of the mobile reachable timer the network shall start the implicit detach timer. The value of the implicit
detach timer is network dependent. If ISR is activated, the default value of the implicit detach timer is 4 minutes greater
than timer T3423. If the implicit detach timer expires before the UE contacts the network, the network shall implicitly
detach the UE. If the MME includes timer T3346 in the TRACKING AREA UPDATE REJECT message or the
SERVICE REJECT message and timer T3346 is greater than timer T3412, the MME sets the mobile reachable timer
and the implicit detach timer such that the sum of the timer valuesis greater than timer T3346.

If the network includes the T3324 value |E in the ATTACH ACCEPT message or TRACKING AREA UPDATE
ACCEPT message,and if the UE is not attached for emergency bearer services and has no PDN connection for
emergency bearer servicesthe MME shall set the active timer to a value equal to the value of timer T3324.

NOTE 1: Timer T3324 is specified in 3GPP TS 24.008 [13].

If the UE has established a PDN connection for emergency services after receiving the timer T3324 value IE in the
ATTACH ACCEPT message or the last TRACKING AREA UPDATE ACCEPT message, the active timer shall not be
started.

The active timer shall be reset and started with the value as indicated above, when the MME releases the NAS
signalling connection for the UE. The active timer shall be stopped when an NAS signalling connection is established
for the UE.

The network behaviour upon expiry of the active timer is network dependent, but typically the network stops sending
paging messages to the UE on the first expiry, and may take other appropriate actions.

NOTE 2: ISR isnot activated when the network includes the T3324 value |IE in the ATTACH ACCEPT message or
TRACKING AREA UPDATE ACCEPT message.

ETSI



3GPP TS 24.301 version 13.9.0 Release 13 67 ETSI TS 124 301 V13.9.0 (2017-03)

The implicit detach timer shall be stopped when a NAS signalling connection is established for the UE.

5.3.6 Handling of timer T3402

The value of timer T3402 can be sent by the network to the UE in the ATTACH ACCEPT message and TRACKING
AREA UPDATE ACCEPT message. The UE shall apply thisvaluein al tracking areas of thelist of tracking areas
assigned to the UE, until anew valueis received.

The value of timer T3402 can be sent by the network to the UE in the ATTACH REJECT message. If an ATTACH
REJECT message including timer T3402 value was received integrity protected, the UE shall apply this value until a
new value is received with integrity protection or anew PLMN is selected. Otherwise, the default value of thistimer is
used.

The default value of thistimer isaso used by the UE in the following cases:

- ATTACH ACCEPT message or TRACKING AREA UPDATE ACCEPT message is received without a value
specified;

- the UE does not have a stored value for this timer;

- anew PLMN which isnot in the list of equivalent PLMNs has been entered, the tracking area updating fails and
the tracking area updating attempt counter is equal to 5; or

- anew PLMN which isnot in thelist of equivalent PLMNSs has been entered, the attach procedure fails, the attach
attempt counter isequal to 5 and no ATTACH REJECT message was received from the new PLMN.

5.3.7 Handling of the Local Emergency Numbers List

The Local Emergency Numbers List contains additional emergency numbers used by the serving network. The list can
be downloaded by the network to the UE at successful registration and subsequent registration updates. Thereisonly
one Local Emergency Numbers List in the UE, and it can be updated with EMM proceduresif the UE isin S1 mode
and with GMM and MM proceduresif the UE isin A/Gb or lu mode.

The UE shall use the stored Local Emergency Numbers List received from the network in addition to the emergency
numbers stored on the USIM or user equipment to detect that the number dialled is an emergency number.

NOTE: The user equipment may use the emergency numbers list to assist the end user in determining whether the
dialled number isintended for an emergency service or for another destination, e.g. alocal directory
service. The possible interactions with the end user are implementation specific.

The network may send a Local Emergency Numbers List in the ATTACH ACCEPT or in the TRACKING AREA
UPDATE ACCEPT messages, by including the Emergency Number List |E. The user equipment shall store the Local
Emergency Numbers List, as provided by the network. The Local Emergency Numbers List stored in the user
equipment shall be replaced on each receipt of the Emergency Number List IE.

The emergency number(s) received in the Emergency Number List |E are valid only in networks in the same country as
the cell on which this|E isreceived. If no Local Emergency Numbers List is contained inthe ATTACH ACCEPT or in
the TRACKING AREA UPDATE ACCEPT message, then the stored Local Emergency Numbers List in the user
equipment shall be kept, except if the user equipment has successfully registered to aPLMN in a country different from
that of the PLMN that sent the list.

The Local Emergency Numbers List shall be deleted at switch off and removal of the USIM. The user equipment shall
be able to store up to ten local emergency numbers received from the network.
5.3.7a Specific requirements for UE configured to use timer T3245

The following requirement applies for an UE that is configured to use timer T3245 (see 3GPP TS 24.368 [15A] or
3GPP TS 31.102[17]):

When the UE adds a PLMN identity to the "forbidden PLMN list”, the "forbidden PLMNs for attach in S101 mode” list,
or the "forbidden PLMNs for GPRS service" list or setsthe USIM asinvalid for non-EPS services or EPS services or
both, and timer T3245 (see 3GPP TS 24.008 [13]) is not running, the UE shall start timer T3245 as specified in

3GPP TS 24.008 [13], subclause 4.1.1.6.
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Upon expiry of the timer T3245, the UE shall erase the "forbidden PLMN list", the "forbidden PLMNs for GPRS
service" list, and the "forbidden PLMNs for attach in S101 mode" list and set the USIM to valid for non-EPS and EPS
services. When the lists are erased, the UE performs cell selection according to 3GPP TS 36.304 [21].

If the UE is switched off when the timer T3245 is running, the UE shall behave as follows when the UE is switched on
and the USIM in the UE remains the same:

- let t1 bethe time remaining for T3245 timeout at switch off and let t be the time elapsed between switch off and
switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 —t. If t1 is equal to or less than
t, then the UE will follow the behaviour as defined in the paragraph above upon expiry of the timer T3245. If the
UE is not capable of determining t, then the UE shall restart the timer with the valuet1.

5.3.7b  Specific requirements for UE when receiving non-integrity protected
reject messages

This subclause specifies the requirements for a UE that is not configured to use timer T3245 (see
3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]) and receivesan ATTACH REJECT, TRACKING AREA UPDATE
REJECT or SERVICE REJECT message without integrity protection with specific EMM causes.

NOTE 1. Additional UE requirements for this case, requirements for other EMM causes, and requirements for the
case when the UE receives an integrity protected reject message are specified in subclauses 5.5.1, 5.5.3
and 5.6.1.

The UE may maintain alist of PLMN-specific attempt counters and alist of PLMN-specific PS-attempt counters (see
3GPP TS 24.008 [13]). The maximum number of possible entriesin each list isimplementation dependent.

Additionally, the UE may maintain one counter for "SIM/USIM considered invalid for non-GPRS services" events and
one counter for "SIM/USIM considered invalid for GPRS services' events (see 3GPP TS 24.008 [13]).

If the UE receivesan ATTACH REJECT, TRACKING AREA UPDATE REJECT or SERVICE REJECT message
without integrity protection with EMM cause value #3, #6, #7, #8, #11, #12, #13, #14, #15 or #35 before the network
has established secure exchange of NAS messages for the NAS signalling connection, the UE shall start timer T3247
(see 3GPP TS 24.008 [13]) with arandom value uniformly drawn from the range between 30 minutes and 60 minutes, if
the timer is not running, and take the following actions:

1) if the EMM cause value received is#3, #6, #7 or #8, and

a) if the UE maintains a counter for "SIM/USIM considered invalid for GPRS services' events and the counter
has a value less than a UE implementati on-specific maximum value, the UE shall:

i) setthe EPS update status to EU3 ROAMING NOT ALLOWED (and shall storeit according to
subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI, TAI list and eKSl;

- deletethelist of equivalent PLMNSs;
- increment the counter for "SIM/USIM considered invalid for GPRS services' events;

- if the EMM cause value received is#3, #6 or #38, and if the UE maintains a counter for "SIM/USIM
considered invalid for non-GPRS services' and the counter has a value less than a UE implementation-
specific maximum value, increment the counter;

- if an attach or tracking area updating procedure was performed, reset the attach attempt counter or the
tracking area updating attempt counter, respectively;

- if A/IGb mode or lu mode is supported by the UE, handle the GMM parameters GPRS attach attempt
counter or routing area updating attempt counter, GMM state, GPRS update status, P-TMSI, P-TMSI
signature, RAI, GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case
when the GPRS attach or routing area updating procedure is rejected with the GMM cause of the same
valuein aNAS message without integrity protection;

- dorethecurrent TAl inthelist of "forbidden tracking areas for roaming" and enter the state EMM-
DEREGISTERED.LIMITED-SERVICE; and
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2)

3)

4)

5)

- search for asuitable cell in another tracking area or in another location area according to
3GPP TS 36.304 [21]; or

ii) proceed as specified in subclauses 5.5.1, 5.5.3 and 5.6.1;
- increment the counter for "SIM/USIM considered invalid for GPRS services' events; and

- if the EMM cause value received is#3, #6 or #38, and if the UE maintains a counter for "SIM/USIM
considered invalid for non-GPRS services' and the counter has a value less than a UE implementation
specific maximum value, increment the counter; and

b) elsethe UE shall proceed as specified in subclauses 5.5.1, 5.5.3 and 5.6.1,

if the EMM cause value received is#12, #13 or #15, the UE shall additionally proceed as specified in
subclauses 5.5.1, 5.5.3 and 5.6.1;

if the EMM cause value received is#11, #14 or #35 and the UE isin itsHPLMN or EHPLMN,

- the UE shall set the EPS update statusto EU3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI, TAI list and eKSI. The UE shall
delete thelist of equivalent PLMNs. Additionally, if an attach or tracking area updating procedure was
performed, the UE shall reset the attach attempt counter or the tracking area updating attempt counter,
respectively.

- If A/Gb mode or lu mode is supported by the UE, the UE shall in addition handle the GMM parameters
GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number
and GPRS attach attempt counter or routing area updating attempt counter as specified in
3GPP TS 24.008 [13] for the case when the procedure is rejected with the GMM cause with the same value
in aNAS message without integrity protection;

- The UE shall store the current TAI in thelist of "forbidden tracking areas for roaming" and enter the state
EMM-DEREGISTERED.LIMITED-SERVICE; and

- the UE shall search for a suitable cell in another tracking area or in another location areain the same PLMN
according to 3GPP TS 36.304 [21];

if the EMM cause value received is#11 or #35 and the UE isnot initsHPLMN or EHPLMN, in addition to the
UE requirements specified in subclause 5.5.1, 5.5.3 and 5.6.1,

if the UE maintains alist of PLMN-specific attempt counters and the PLM N-specifi attempt counter for the
PLMN sending the regject message has a value less than a UE implementation-specific maximum value, the
UE shall increment the PL M N-specific attempt counter for the PLMN; and

if the EMM cause val ue received is #14 and the UE is not roaming in its HPLMN or EHPLMN, in addition to
the UE requirements specified in subclauseb.5.1, 5.5.3 and 5.6.1,

if the UE maintains alist of PLMN-specific PS-attempt counter and the PL MN-specific PS-attempt counter
of the PLMN sending the reject message has a value less than a UE implementati on-specific maximum value,
the UE shall increment the PS-attempt counter of the PLMN.

Upon expiry of timer T3247, the UE shall

erase the list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking
areas for roaming”;

set the USIM to valid for EPS services, if
- the UE does not maintain a counter for "SIM/USIM considered invalid for GPRS services' events; or

- the UE maintains a counter for "SIM/USIM considered invalid for GPRS services' events and this counter
has a value less than a UE implementation-specific maximum value;

set the USIM to valid for non-EPS services, if

- the UE does not maintain a counter for "SIM/USIM considered invalid for non-GPRS services' events; or
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- the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services' events and this
counter has avalue less than a UE implementati on-specific maximum value;

- if the UE maintains alist of PLMN-specific attempt counters, for each PLMN-specific attempt counter that has a
value greater than zero and less than a UE implementation-specific maximum value, remove the respective
PLMN from the forbidden PLMN list;

- if the UE maintains alist of PLMN-specific PS-attempt counters, for each PLMN-specific PS-attempt counter
that has a value greater than zero and less than a UE implementation-specifc maximum value, remove the
respective PLMN from the "forbidden PLMNs for GPRS service" list. If the resulting "forbidden PLMNs for
GPRS service" list is empty, the UE shall re-enable the E-UTRA capability (see subclause 4.5);

- if the UE is supporting A/Gb mode or lu mode, handle the list of "forbidden location areas for regional provision
of service" and the list of "forbidden location areas for roaming" as specified in 3GPP TS 24.008 [13] for the
case when timer T3247 expires,

- if the UE is supporting A/Gb mode or lu mode and maintains alist of "forbidden location areas for non-GPRS
services' and alist of "forbidden location areas for GPRS services', handle these lists as specified in 3GPP TS
24.008 [13] for the case when timer T3247 expires, and

- initiate an EPS attach procedure or tracking area updating procedure, if still needed, dependent on EMM state
and EPS update status, or perform PLMN selection according to 3GPP TS 23.122 [6].

If the UE maintains alist of PLMN-specific attempt counters and PLMN-specific PS-attempt counters, when the UE is
switched off, the UE shall, for each PLMN-specific attempt counter that has a value greater than zero and less than the
UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list. When the
USIM isremoved, the UE should perform this action.

NOTE 2: If the respective PLMN was stored in the extension of the "forbidden PLMNS" list, then according to
3GPP TS 23.122 [6] the UE will delete the contents of this extension when the USIM is removed.

5.3.8 Abnormal cases in the UE

The following abnormal case can be identified:
a) EMM uplink message transmission failure indication by lower layers

When it is specified in the relevant procedure that it is up to the UE implementation to rerun the ongoing
procedure that triggered that procedure, the procedure can typically be re-initiated using a retransmission
mechanism of the uplink message (the one that has previoudly failed to be transmitted) with new sequence
number and message authenti cation code information thus avoiding to restart the whole procedure.
5.3.9 Handling of NAS level mobility management congestion control

The network may detect EMM signalling congestion and perform NAS level mobility management congestion control.
NAS level mobility management congestion control consists of general NAS level mobility management congestion
control and subscribed APN based congestion control.

Under general overload conditions the network may reject mobility management signalling requests from UEs as
specified in 3GPP TS 23.401 [10]. The network should not reject the following requests:

- reguests for emergency bearer services;

- requests from UEs that were received via NA S signalling connections established with RRC establishment cause
"High priority accessAC 11 —15"; and

- requests for CS fallback emergency call or 1xCS fallback emergency call.

When subscribed APN based mobility management congestion control is active for a particular APN, the network may
reject attach requests from UESs with a subscription to this APN.

In mobility management the network may detect NAS signalling congestion and start or stop performing the subscribed
APN based congestion control based on mobility management level criteria such as.
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- rate of mobility management NAS messages from a group of UEs with a subscription to a particular APN
exceeds or falls below certain thresholds; and/or
- setting in network management.

When the NAS level mobility management congestion control is active, the network may include a value for the
mobility management back-off timer T3346 in the reject messages. The UE starts the timer T3346 with the value
received in the mobility management reject messages. To avoid that large numbers of UES simultaneoudly initiate
deferred requests, the network should select the value for the timer T3346 for the rejected UEs so that timeouts are not
synchronised.

For subscribed APN based congestion control the value of timer T3346 for aparticular APN may be APN dependent.

If the timer T3346 is running when the UE enters state EMM-DEREGISTERED, the UE remains switched on, and the
USIM in the UE remains the same, then timer T3346 is kept running until it expiresor it is stopped.

If the UE is switched off when the timer T3346 is running, the UE shall behave as follows when the UE is switched on
and the USIM in the UE remains the same;

- let t1 be the time remaining for T3346 timeout at switch off and let t be the time elapsed between switch off and
switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 —t. If t1 is equal to or less than
t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the
timer with the value t1; and

- if prior to switch off, timer T3346 was started due to a NAS request message (ATTACH REQUEST,
TRACKING AREA UPDATE REQUEST, CONTROL PLANE SERVICE REQUEST or EXTENDED
SERVICE REQUEST) which contained the low priority indicator set to "MSis configured for NAS signalling
low priority”, then if timer T3346 isrestarted at switch on, the UE configured for dual priority shall handle
mobility management requests as indicated in subclauses 5.5.1.2.6, 5.5.3.2.6 and 5.6.1.6.

If the UE enters anew PLMN while timer T3346 is running, and the new PLMN is not equivaent to the PLMN where
the UE started timer T3346, the UE shall stop timer T3346 when initiating mobility management procedures in the new
PLMN.

After change in TAI whichis not part of TAI list, if the timer T3346 isrunning and EMM update statusis EU1
UPDATED then UE shall set the EMM update statusto EU2 NOT UPDATED and enter state EMM-
REGISTERED.ATTEMPTING-TO-UPDATE.
5.3.10 Access class control
The network can restrict the access for certain groups of UEs by means of barring their access class.
The UE shall evaluate the access control information as specified in 3GPP TS 36.331 [22] for:

- Access Class Barring;

- Access Control for CSFB and Extended Access Barring (EAB);

- Access Control for Application specific Congestion control for Data Communication (ACDC), if the UE
supports ACDC; and

- Access Barring.

5.3.11 Power saving mode

The UE can request the use of power saving mode (PSM) during an attach or tracking area updating procedure (see
3GPP TS 23.682[11A] and 3GPP TS 23.401 [10]). The UE shall not request the use of PSM during:

- an attach for emergency bearer services procedure;

- an attach procedure for initiating a PDN connection for emergency bearer services with attach type not set to
"EPS emergency attach”;

- atracking area updating procedure for initiating a PDN connection for emergency bearer services; or
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- atracking area updating procedure when the UE has a PDN connection established for emergency bearer
services.

The network accepts the use of PSM by providing a specific value for timer T3324 when accepting the attach or
tracking area updating procedure. The UE may use PSM only if the network has provided the T3324 vaue | E during the
last attach or tracking area updatingprocedure with a value different from "deactivated".

NOTE: Timer T3324 is specified in 3GPP TS 24.008 [13].

Upon expiry of the timer T3324 or if the T3324 value provided by the network is zero, the UE may deactivate the AS
layer and activate PSM by entering the state EMM-REGISTERED.NO-CELL-AVAILABLE if:

a) the UE isnot attached for emergency bearer services;

b) the UE hasno PDN connection for emergency bearer services,
c) theUEisin EMM-IDLE mode; and

d) inthe EMM-REGISTERED.NORMAL-SERVICE state.

If conditions a, b and c are fulfilled, but the UE isin a state other than EMM-REGISTERED.NORMAL-SERVICE
when timer T3324 expires, the UE may activate PSM when the M S returns to state EMM-REGISTERED.NORMAL -
SERVICE.

A UE that has aready been allocated timer T3324 with a value different from "deactivated” and the timer T3324 has
expired, may activate PSM if it receives an "Extended wait time" from lower layers.

When PSM is activated all NAS timers are stopped and associated procedures aborted except for T3412, T3346, T3396,
any backoff timers, and the timer T controlling the periodic search for HPLMN or EHPLMN or higher prioritized
PLMNs (see 3GPP TS 23.122 [6]).

If the UE is attached for emergency bearer services or has a PDN connection for emergency bearer services, the UE
shall not activate PSM.

The UE may deactivate PSM at any time (e.g. for the transfer of mobile originated signalling or user data), by activating
the AS layer before initiating the necessary EMM procedures.

5.3.12 Extended idle-mode DRX cycle

The UE may request the use of extended idle-mode DRX cycle (eDRX) during an attach or tracking area updating
procedure by including the extended DRX parameters | E (see 3GPP TS 23.682 [11A] and 3GPP TS 23.401 [10]). The
UE shall not request the use of eDRX during:

- an attach for emergency bearer services procedure; or
- atracking area updating procedure for the UE attached for emergency bearer services.

The UE and the network may negotiate eDRX parameters during a tracking area updating procedure when the UE hasa
PDN connection for emergency bearer services.

The network accepts the request to use the eDRX by providing the extended DRX parameters |E when accepting the
attach or the tracking area updating procedure. The UE shall use eDRX only if the network has provided the extended
DRX parameters | E during the last attach or tracking area updating procedure and the UE does not have a PDN
connection for emergency bearer services.

NOTE: If the UE wantsto keep using eDRX, the UE includes the extended DRX parameters | E in each attach or
tracking area updating procedure.

If the network has provided the extended DRX parameters | E during the last attach or tracking area updating procedure,
upon successful completion of the PDN disconnect procedure of the PDN connetion for emergency bearer services or
EPS bearer context deactivation procedure of the EPS bearer context for emergency, the UE and the network shall
resume eDRX. If the UE or the network locally releases the PDN connection for emergency bearer service, the UE or
the network shall not use eDRX until the UE receives eDRX parameters during a tracking area updating procedure with
EPS bearer context synchronization or upon successful completion of a service request procedure.
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If the network did not accept the request to use eDRX, or if the UE hasa PDN connection for emergency bearer
services, the UE and the network shall use the stored UE specific DRX parameter, if available.

5.3.13 Interaction between power saving mode and extended idle mode
DRX cycle

The UE can request the use of both PSM and eDRX during an attach or tracking area update procedure but it is up to
the network to decide to enable none, one of them or both (see 3GPP TS 23.682 [11A] and 3GPP TS 23.401 [10]).

If the network accepts the use of both PSM (see subclause 5.3.11) and eDRX (see subclause 5.3.12), the extended DRX
parameters | E provided to the UE should allow for multiple paging occasions before the active timer expires.

5.3.14 Dedicated core network

The network may reject mobility management signalling requests from UEs due to dedicated core network as specified
in 3GPP TS 23.401 [10]. When the network rejects mobility management signalling requests due to dedicated core
network, the mechanism for general NAS level mobility management congestion control as specified in subclause 5.3.9
shall be followed.

5.3.15 CloT EPS optimizations

CloT EPS optimizations provide improved support of small dataand SMS transfer. A UE supporting CloT EPS
optimizations can indicate the CloT network behaviour the UE can support and prefer to use during attach or tracking
area updating procedure (see 3GPP TS 23.401 [10]). The UE may indicate the support for control plane CloT EPS
optimization, user plane CloT EPS optimization, EMM-REGISTERED without PDN connection, S1-U data transfer
and header compression (see subclause 9.9.3.34). The UE may also request to use SM S transfer without combined
attach procedure during the attach procedure. Furthermore, the UE may, separately from the indication of support,
indicate preference for control plane CloT EPS optimization or user plane CloT EPS optimization (see

subclause 9.9.3.0B). Theindication of preference is also considered as the request to use.

The UE can be in NB-S1 mode or WB-S1 mode when requesting the use of CloT EPS optimizations during an attach or
tracking area updating procedure. A UE in NB-S1 mode always indicates support for control plane CloT EPS
optimization. A UE in NB-S1 mode can also request SM S transfer without combined procedure by using the normal
attach or tracking area updating procedure (see subclause 5.5.1 and 5.5.3).

In NB-S1 mode, the UE, when requesting the use of CloT EPS optimization, does not:
- request an attach for emergency bearer services procedure;

- reguest an attach procedure for initiating a PDN connection for emergency bearer services with attach type not
set to "EPS emergency attach”; or

- indicate voice domain preference and UE's usage setting.

The network does not indicate to the UE support of emergency bearer services when the UE isin NB-S1 mode (see
subclause 5.5.1.2.4 and 5.5.3.2.4).

The control plane CloT EPS optimization enables support of efficient transport of user data (1P, non-1P) or SMS
messages over control plane viathe MME without triggering data radio bearer establishment. The support of control
plane CloT EPS optimization is mandatory for the network in NB-S1 mode and optional in WB-S1 mode. Optional
header compression of | P data can be applied to IP PDN type PDN connections that are configured to support header
compression.

The user plane CloT EPS optimization enables support for change from EMM-IDLE mode to EMM-CONNECTED
mode without the need for using the service request procedure (see subclause 5.3.1.3).

If the UE indicates support of EMM-REGISTERED without PDN connection in the attach request, the UE may include
an ESM DUMMY MESSAGE instead of a PDN CONNECTIVITY REQUEST message as part of the attach procedure.
If the EMM-REGISTERED without PDN connection is supported by the network, the UE and the network can at any
time release all the PDN connections and the UE still remains EPS attached.
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NOTE: For both the UE and the network, the term "EMM-REGISTERED without PDN connection” is equivalent
to the term " EPS attach without PDN connectivity" as specified in 3GPP TS 23.401 [10].

In NB-S1 mode, if the UE indicates "SM S only" during a normal attach or tracking area updating procedure, the MME
supporting CloT EPS optimisations provides SM S so that the UE is not required to perform a combined attach or
tracking area updating procedure.

If the UE supports user plane CloT EPS optimization, it shall also support S1-U data transfer.

If the UE indicates support of one or more CloT EPS optimizations and the network supports one or more CloT EPS
optimizations and decides to accept the attach or tracking area update request, the network indicates the supported CloT
EPS optimizations to the UE per TAI list when accepting the UE request. Network indication of support isinterpreted
by the UE as the acceptance to use the respective feature. After completion of the attach or tracking area updating
procedure, the UE and the network can then use the accepted CloT EPS optimizations for the transfer of user data (1P,
non-1P and SMS).

If the UE and the network support both the control plane CloT EPS optimization and S1-U data transfer, then when
receiving the UE's request for aPDN connection, the MME decides whether the PDN connection should be SCEF PDN
connection or SGi PDN connection as specified in 3GPP TS 23.401 [10]:

- if SCEF PDN connection is to be established for non-IP data type, the MME shall include Control plane only
indication for the requested PDN connection;

- if SGi PDN connection isto be established and existing SGi PDN connections for this UE were established with
Control plane only indication, the MME shall include Control plane only indication for the newly requested SGi
PDN connection;

- if SGi PDN connection is to be established and existing SGi PDN connections for this UE were established
without Control plane only indication, the MME shall not include Control plane only indication for the newly
reguested SGi PDN connection; and

- if SGi PDN connection isto be established and no SGi PDN connection for this UE exists, the MME determine
whether to include Control plane only indication for the requested SGi PDN connection based on local policies,
the UE's breferred CloT network behaviour and the supported CloT network behaviour.

If the network supports user plane CloT EPS optimization, it shall also support S1-U data transfer.

Broadcast system information may provide information about support of CloT EPS optimizations (see

3GPP TS 36.331[22]). At reception of new broadcast system information, the lower layers deliver it to the EMM layer
inthe UE. Theinformation provided by lower layersis per PLMN and used by the UE to determine whether certain
CloT EPS optimizations are supported in the cell.

The UE shall not attempt to use CloT EPS optimizations which are indicated as not supported.

If the UE only supports EMM-REGISTERED without PDN connection, i.e. the UE cannot request PDN connectivity
during the attach procedure, this CloT EPS optimization is not indicated as supported for the PLMN in the broadcast
system information, and the UE has to perform an attach or tracking area updating procedure, the UE shall perform a
PLMN selection procedure according to 3GPP TS 23.122 [6].

In NB-S1 mode, when the UE requests the lower layer to establish a RRC connection and the UE requests the use of
EMM-REGISTERED without PDN connection or user plane CloT EPS optimization, the UE shall pass an indication of
the requested CloT EPS optimizations to the lower layers.

In WB-S1 mode, when the UE requests the lower layer to establish a RRC connection and the UE requests the use of
EMM-REGISTERED without PDN connection, control plane CloT EPS optimization or user plane CloT EPS
optimization, the UE shall pass an indication of the requested CloT EPS optimizations to the lower layers.
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5.4 EMM common procedures

54.1 GUTI reallocation procedure

5411 General

The purpose of the GUTI reallocation procedure isto allocate a GUTI and optionally to provide anew TAl list to a
particular UE.

Thereallocation of a GUTI is performed by the unique procedure defined in this subclause. This procedure can only be
initiated by the MME in state EMM-REGISTERED.

The GUTI can also beimplicitly reallocated at attach or tracking area updating procedures. The implicit reallocation of
aGUTI is described in the subclauses which specify these procedures (see subclause 5.5.1 and 5.5.3).

The PLMN identity in the GUTI indicates the current registered PLMN.
NOTE 1: The GUTI reallocation procedure is usually performed in ciphered mode.
NOTE 2: Normally, the GUTI reallocation will take place in conjunction with another mobility management
procedure, e.g. as part of tracking area updating.
54.1.2 GUTI reallocation initiation by the network

The MME shal initiate the GUTI reallocation procedure by sending a GUTI REALLOCATION COMMAND message
to the UE and starting the timer T3450 (see example in figure 5.4.1.2.1).

The GUTI REALLOCATION COMMAND message shall include a GUTI and may include a TAI list.

UE MME
- GUTI REALLOCATION COMMAND Start T3450
GUTI REALLOCATION COMPLETE . Stop T3450

Figure 5.4.1.2.1: GUTI reallocation procedure

54.1.3 GUTI reallocation completion by the UE

Upon receipt of the GUTI REALLOCATION COMMAND message, the UE shall store the GUTI and the TAI list, and
send aGUTI REALLOCATION COMPLETE message to the MME. The UE considers the new GUTI asvalid and the
old GUTI asinvalid. If the UE receives anew TAI list inthe GUTI REALLOCATION COMMAND message, the UE

shall consider the new TAI list asvalid and the old TAI list asinvalid; otherwise, the UE shall consider the old TAI list
asvalid

5414 GUTI reallocation completion by the network

Upon receipt of the GUTI REALLOCATION COMPLETE message, the MME shall stop the timer T3450 and consider
the new GUTI asvalid and the old GUTI asinvalid. If anew TAI list is provided in the GUTI REALLOCATION
COMMAND message, the MME shall consider the new TAI list asvalid and the old TAI list asinvalid.

5415 Abnormal cases in the UE

The following abnormal cases can be identified:
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a) Transmission failure of GUTI REALLOCATION COMPLETE message indication with TAI change from lower
layers

If the current TAI isnot inthe TAI list, the GUTI reallocation procedure shall be aborted and atracking area
updating procedure shall be initiated.

If the current TAI isstill part of the TAI ligt, it is up to the UE implementation how to re-run the ongoing
procedure that triggered the GUTI reallocation procedure.

b) Transmission failure of GUTI REALLOCATION COMPLETE message indication without TAI change from
lower layers

It is up to the UE implementation how to re-run the ongoing procedure that triggered the GUTI reallocation
procedure.

5.4.1.6 Abnormal cases on the network side
The following abnormal cases can be identified:
a) Lower layer failure

If alower layer failure is detected before the GUTI REALLOCATION COMPLETE message isreceived, the old
and the new GUTI shall be considered as valid until the old GUTI can be considered asinvalid by the network.

If anew TAI list was provided in the GUTI REALLOCATION COMMAND message, the old and new TAI list
shall also be considered as valid until the old TAI list can be considered asinvalid by the network.

During this period the network:

- may first use the old STMSI from the old GUTI for paging within the area defined by the old TAI list for an
implementation dependent number of paging attempts for network originated transactions. If anew TAI list
was provided with old GUTI inthe GUTI REALLOCATION COMMAND message, the new TAI list should
aso be used for paging. Upon response from the UE, the network may re-initiate the GUTI reallocation. If
the response is received from atracking area within the old and new TAI list, the network shall re-initiate the
GUTI reallocation. If no response is received to the paging attempts, the network may use the new S-TMSI
from the new GUT!] for paging for an implementation dependent number of paging attempts. In this case, if a
new TAI list was provided with new GUTI in the GUTI REALLOCAITON COMMAND message, the new
TAI list shall be used instead of the old TAI list. Upon response from the UE the network shall consider the
new GUTI asvalid and the old GUTI asinvalid. If no response is received to the paging attempts, the
network may use the IMSI for paging for an implementation dependent number of paging attempts;

NOTE 1. Paging with IMSI causes the UE to re-attach as described in subclause 5.6.2.2.2.

- shall consider the new GUTI asvalid if it is used by the UE and, additionally, the new TAI list asvalid if it
was provided with thisGUTI in the GUTI REALLOCATION COMMAND message;

- may usethe identification procedure followed by a new GUTI reallocation if the UE uses the old GUTI; and

- if the network accepted to use eDRX for the UE, may determine the next paging window from both old
GUTI and new GUTI, and may first use the S TMSI from the GUTI which led the first eDRX for paging. If
no response is received to the paging attempts for the first eDRX, the network may use the other SSTMSI
from the other GUTI which led the second eDRX for paging. For this paging procedure, the network shall
start timer T3415 long enough to care the paging attempts for both eDRXs.

NOTE 2: If the second eDRX comes during the first eDRX ongoing, the paging attempts for the second eDRX can
be initiated with stopping further paging attempts for the first eDRX.

b) Expiry of timer T3450

The GUTI reallocation procedure is supervised by the timer T3450. The network shall, on the first expiry of
timer T3450, reset and restart timer T3450 and shall retransmit the GUTI REALLOCATION COMMAND. This
retransmission is repeated four times, i.e. on the fifth expiry of timer T3450, the network shall abort the

reall ocation procedure and shall follow the rules described for case a above.

c) GUTI redlocation and attach procedure collision
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If the network receivesan ATTACH REQUEST message before the ongoing GUTI reallocation procedure has
been completed the network shall proceed with the attach procedure after deletion of the EMM context.

d) GUTI redlocation and UE initiated detach procedure collision

If the network receives a DETACH REQUEST message before the ongoing GUTI reallocation procedure has
been completed, the network shall abort the GUTI reallocation procedure and shall progress the detach
procedure.

€) GUTI reallocation and tracking area updating procedure collision

If the network receives a TRACKING AREA UPDATE REQUEST message before the ongoing GUTI
reallocation procedure has been completed, the network shall abort the GUTI reall ocation procedure and shall
progress the tracking area updating procedure. The network may then perform anew GUTI reallocation.

f) GUTI reallocation and service request procedure collision

If the network receives an EXTENDED SERVICE REQUEST message for CS fallback or 1xCS fallback before
the ongoing GUT!I reallocation procedure has been completed, the network shall progress both procedures.

g) Lower layer indication of non-delivered NAS PDU due to handover

If the GUTI REALLOCATION COMMAND message could not be delivered due to an intra MME handover
and the target TA isincluded in the TAI list, then upon successful completion of the intra MME handover the
MME shall retransmit the GUTI REALLOCATION COMMAND message. If afailure of the handover
procedure is reported by the lower layer and the S1 signalling connection exists, the MME shall retransmit the
GUTI REALLOCATION COMMAND message.

If thereisadifferent new GUTI and optionally anew TAI list included in a subsequent GUTI REALLOCATION
COMMAND message, the UE always regards the newest GUTI and the newest TAI list asvalid for the recovery time.

5.4.2  Authentication procedure

5421 General

The purpose of the EPS authentication and key agreement (AKA) procedure isto provide mutual authentication
between the user and the network and to agree on akey Kaswe (see 3GPP TS 33.401 [19]). The cases when the EPS
AKA procedure should be used are defined in 3GPP TS 33.401 [19].

The EPS AKA procedure is always initiated and controlled by the network. However, the UE can reject the EPS
authentication challenge sent by the network.

The UE shall proceed with an EPS authentication challenge only if aUSIM is present.

A partial native EPS security context is established in the UE and the network when an EPS authentication is
successfully performed. During a successful EPS authentication procedure, the CK and IK are computed by the USIM.
CK and IK are then used by the ME as key material to compute a new key, Kasve. Kasve is stored in the EPS security
contexts (see 3GPP TS 33.401 [19]) of both the network and in the volatile memory of the ME while attached to the
network, and is the root for the EPS integrity protection and ciphering key hierarchy.

5.4.2.2 Authentication initiation by the network

When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. For
restrictions applicable after handover or inter-system handover to S1 mode see subclause 5.5.3.2.3.

The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE
and starting the timer T3460 (see example in figure 5.4.2.2.1). The AUTHENTICATION REQUEST message contains
the parameters necessary to calcul ate the authentication response (see 3GPP TS 33.401 [19]).

If an eKSl iscontained in an initial NAS message during an EMM procedure, the network shall include a different eKS|
valueinthe AUTHENTICATION REQUEST message when it initiates an authentication procedure.
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UE MME
AUTHENTICATION REQUEST
- Q Start T3460
AUTHENTICATION RESPONSE . StopT3460
AUTHENTICATION REJECT it
- authentication
failed

Figure 5.4.2.2.1: Authentication procedure

5.4.2.3 Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in
subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION
RESPONSE message to the network.

Upon a successful EPS authentication challenge, the UE shall determine the PLMN identity to be used for the
calculation of the new Kasve from the authentication challenge data according to the following rules:

a) When the UE moves from EMM-IDLE mode to EMM-CONNECTED mode, until the first handover, the UE
shall use the PLMN identity of the selected PLMN; and

b) After handover or inter-system handover to S1-mode,

- if thetarget cell isnot a shared network cell, the UE shall use the PLMN identity received as part of the
broadcast system information;

- if thetarget cell isashared network cell and the UE hasavalid GUTI, the UE shall use the PLMN identity
that is part of the GUTI; and

- if thetarget cell isashared network cell and the UE hasavalid P-TMSI and RAI, but not avalid GUTI, the
UE shall usethe PLMN identity that is part of the RAI.

Upon a successful EPS authentication challenge, the new Kasve calculated from the authentication challenge data shall
be stored in a new EPS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the
ME, and pass RES to the ME.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE
shall store the received RAND together with the RES returned from the USIM in the volatile memory of the ME. When
the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new
received valuein the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM,
but shall send the AUTHENTICATION RESPONSE message with the stored RES. If thereisno valid stored RAND in
the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message,
the ME shall passthe RAND to the USIM, shall override any previously stored RAND and RES with the new ones and
start, or reset and restart timer T3416.

The RAND and RES values stored in the ME shall be deleted and timer T34186, if running, shall be stopped:
- uponreceipt of a
- SECURITY MODE COMMAND,
- SERVICE REJECT,
- TRACKING AREA UPDATE REJECT,
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- TRACKING AREA UPDATE ACCEPT, or
- AUTHENTICATION REJECT message;
- upon expiry of timer T3416;
- if the UE entersthe EMM state EMM-DEREGISTERED or EMM-NULL; or

- if the UE enters EMM-IDLE mode.

5424 Authentication completion by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the
correctness of RES (see 3GPP TS 33.401 [19)).

If the authentication procedure has been completed successfully and the related eK Sl is stored in the EPS security
context of the network, the network shall include a different eKSl value in the AUTHENTICATION REQUEST
message when it initiates a new authentication procedure.

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the case where the
EMM cause #21 "synch failure" is received, the core network may renegotiate with the HSS/AuC and provide the UE
with new authentication parameters.

5425 Authentication not accepted by the network

If the authentication response (RES) returned by the UE is not valid, the network response depends upon the type of
identity used by the UE in the initial NAS message, that is:

- if the GUTI was used; or
- if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the
identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be
restarted with the correct parameters. Otherwise, if the IMSI provided by the UE isthe same asthe IM S| stored in the
network (i.e. authentication has redly failed), the network should send an AUTHENTICATION REJECT message to
the UE.

If the IMSI was used for identification in the initial NAS message, or the network decides not to initiate the
identification procedure after an unsuccessful authentication procedure, the network should send an
AUTHENTICATION REJECT message to the UE.

Upon receipt of an AUTHENTICATION REJECT message,

a) if the message has been successfully integrity checked by the NAS, the UE shall set the update statusto EU3
ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAl and KSlasve. The
USIM shall be considered invalid until switching off the UE or the UICC containing the USIM isremoved. If the
UE maintains a counter for "SIM/USIM considered invalid for GPRS services', then the UE shall set this
counter to UE implementation-specific maximum value.

If A/Gb or lu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state,

GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM
parameters update status, TMSI, LAl and ciphering key sequence number as specified in 3GPP TS 24.008 [13]
for the case when the authentication and ciphering procedure is not accepted by the network; and

b) if the message is received without integrity protection, the UE shall start timer T3247 (see 3GPP TS 24.008 [13])
with arandom value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not
running (see subclause 5.3.7b). Additionally, the UE shall:

- if the UE maintains a counter for "SIM/USIM considered invalid for GPRS services' events and the counter
has a value less than a UE implementation-specific maximum value, proceed as specified in subclause 5.3.7b,
list item lafor the case that the EMM cause value received is #3; and

- otherwise proceed as specified under list item a above for the case that the message has been successfully
integrity checked.
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If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling
procedure, stop any of the timers T3410, T3417, T3430, T3418 or T3420 (if they were running) and enter state EMM-
DEREGISTERED.

Depending on local requirements or operator preference for emergency bearer services, if the UE hasa PDN connection
for emergency bearer services established or is establishing a PDN connection for emergency bearer services, the MME
need not follow the procedures specified for the authentication failure in the present subclause. The MME may continue
acurrent EMM specific procedure or PDN connectivity request procedure. Upon completion of the authentication
procedure, if not initiated as part of another procedure, or upon completion of the EMM procedure or PDN connectivity
request procedure, the MME shall deactivate all non-emergency EPS bearers, if any, by initiating an EPS bearer context
deactivation procedure. The network shall consider the UE to be attached for emergency bearer services only.

5.4.2.6 Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN
parameter received inthe AUTHENTICATION REQUEST message. This enables the UE to detect a fal se network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see
3GPP TS 33.401 [19]). This parameter contains three possible causes for authentication failure:

a) MAC codefailure:

If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE
shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #20 "MAC
failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

b) Non-EPS authentication unacceptable:

If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is O, the UE
shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #26 "non-EPS
authentication unacceptable” (see subclause 6.1.1 in 3GPP TS 33.401 [19]). The UE shall then follow the
procedure described in subclause 5.4.2.7, item d.

¢) SON failure:

If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE
shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #21 "synch
failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE
shall then follow the procedure described in subclause 5.4.2.7, item e.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored
RAND and RES and shall stop timer T3416, if running.

If the UE has a PDN connection for emergency bearer services established or is establishing such a PDN connection,
additional UE requirements are specified in subclause 5.4.2.7, under "for itemsc, d, €".
5.4.2.7 Abnormal cases

a) Lower layer failure:

Upon detection of lower layer failure before the AUTHENTICATION RESPONSE message is received, the
network shall abort the procedure.

b) Expiry of timer T3460:

The network shall, on the first expiry of the timer T3460, retransmit the AUTHENTICATION REQUEST
message and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry
of timer T3460, the network shall abort the authentication procedure and any ongoing EMM specific procedure
and release the NAS signalling connection.

c) Authentication failure (EMM cause #20 "MAC failure"):

The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #20 "MAC failure" according
to subclause 5.4.2.6, to the network and start timer T3418 (see examplein figure 5.4.2.7.1). Furthermore, the UE
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shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first
receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC failure”, the
network may initiate the identification procedure described in subclause 5.4.4. Thisisto allow the network to
obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication
challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the
network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1: Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC
failure", the network may a so terminate the authentication procedure (see subclause 5.4.2.5).

If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new
AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST
message from the network, the UE shall stop the timer T3418, if running, and then process the challenge
information as normal. If the GUTI/IMSI mapping in the network was correct, the network should terminate the
authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.2.5).

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains avalid SQN
and MAC isreceived), the UE shall send the AUTHENTICATION RESPONSE message to the network and
shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if they were running and stopped
when the UE received the first failed AUTHENTICATION REQUEST message.

If the UE receives the second AUTHENTICATION REQUEST message while T3418 is running, and the MAC
value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again
from the beginning, or if the message contains a UM TS authentication challenge, the UE shall follow the
procedure specified in item d. If the SON isinvalid, the UE shall proceed as specified initem e.

It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by
the UE) if any of the following occur:

- thetimer T3418 expires,

- the UE detects any combination of the authentication failures: EMM causes #20 "MAC failure", #21 "synch
failure" or #26 "non-EPS authentication unacceptable”, during three consecutive authentication challenges.
The authentication challenges shall be considered as consecutive only, if the authentication challenges
causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420
started after the previous authentication failure is running.

The UE shall stop timer T3418, if the timer is running and the UE enters EMM-IDLE mode, e.g. upon detection
of alower layer failure, release of the NAS signalling connection, or as the result of an inter-system handover to
A/Gb mode or lu mode.

When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e.
authentication not accepted by the UE), the UE shall proceed as described in item f.
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UE MME

AUTHENTICATION REQUEST

- Start T3460

AUTHENTICATION FAILURE (cause = "MAC failure")
Start T3418 > Stop T3460
IDENTITY REQUEST
- Start T3470
IDENTITY RESPONSE (IMSI)

> Stop T3470
AUTHENTICATION REQUEST

Stop T3418 < Start T3460
AUTHENTICATION RESPONSE

> Stop T3460

Figure 5.4.2.7.1: Authentication failure procedure (EMM cause #20 "MAC failure" or
#26 "non-EPS authentication unacceptable")

d) Authentication failure (EMM cause #26 "non-EPS authentication unacceptable"):

The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #26 " non-EPS authentication
unacceptable”, to the network and start the timer T3418 (see examplein figure 5.4.2.7.1). Furthermore, the UE
shall stop any of the retransmission timersthat are running (e.g. T3410, T3417, T3421 or T3430). Upon the first
receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #26 "non-EPS
authentication unacceptable”, the network may initiate the identification procedure described in subclause 5.4.4.
Thisisto alow the network to obtain the IMSI from the UE. The network may then check that the GUTI
originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY
REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 2: Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #26 "non-
EPS authentication unacceptable”, the network may also terminate the authentication procedure (see
subclause 5.4.2.5).

If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new
AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST
message from the network, the UE shall stop the timer T3418, if running, and then process the challenge
information as normal. If the GUTI/IMSI mapping in the network was correct, the network should terminate the
authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.2.5).

It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by
the UE) if any of the following occur:

- thetimer T3418 expires,

- the UE detects any combination of the authentication failures: EMM causes #20 "MAC failure", #21 "synch
failure" or #26 "non-EPS authentication unacceptable”, during three consecutive authentication challenges.
The authentication challenges shall be considered as consecutive only, if the authentication challenges
causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420
started after the previous authentication failure is running.

The UE shall stop timer T3420, if the timer is running and the UE enters EMM-IDLE mode, e.g. upon detection
of alower layer failure, release of the NAS signalling connection, or as the result of an inter-system handover to
A/Gb mode or lu mode.

When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e.
authentication not accepted by the UE), the UE shall proceed as described in item f.
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€) Authentication failure (EMM cause #21 "synch failure"):

The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #21 "synch failure”, to the
network and start the timer T3420 (see example in figure 5.4.2.7.2). Furthermore, the UE shall stop any of the
retransmission timersthat are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an
AUTHENTICATION FAILURE message from the UE with the EMM cause #21 "synch failure", the network
shall usethe returned AUTS parameter from the authentication failure parameter |E in the AUTHENTICATION
FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused
authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is compl ete,
the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST
message, the UE shall stop the timer T3420, if running.

NOTE 3: Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with EMM
cause #21 "synch failure", the network may terminate the authentication procedure by sending an
AUTHENTICATION REJECT message.

If the network is validated successfully (anew AUTHENTICATION REQUEST message is received which
contains avalid SQN and MAC) while T3420 is running, the UE shall send the AUTHENTICATION
RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or
T3430), if they were running and stopped when the UE received the first failled AUTHENTICATION
REQUEST message.

If the UE receives the second AUTHENTICATION REQUEST message while T3420 is running, and the MAC
value cannot be resolved, the UE shall follow the procedure specified initem c or if the message contains a
UMTS authentication challenge, the UE shall proceed as specified in item d; if the SQN isinvalid, the UE shall
follow the procedure specified in this subclause, item e, starting again from the beginning.

The UE shall deem that the network has failed the authentication check and proceed as described in item f if any
of the following occurs:

- thetimer T3420 expires,

- the UE detects any combination of the authentication failures: EMM cause #20 "MAC failure", #21 "synch
failure", or #26 "non-EPS authentication unacceptable”, during three consecutive authentication challenges.
The authentication challenges shall be considered as consecutive only if the authentication challenges
causing the second and third authentication failure are received by the UE while the timer T3418 or T3420
started after the previous authentication failure is running.

When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e.
authentication not accepted by the UE), the UE shall proceed as described in item f.

UE MME

AUTHENTICATION REQUEST
-« Start T3460

AUTHENTICATION FAILURE (cause = "synch failure")
Start T3420 > Stop T3460

Perform
re-synch

AUTHENTICATION REQUEST with HSS
Stop T3420 « Start T3460

AUTHENTICATION RESPONSE

Stop T3460

\J

Figure 5.4.2.7.2: Authentication failure procedure (EMM cause #21 "synch failure")
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f)

9)

h)

Upon receipt of an AUTHENTICATION REJECT message, the UE shall perform the actions as specified in
subclause 5.4.2.5.

Network failing the authentication check:

If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release
the RRC connection and treat the active cell as barred (see 3GPP TS 36.304 [21]). The UE shall start any
retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE
received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication from lower layers (if the authentication procedure is triggered by atracking area updating
procedure)

The UE shall stop any of the timers T3418 and T3420, if running, and re-initiate the tracking area updating
procedure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication with TAI change from lower layers (if the authentication procedure is triggered by a service
reguest procedure)

The UE shall stop any of the timers T3418 and T3420, if running.

If the current TAI isnot in the TAI list, the authentication procedure shall be aborted and atracking area
updating procedure shall be initiated.

If the current TAI is still part of the TAI lit, it isup to the UE implementation how to re-run the ongoing
procedure that triggered the authentication procedure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication without TAI change from lower layers (if the authentication procedure istriggered by a
service request procedure)

The UE shall stop any of the timers T3418 and T3420, if running. It is up to the UE implementation how to re-
run the ongoing procedure that triggered the authentication procedure.

Lower layersindication of non-delivered NAS PDU due to handover

If the AUTHENTICATION REQUEST message could not be delivered due to an intra MME handover and the
target TA isincluded in the TAI list, then upon successful completion of the intra MME handover the MME
shall retransmit the AUTHENTICATION REQUEST message. If afailure of handover procedureis reported by
the lower layer and the S1 signalling connection exists, the MME shall retransmit the AUTHENTICATION
REQUEST message.

For itemsc, d, and &

Depending on local requirements or operator preference for emergency bearer services, if the UE hasa PDN
connection for emergency bearer services established or is establishing a PDN connection for emergency bearer
services, the MME need not follow the procedures specified for the authentication failure specified in the present
subclause. The MME may respond to the AUTHENTICATION FAILURE message by initiating the security
mode control procedure selecting the "null integrity protection algorithm™ EIAOQ, null ciphering algorithm or may
abort the authentication procedure and continue using the current security context, if any. The MME shall
deactivate all non-emergency EPS bearer contexts, if any, by initiating an EPS bearer context deactivation
procedure. If thereis an ongoing PDN connectivity procedure, the MME shall deactivate all non-emergency EPS
bearer contexts upon completion of the PDN connectivity procedure. The network shall consider the UE to be
attached for emergency bearer services only.

If aUE has a PDN connection for emergency bearer services established or is establishing a PDN connection for
emergency bearer services and sendsan AUTHENTICATION FAILURE message to the MME with the EMM
cause appropriate for these cases (#20, #21, or #26, respectively) and receives the SECURITY MODE
COMMAND message before the timeout of timer T3418 or T3420, the UE shall deem that the network has
passed the authentication check successfully, stop timer T3418 or T3420, respectively, and execute the security
mode control procedure.
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If aUE hasaPDN connection for emergency bearer services established or is establishing a PDN connection for
emergency bearer services when timer T3418 or T3420 expires, the UE shall not deem that the network has
failed the authentication check and not behave as described in item f. Instead the UE shall continue using the
current security context, if any, deactivate al non-emergency EPS bearer contexts, if any, by initiating UE
requested PDN disconnect procedure. If there is an ongoing PDN connectivity procedure, the UE shall deactivate
al non-emergency EPS bearer contexts upon completion of the PDN connectivity procedure. The UE shall start
any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if:

- they were running and stopped when the UE received the AUTHENTICATION REQUEST message and
detected an authentication failure;

- the procedures associated with these timers have not yet been completed.

The UE shall consider itself to be attached for emergency bearer servicesonly.
5.4.3 Security mode control procedure

5431 General

The purpose of the NAS security mode control procedure isto take an EPS security context into use, and initialise and
start NAS signalling security between the UE and the MME with the corresponding EPS NAS keys and EPS security
algorithms.

Furthermore, the network may also initiate the security mode control procedure in the following cases:
- inorder to change the NAS security agorithms for a current EPS security context already in use; and

- inorder to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE
message as described in 3GPP TS 33.401 [19], subclause 7.2.9.2.

For restrictions concerning the concurrent running of a security mode control procedure with other security related
proceduresin the AS or inside the core network see 3GPP TS 33.401 [19], subclause 7.2.10.

5.4.3.2 NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message
to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

The MME shall reset the downlink NAS COUNT counter and use it to integrity protect the initiadl SECURITY MODE
COMMAND message if the security mode control procedure isinitiated:

- totakeinto use the EPS security context created after a successful execution of the EPS authentication
procedure;

- upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence
number |E, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is
set to "mapped security context” in the NAS key set identifier IE included in the SECURITY MODE
COMMAND message).

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message
with the NAS integrity key based on Kasvwe or mapped K'asme indicated by the eK Sl included in the message. The
MME shall set the security header type of the message to "integrity protected with new EPS security context".

The MME shall create alocally generated K asve and send the SECURITY MODE COMMAND message including a
KSI valuein the NAS key set identifier 1E set to "000" and EIAO0 and EEAOQ as the selected NAS security algorithms
only when the security mode control procedureis initiated:

- during an attach procedure for emergency bearer servicesif no shared EPS security context is available;

- during atracking area updating procedure for a UE that has a PDN connection for emergency bearer servicesif
no shared EPS security context is available;

- during aservice request procedure for a UE that has a PDN connection for emergency bearer servicesif no
shared EPS security context is available; or
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- after afailed authentication procedure for a UE that has a PDN connection for emergency bearer services or that
is establishing a PDN connection for emergency bearer services, if continued usage of a shared security context
isnot possible.

The UE shall processa SECURITY MODE COMMAND message including a KS| valuein the NAS key set identifier
|E set to "000" and EIAO and EEAO as the selected NAS security algorithms and, if accepted, create alocally generated
K asme When the security mode control procedure isinitiated:

- during an attach procedure for emergency bearer services;
- during atracking area updating procedure when the UE has a PDN connection for emergency bearer services,
- during a service request procedure when the UE has a PDN connection for emergency bearer services; or

- after an authentication procedure when the UE has a PDN connection for emergency bearer servicesor is
establishing a PDN connection for emergency bearer services.

NOTE 1: The process for creation of the locally generated K asue by the MME and the UE is implementation
dependent.

Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence
number |E, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall either:

- indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in
the NAS key set identifier | E to "mapped security context” and the KSI value related to the security context of
the source system; or

- setthe KSl value "000" in the NAS key set identifier |E if the MME sets EIAO and EEAQ as the selected NAS
security algorithms for a UE that has a PDN connection for emergency bearer services.

While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security
context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY
MODE COMMAND message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to
NAS, RRC and UP (user plane) ciphering as well asNAS and RRC integrity, and other possible target network security
capabilities, i.e. UTRAN/GERAN if the UE included them in the message to network), the replayed nonceye when
creating a mapped EPS security context and if the UE included it in the message to the network, the selected NAS
ciphering and integrity algorithms and the Key Set Identifier (eKSl).

The MME shal include both the noncemme and the nonceye when creating a mapped EPS security context during inter-
system change from A/Gb mode to S1 mode or lu mode to S1 mode in EMM-IDLE mode.

The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current
EPS security context already in use. The MME re-derives the NAS keys from K asve with the new NAS agorithm
identities as input and provides the new NAS a gorithm identities within the SECURITY MODE COMMAND

message. The MME shall set the security header type of the message to "integrity protected with new EPS security
context".

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE 2: The ASand NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the
same algorithm is also supported for AS.
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UE MME
- SECURITY MODE COMMAND Start T3460
SECURITY MODE COMPLETE - Stop T3460
OR
SECURITY MODE REJECT
»  Stop T3460

Figure 5.4.3.2.1: Security mode control procedure

5.4.3.3 NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode
command can be accepted or not. Thisis done by performing the integrity check of the message and by checking that
the received replayed UE security capabilities and the received nonceye have not been altered compared to the latest
values that the UE sent to the network. However, the UE is not required to perform the checking of the received
nonceye if the UE does not want to re-generate the K'asve (i.e. the SECURITY MODE COMMAND message isto
derive and take into use a mapped EPS security context and the eKSI matches the current EPS security context, if itisa
mapped EPS security context). When the UE has a PDN connection for emergency bearer services established or the
UE is establishing a PDN connection for emergency bearer services, the UE is not required to locally re-generate the
Kaswe (i.e. the SECURITY MODE COMMAND message is used to derive and take into use a native EPS security
context where the KSI value "000" isincluded in the NAS key set identifier |E and the EIAQ and EEAOQ are included as
the selected NAS security algorithms).

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm"
EIAOQ as the selected NAS integrity algorithm only if the message is received for a UE that has a PDN connection for
emergency bearer services established or a UE that is establishing a PDN connection for emergency bearer services.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security
context" and if the KSI matches a valid non-current native EPS security context held in the UE while the UE has a
mapped EPS security context as the current EPS security context, the UE shall take the non-current native EPS security
context into use which then becomes the current native EPS security context and del ete the mapped EPS security
context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the EPS security context indicated
in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

- the SECURITY MODE COMMAND message isreceived in order to take an EPS security context into use
created after a successful execution of the EPS authentication procedure;

- the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped
security context" inthe NAS key set identifier |E the eKSl does not match the current EPS security context, if it
isa mapped EPS security context.

If the SECURITY MODE COMMAND message can be accepted and a new EPS security context is taken into use and
SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm™ EIAO as the
selected NAS integrity agorithm, the UE shall:

- if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated
downlink NAS COUNT equal 0, then the UE shall set the downlink NAS COUNT of this new EPS security
context to 0;
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- otherwise the UE shall set the downlink NAS COUNT of this new EPS security context to the downlink NAS
COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND

message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE
COMPLETE message integrity protected with the selected NAS integrity algorithm and the EPS NAS integrity key
based on the Kasve or mapped K'asve if the type of security context flag is set to "mapped security context" indicated

by the eKSl. When the SECURITY MODE COMMAND message includes the type of security context flag set to
"mapped security context” inthe NAS key set identifier IE, the noncewme and the nonceye, then the UE shall either:

- generate K'aswe from both the noncewme and the nonceye as indicated in 3GPP TS 33.401 [19];0r

- check whether the SECURITY MODE COMMAND message indicates the eKSl of the current EPS security
context, if it isamapped EPS security context, in order not to re-generate the K'asue.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY
MODE COMPLETE message with the selected NAS ciphering algorithm and the EPS NAS ciphering key based on the
Kasme or mapped K'asve indicated by the eKSI. The UE shall set the security header type of the message to "integrity
protected and ciphered with new EPS security context™.

From thistime onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS
ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall
includeits IMEISV inthe SECURITY MODE COMPLETE message.
5434 NAS security mode control completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From thistime
onward the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and
ciphering algorithms.

5.4.35 NAS security mode command not accepted by the UE

If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The
SECURITY MODE REJECT message contains an EMM cause that typically indicates one of the following cause
values:

#23: UE security capabilities mismatch;
#24.  security mode rejected, unspecified.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort
the ongoing procedure that triggered the initiation of the NAS security mode control procedure.

Both the UE and the MME shall apply the EPS security context in use before the initiation of the security mode control
procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to
therulesin subclauses 4.4.4 and 4.4.5.

5436 Abnormal cases in the UE

The following abnormal cases can be identified:

a) Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message
indication from lower layers (if the security mode control procedure is triggered by a tracking area updating
procedure)

The UE shall abort the security mode control procedure and re-initiate the tracking area updating procedure.

b) Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message
indication with TAI change from lower layers (if the security mode control procedure is triggered by a service
request procedure)

ETSI



3GPP TS 24.301 version 13.9.0 Release 13 89 ETSI TS 124 301 V13.9.0 (2017-03)

©)

If the current TAI isnot in the TAI list, the security mode control procedure shall be aborted and atracking area
updating procedure shall be initiated.

If the current TAI is still part of the TAI list, the security mode control procedure shall be aborted and it isup to
the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.

Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message
indication without TAI change from lower layers (if the security mode control procedure is triggered by a service
reguest procedure)

The security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the
ongoing procedure that triggered the security mode control procedure.

5.43.7 Abnormal cases on the network side

The following abnormal cases can be identified:

a)

b)

Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT messageis
received

The network shall abort the security mode control procedure.
Expiry of timer T3460

The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND
message and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry
of timer T3460, the procedure shall be aborted.

NOTE: If the SECURITY MODE COMMAND message was sent to create a mapped EPS security context

©)

d)

€)

during inter-system change from A/Gb mode to S1 mode or lu mode to S1 mode, then the network does
not generate new values for the noncevwve and the nonceye, but includes the same valuesin the
SECURITY MODE COMMAND message (see the subclause 7.2.4.4 in 3GPP TS 33.401 [19]).

Collision between security mode control procedure and attach, service requ