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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document includes references to features which are not part of the Phase 2+ Release 96 of the GSM
Technical specifications. All subclauses which were changed as aresult of these features contain a marker (see table
below) relevant to the particular feature.

The following table lists all features that were introduced after GSM Release 96.

Feature Designator
BA Range IE handling $(impr-BA-range-handling)$
Advanced Speech Call Iltem $(ASCI$
Call Completion Busy Subscriber $(CCBS)$
Mobile Assisted Frequency Allocation $(MAFA)$
Network Indication of Alerting in MS $(NIA)S
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1 Scope

The present document specifies the procedures used at the radio interface core network protocols within the 3
generation mobile telecommunications system and the digital cellular telecommunications system.

It specifies the procedures used at the radio interface (Reference Point Um or Uu, see 3GPP TS 24.002 [15] or
3GPP TS 23.002 [127]) for Call Control (CC), Maobility Management (MM), and Session Management (SM).

When the notations for "further study" or "FS" or "FFS" are present in this TS they mean that the indicated text is not a
normative portion of the present document.

These procedures are defined in terms of messages exchanged over the control channels of the radio interface. The
control channels are described in 3GPP TS 44.003 [16] and 3GPP TS 25.301 [128].

The structured functions and procedures of this protocol and the relationship with other layers and entities are described
in general termsin 3GPP TS 24.007 [20].

1.1 Scope of the Technical Specification

The procedures currently described in this TS are for the call control of circuit-switched connections, session
management for GPRS services, mobility management and radio resource management for circuit-switched and GPRS
Services.

3GPP TS 24.010 [21] contains functional procedures for support of supplementary services.
3GPP TS 24.011 [22] contains functional procedures for support of point-to-point short message services.
3GPP TS 24.012 [23] contains functional description of short message - cell broadcast.

3GPP TS 44.060 [ 76] contains procedures for radio link control and medium access control (RLC/MAC) of packet data
physical channels.

3GPP TS 44.071 [234] contains functional descriptions and procedures for support of location services.

NOTE: "layer 3" includes the functions and protocols described in the present document. The terms "data link
layer" and "layer 2" are used interchangeably to refer to the layer immediately below layer 3.

1.2 Application to the interface structures

The procedures defined in the present document apply to the interface structures defined in 3GPP TS 44.003 [16] and
3GPP TS 25.301 [128]. They use the functions and services provided by lower layers defined in 3GPP TS 44.005 [18]
and 3GPP TS 44.006 [19] or 3GPP TS 25.331 [23c], 3GPP TS 25.322 [19b] and 3GPP TS 25.321 [194].

3GPP TS 24.007 [20] gives the general description of layer 3 (A/Gb mode) and Non Access Stratum (lu mode and S1
mode) including procedures, messages format and error handling.

1.3 Structure of layer 3 procedures

A building block method is used to describe the layer 3 procedures.

The basic building blocks are "elementary procedures’ provided by the protocol control entities of the three sublayers,
i.e. radio resource management, mobility management and connection management sublayer.

Complete layer 3 transactions consist of specific sequences of elementary procedures. The term "structured procedure”
is used for these sequences.
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1.4 Test procedures

Test procedures of the GSM radio interface signalling are described in 3GPP TS 51.010 [39] and
3GPP TS 51.02x series.

1.5 Use of logical channels in A/Gb mode

Thelogica control channels are defined in 3GPP TS 45.002 [32]. In the following those control channels are
considered which carry signalling information or specific types of user packet information:

i) Broadcast Control CHannel (BCCH): downlink only, used to broadcast Cell specific information;

ii) Synchronization CHannel (SCH): downlink only, used to broadcast synchronization and BSS identification
information;

iii) Paging CHannel (PCH): downlink only, used to send page requests to Mobile Stations (M Ss);

iv) Random Access CHannel (RACH): uplink only, used to request a Dedicated Control CHannel;

v) Access Grant CHannel (AGCH): downlink only, used to allocate a Dedicated Control CHannel;

vi) Standalone Dedicated Control CHannel (SDCCH): bi-directional;

vii)Fast Associated Control CHannel (FACCH): bi-directional, associated with a Traffic CHannel;

viii)  Slow Associated Control CHannel (SACCH): bi-directional, associated with a SDCCH or a Traffic CHannel;
iX) Cell Broadcast CHannel (CBCH): downlink only used for genera (not point to point) short message information;

x) Notification CHannel (NCH): downlink only, used to notify mobile stations of VBS (V oice Broadcast Service)
calsor VGCS (Voice Group Call Service) calls.

Two service access points are defined on signalling layer 2 which are discriminated by their Service Access Point
Identifiers (SAPI) (see 3GPP TS 44.006 [19]):

i) SAPI 0: supports the transfer of signalling information including user-user information;
i) SAPI 3: supports the transfer of user short messages.

Layer 3 selects the service access point, the logical control channel and the mode of operation of layer 2
(acknowledged, unacknowledged or random access, see 3GPP TS 44.005 [18] and 3GPP TS 44.006 [19]) as required
for each individual message.

1.6 Overview of control procedures

1.6.1 List of procedures
The following procedures are specified in the present document:
a) Clause 4 specifies elementary procedures for Mobility Management:
- mobility management common procedures (subclause 4.3):

- TMSI redlocation procedure (subclause 4.3.1);
- authentication procedure (subclause 4.3.2);
- identification procedure (subclause 4.3.3);
- IMSI detach procedure (subclause 4.3.4);

- abort procedure (subclause 4.3.5);
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- MM information procedure (subclause 4.3.6).
- mobility management specific procedures (subclause 4.4):
- location updating procedure (subclause 4.4.1);
- periodic updating (subclause 4.4.2);
- IMSI attach procedure (subclause 4.4.3);
- generic location updating procedure (subclause 4.4).
- connection management sublayer service provision:
- mobility management connection establishment (subclause 4.5.1);
- mobility management connection information transfer phase (subclause 4.5.2);
- mobility management connection release (subclause 4.5.3).
- GPRS specific mobility management procedures (subclause 4.7):
- GPRS attach procedure (subclause 4.7.3);
- GPRS detach procedure (subclause 4.7.4);
- GPRSrouting area updating procedure (subclause 4.7.5).
- GPRS common mobility management procedures (subclause 4.7):
- GPRSP-TMSI reallocation procedure (subclause 4.7.6);
- GPRS authentication and ciphering procedure (subclause 4.7.7);
- GPRSidentification procedure (subclause 4.7.8);
- GPRSinformation procedure (subclause 4.7.12).

b) Clause 5 specifies elementary procedures for circuit switched Call Control comprising the following elementary
procedures:

- mobile originating call establishment (subclause 5.2.1);
- mobile terminating call establishment (subclause 5.2.2);
- signalling procedures during the active state (subclause 5.3):
- user notification procedure (subclause 5.3.1);
- call rearrangements (subclause 5.3.2);
- DTMF protocol control procedure (subclause 5.5.7);
- in-call modification (subclause 5.3.4).
- cdl clearing initiated by the mobile station (subclause 5.4.3);
- cdl clearing initiated by the network (subclause 5.4.4);
- miscellaneous procedures:
- in-band tones and announcements (subclause 5.5.1);
- status enquiry procedure (subclause 5.5.3);

- call re-establishment procedure (subclause 5.5.4).
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d) Clause 6 specifies elementary procedures for session management:
- GPRS session management procedures (subclause 6.1):
- PDP context activation (subclauses 6.1.3.1 and 6.1.3.2);
- PDP context modification (subclause 6.1.3.3);
- PDP context deactivation (subclause 6.1.3.4).
-  MBMS context activation (subclause 6.1.3.8);
-  MBMS context deactivation (subclause 6.1.3.9).

The elementary procedures can be combined to form structured procedures. Examples of such structured procedures are
givenin clause 7. This part of the present document is only provided for guidance to assist implementations.

Clause 8 specifies actions to be taken on various error conditions and also provides rules to ensure compatibility with
future enhancements of the protocol.

1.7 Applicability of implementations

The applicability of procedures of the present document for the mobile station is dependent on the services and
functions which are to be supported by a mobile station.

1.7.1  Voice Group Call Service (VGCS) and Voice Broadcast Service
(VBS)

Voice Group Call Service and Voice Broadcast Service are applicable in A/Gb mode only.

For mobile stations supporting the Voice Group Call Service or the Voice Broadcast Service, it is explicitly mentioned
throughout the present document if a certain procedure is applicable only for such a service and, if necessary, how
mobile stations not supporting such a service shall behave.

For VGCS and VBS, the following possible mobile station implementations exist:
- support of listening to voice broadcast calls (VBS listening);
- support of originating a voice broadcast call (VBS originating);
- support of listening to voice group calls (VGCS listening);

- support of talking in voice group cals (VGCS talking. This always includes the implementation for VGCS
listening);

- support of originating a voice group call (VGCS originating. This always includes the implementation for VGCS
talking).

Apart from the explicitly mentioned combinations, all possible combinations are optional and supported by the present
document.

The related terms are used in the present document, if information on these implementation optionsis required.

1.7.2 General Packet Radio Service (GPRS)

1.7.2.1 Packet services in GSM (A/Gb mode only)
For mobile stations supporting the General Packet Radio Service (GPRS), it is explicitly mentioned throughout the

technical specification if a certain procedure is applicable only for such a service and, if necessary, how mobile stations
not supporting such a service shall behave.
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A GPRS M S may operate in one of the following M S operation modes, see 3GPP TS 23.060 [74]:
- MSoperation mode A;
- MSoperation mode B; or
- MS operation mode C.

The M S operation mode depends on the services that the MSis attached to, i.e., only GPRS or both GPRS and non-
GPRS services, and upon the MS's capabilities to operate GPRS and other GSM services simultaneously. Mobile
stations that are capable to operate GPRS services are referred to as GPRS M Ss.

NOTE: Other GSM technical specifications may refer to the MS operation modes A, B, and C as GPRS class-A
MS, GPRS class-B MS, and GPRS class-C MS.

It should be noted that it is possible that for a GPRS MS, the GMM procedures currently described in the ETS do not
support combinations of VGCS, VBS and GPRS. The possible interactions are not studied yet.
1.7.2.2 Packet services in lu mode (lu mode only)

An MS attached to packet switched domain may operate in one of the following M S operation modes, see
3GPP TS 23.060 [74]:

- PS/ICS mode of operation; or
- PSmode of operation.

The terms 'PS/CS mode of operation' and 'PS mode of operation’ are not used in the present document with some
exceptions. Instead the terms ‘M S operation mode A' and 'M S operation mode C' are used.

In network operation mode | and Il (see 3GPP TS 23.060 [74]), an MSin PS/CS mode of operation shall use the same
procedures as for a GPRS M S operating in MS operation mode A, unlessit is explicitly stated for A/Gb mode only or
lu mode only.

In network operation mode | and 11, an MSin PS mode of operation shall use the same procedures asfor a GPRSMS
operating in M S operation mode C, unlessit is explicitly stated for A/Gb mode only or lu mode only.

NOTE: Network operation mode I11 is not applicable for lu mode, see 3GPP TS 23.060 [74].

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.
e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

1 Void.

[2] Void.

[2a] 3GPP TR 21.905 "Vocabulary for 3GPP Specifications”

[3] 3GPP TS 22.002: "Circuit Bearer Services (BS) supported by a Public Land Mobile Network
(PLMN)".

[4] 3GPP TS 22.003: "Teleservices supported by a Public Land Mobile Network (PLMN)".

ETSI



3GPP TS 24.008 version 9.11.0 Release 9 31 ETSI TS 124 008 V9.11.0 (2012-07)

5]
[5a]
(6]
[7]
(8]
[82]

[8b]
[9]
[92]

[10]
[11]
[12]
[12a]

[13]
[14]
[15]

[16]

[194]
[19b]
[19¢]
[20]
[21]

[22]

[23]

[234]
[230]

3GPP TS 42.009: " Security aspects’.

3GPP TS 33.102: "3G security; Security architecture”.

Void.

3GPP TS 42.017: "Subscriber Identity Modules (SIM); Functional characteristics'.
3GPP TS 22.101: " Service aspects; Service principles’.

3GPP TS 22.001: "Principles of circuit telecommunication services supported by a Public Land
Mobile Network (PLMN)".

3GPP TS 23.038: "Alphabets and language-specific information".
3GPP TS 23.101: "General UMTS Architecture".

3GPP TS 23.108: "Mobile radio interface layer 3 specification core network protocols; Stage 2
(structured procedures)”.

3GPP TS 23.003: "Numbering, addressing and identification".
Void.
3GPP TS 23.014: "Support of Dual Tone Multi-Frequency (DTMF) signalling”.

ETSI ES 201 235-2, v1.2.1: "Specification of Dual Tone Multi-Frequency (DTMF); Transmitters
and Receivers, Part 2: Transmitters'.

3GPP TS 43.020: " Security-related network functions'.
3GPP TS 23.122: "Non-Access-Stratum functions related to Mobile Station (MS) inidle mode".

3GPP TS 24.002: "GSM-UMTS Public Land Maobile Network (PLMN) access reference
configuration”.
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2.1 Definitions and abbreviations
For the purposes of the present document, the abbreviations defined in 3GPP TR 21.905 [2&] and the followings apply:
CAT Customized Alerting Tone
IP-CAN I P-Connectivity Access Network
Kc 64-bit GSM ciphering key
KcCyog 128-bit GSM ciphering key
TMGI Temporary Mobile Group Identity

2.1.1 Random values

In anumber of placesin the present document, it is mentioned that some value must take a "random” value, in agiven
range, or more generally with some statistical distribution. Such cases interest only the Mobile Station.

It isrequired that there is alow probability that two M Ssin the same conditions (including the case of two MSs of the
same type from the same manufacturer) will choose the same value. Moreover, it isrequired that, if it happens that two
MSsin similar conditions choose the same value, the probability of their choices being identical at the next occasionis
the same as if their first choices had been different.

The meaning of such a specification is that any statistical test for these values, done on a series of similar events, will
obtain aresult statistically compatible with the specified distribution. This shall hold even in the cases where the tests
are conducted with a subset of possible events, with some common parameters. Moreover, basic tests of independence
of the values within the series shall pass.

Data against which correlation with the values shall not be found are the protocol state, or the IMSI, or identities or
other unrelated information broadcast by the network, or the current TDMA frame number.

2.1.2 Vocabulary
For the purposes of the present document, the following terms and definitions apply:

- A GSM security context is established and stored in the MS and the network as a result of a successful
execution of a GSM authentication challenge. The GSM security context for the CS domain consists of the GSM
ciphering key and the ciphering key sequence number. The GSM security context for the PS domain consists of
the GPRS GSM ciphering key and the GPRS ciphering key sequence number.

- A UMTSsecurity context is established and stored in the MS and the network as aresult of a successful
execution of aUMTS authentication challenge. The UMTS security context for the CS domain consists of the
UMTS ciphering key, the UM TS integrity key, the GSM ciphering key, the ciphering key sequence number and
the GSM Ky (if an A5 ciphering algorithm that requires a 128-bit ciphering key isin use). The UMTS security
context for the PS domain consists of the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS
GSM ciphering key, the GPRS ciphering key sequence number and the GPRS GSM K¢y (if @ GEA ciphering
algorithm that requires a 128-bit ciphering key isin use).

- AnMSisattached for emergency bearer servicesif it has successfully completed an attach for emergency
bearer services or if it has only a PDN connection for emergency bearer services established.

- idlemode: In this mode, the mobile station is not alocated any dedicated channel; it listens to the CCCH and the
BCCH;
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- group receive mode: (only applicable for mobile stations supporting VGCS listening or VBS listening) In this
mode, the mobile station is not allocated a dedicated channel with the network; it listens to the downlink of a
voice broadcast channel or voice group call channel allocated to the cell. Occasionally, the mobile station has to
listen to the BCCH of the serving cell as defined in 3GPP TS 43.022 [82] and 3GPP TS 45.008 [34];

- dedicated mode: In this mode, the mobile station is allocated at least two dedicated channels, only one of them
being a SACCH,;

- group transmit mode: (only applicable for mobile stations supporting VGCS talking) In this mode, one mobile
station of avoice group call is allocated two dedicated channels, one of them being a SACCH. These channels
can be allocated to one mobile station at atime but to different mobile stations during the voice group call;

- packet idle mode: (only applicable for mobile stations supporting GPRS) In this mode, mobile station is not
alocated any radio resource on a packet data physical channel; it listensto the PBCCH and PCCCH or, if those
are not provided by the network, to the BCCH and the CCCH, see 3GPP TS 44.060 [76].

- packet transfer mode: (only applicable for mobile stations supporting GPRS) In this mode, the mobile stationis
alocated radio resource on one or more packet data physical channels for the transfer of LLC PDUSs.

- main DCCH: In Dedicated mode and group transmit mode, only two channels are used as DCCH, one being a
SACCH, the other being a SDCCH or a FACCH; the SDCCH or FACCH is called here "the main DCCH";

- A channdl isactivated if it can be used for transmission, in particular for signalling, at least with Ul frames. On
the SACCH, whenever activated, it must be ensured that a contiguous stream of layer 2 framesis sent;

- A TCH isconnected if circuit mode user data can be transferred. A TCH cannot be connected if it is not
activated. A TCH which is activated but not connected is used only for signalling, i.e. asa DCCH,;

- Thedatalink of SAPI 0 onthe main DCCH is called the main signalling link. Any message specified to be sent
on the main signalling link is sent in acknowledged mode except when otherwise specified;

- Theterm "to establish” alink isashort form for " to establish the multiframe mode" on that datalink. Itis
possible to send Ul frames on adata link even if it is not established as soon as the corresponding channel is
activated. Except when otherwise indicated, adata link layer establishment is done without an information field.

- "channel set" isused to identify TCHsthat carry related user information flows, e.g., in amultisliot
configuration used to support circuit switched connection(s), which therefore need to be handled together.

- Atemporary block flow (TBF) isaphysical connection used by the two RR peer entities to support the uni-
directional transfer of LLC PDUs on packet data physical channels, see 3GPP TS 44.060 [76].

- RLC/MAC block: A RLC/MAC block isthe protocol data unit exchanged between RLC/MAC entities, see
3GPP TS 44.060 [76].

- A GMM context is established when a GPRS attach procedure is successfully compl eted.
- Network operation mode
The three different network operation modes|, I, and 111 are defined in 3GPP TS 23.060 [74].

The network operation mode shall be indicated as system information. For proper operation, the network
operation mode should be the same in each cell of one routing area.

- GAN mode: See 3GPP TS43.318[754].
-  GPRSM Soperation mode
The three different GPRS M S operation modes A, B, and C are defined in 3GPP TS 23.060 [74].

- RR connection: A RR connection is a dedicated physical circuit switched domain connection used by the two
RR or RRC peer entities to support the upper layers' exchange of information flows.

- PSsignalling connection is a peer to peer lu mode connection between MS and CN packet domain node.

- Inter-System change is a change of an MS from A/Gb mode to lu mode of operation or vice versa. or from S1
mode to A/Gb mode or |u mode of operation.
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- GPRS: Packet Services for systems which operate the Gb or [u-PS interfaces.
- GSM ciphering key: A 64-bit CS GSM ciphering key

- GSM Kcyg: A 128-hit CS GSM ciphering key

- GPRS GSM ciphering key: A 64-bit PS GSM ciphering key

- GPRS GSM Kcyg: A 128-bit PS GSM ciphering key

- Thelabel (A/Gb mode only) indicates this section or paragraph applies only to a system which operatesin A/Gb
mode, i.e. with afunctional division that isin accordance with the use of an A or a Gb interface between the
radio access network and the core network. For multi system case thisis determined by the current serving radio
access network.

- Thelabel (Iu mode only) indicates this section or paragraph applies only to a system which operates in lu mode.
The lu mode includes UTRAN and GERAN lu modes, i.e. with afunctional division that isin accordance with
the use of an lu-CS or 1u-PS interface between the radio access network and the core network. For multi system
case thisis determined by the current serving radio access network.

- In A/Gb mode,... Indicates this paragraph applies only to a system which operatesin A/Gb mode. For multi
system case thisis determined by the current serving radio access network.

- Inlu mode,... Indicates this paragraph applies only to a system which operatesin lu mode. The lu mode
includes both UTRAN lu mode and GERAN lu mode. For multi system case thisis determined by the current
serving radio access network.

- In A/Gb mode and GERAN lu mode,... Indicates this paragraph applies only to a system which operatesin
A/Gb mode or GERAN lu mode. For multi system case this is determined by the current serving radio access
network.

- In UTRAN lu mode,... Indicates this paragraph applies only to a system which operatesin UTRAN lu mode.
For multi system case thisis determined by the current serving radio access network.

- Inashared network,... Indicates this paragraph applies only to a shared network. For the definition of shared
network see 3GPP TS 23.122 [14].

- A default PDP context isaPDP context activated by the PDP context activation procedure that establishes a
PDN connection. The default PDP context remains active during the lifetime of the PDN connection.

- A PDP context for emergency bearer servicesisadefault PDP context which was activated with request type
"emergency", or any secondary PDP contexts associated to this default PDP context.

- Non-emergency PDP context: any PDP context which is not a PDP context for emergency bearer services.
- SIM, Subscriber Identity Module (see 3GPP TS 42.017 [7]).

- USIM, Universal Subscriber Identity Module (see 3GPP TS 21.111 [101]).

- MS, Mobile Station. The present document makes no distinction between MS and UE.

- Cell Natification is an (optimised) variant of the Cell Update Procedure which usesthe LLC NULL frame for
cell change notification which does not trigger the restart of the READY timer

- DTM: dual transfer mode, see 3GPP TS 44.018 [84] and 3GPP TS 43.055 [87]

- Theterm" eCall only" appliesto a mobile station which isin the eCall only mode, as described in
3GPPTS22.101[8].

- "removal of eCall only restriction" meansthat all the limitations as described in 3GPP TS 22.101 [8] for the
eCall only mode do not apply any more.

- Accessdomain selection: The processto select whether the CS domain or the IMS/IP-CAN is used to transmit
the call control signalling between MS and core network. Definition derived from 3GPP TS 23.221 [131].

- EMM Combined UE Waiting Flag: See 3GPP TS 29.018 [136].
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [122],
subclause 3.2, apply:

Globally Unigue MME Il dentifier (GUMM EI)
Globally Unique Temporary ldentity (GUTI)

Idle M ode Signalling Reduction (I SR)

M-Temporary Mobile Subscriber Identity (M-TM SI)
PDN connection

Tracking Area ldentity (TAI)

Temporary ldentity used in Next update (TIN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [120] apply:

CSG cdll

CSGID

CSG sdection

PDN connection for emergency bearer services
S1 mode

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.272 [133] apply:

CSfallback
SM Sover SGs

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [123] apply:

Current EPS security context
M apped security context
eK S|

CK" and IK'

NAS downlink COUNT

NAS uplink COUNT

3 Radio Resource management procedures
See 3GPP TS 44.018 [84].
4 Elementary procedures for Mobility Management

4.1 General

This clause describes the procedures used for mobility management for non-GPRS services and for GPRS-services at
the radio interface (Reference Point Um and Uu).

The main function of the Mobility Management sublayer isto support the mobility of user terminals, such asinforming
the network of its present location and providing user identity confidentiality.

A further function of the MM sublayer isto provide connection management services to the different entities of the
upper Connection Management (CM) sublayer (see 3GPP TS 24.007 [20]).

There are two sets of procedures defined in this chapter:
- MM procedures for non-GPRS services (performed by the MM entity of the MM sublayer); and

- GMM procedures for GPRS services (performed by the GMM entity of the MM sublayer), see
3GPP TS 24.007 [20].

All the MM procedures described in this clause can only be performed if a RR connection has been established between
the M S and the network. Else, the MM sublayer hasto initiate the establishment of a RR connection (see
3GPP TS 44.018 [84] subclause 3.3 and 3GPP TS 25.331 [23c]).
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In A/Gb mode, the GMM procedures described in this clause, use services provided by the RR sublayer without prior
RR connection establishment.

In lu mode: al the GMM procedures described in this clause can only be performed if a PS signalling connection has
been established between the MS and the network. Else, the GMM sublayer has to initiate the establishment of a PS
signalling connection (see 3GPP TS 25.331 [23c]).

GMM procedures are mandatory and applicable only for GPRS M Ss and networks supporting those MSs. For GPRS
MSs which are IMS| attached for both GPRS and non-GPRS services, some MM procedures are replaced by GMM
combined procedures provided that the network operates in network operation mode |, i.e. is supporting combined
GMM procedures. GMM combined procedures are not applicable for the GPRS M S operation mode C but are
mandatory for the GPRS M S operation modes A and B and networks supporting network operation mode I, see
3GPP TS 23.060 [74].

4.1.1 MM and GMM procedures

4111 Types of MM and GMM procedures
Depending on how they can be initiated, three types of MM procedures can be distinguished:
1) MM common procedures:

A MM common procedure can always be initiated whilst a RR connection exists. The procedures belonging to
thistype are:

Initiated by the network:

- TMSI reallocation procedure;
- authentication procedure;

- identification procedure;

- MM information procedure;

- abort procedure.

However, abort procedure is used only if an MM connection is being established or has already been established i.e. not
during MM specific procedures or during IMSI detach procedure, see subclause 4.3.5.

Initiated by the mobile station:
- IMSI detach procedure (with the exceptions specified in subclause 4.3.4).
2) MM specific procedures:

A MM specific procedure can only be initiated if no other MM specific procedure is running or no MM
connection exists. The procedures bel onging to this type are:

- normal location updating procedure;
- periodic updating procedure;
- IMSI attach procedure; and
- eCadl inactivity procedure.
3) MM connection management procedures:

These procedures are used to establish, maintain and release aMM connection between the mobile station and the
network, over which an entity of the upper CM layer can exchange information with its peer. A MM connection
establishment can only be performed if no MM specific procedure is running. More than one MM connection may be
active at the sametime.

Depending on how they can be initiated, three types of GMM procedures can be distinguished:
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1) GMM common procedures:
In lu mode, aGMM common procedure can always be initiated whilst a PS signalling connection exists.
The procedures belonging to this type are:
Initiated by the network when a GMM context has been established:
- P-TMSI (re-) dlocation;
- GPRS authentication and ciphering;
-  GPRSidentification;
- GPRSinformation.
2) GMM specific procedures:

Initiated by the network and used to detach the IMSI in the network for GPRS services and/or non-GPRS
services and to release a GMM context:

- GPRS detach.

Initiated by the MS and used to attach or detach the IMSI in the network for GPRS services and/or non-
GPRS services and to establish or release a GMM context:

- GPRS attach and combined GPRS attach;
- GPRS detach and combined GPRS detach.
Initiated by the MS when a GMM context has been established:
- normal routing area updating and combined routing area updating;
- periodic routing area updating.
3) GMM connection management procedures (lu mode only):

Initiated by the MS and used to establish a secure connection to the network and/or to request the resource
reservation for sending data:

Service Request.

The Service Request procedure can only be initiated if no MSinitiated GMM specific procedure is ongoing.

41111 Integrity Checking of Signalling Messages in the Mobile Station (lu mode only)

In lu mode only, integrity protected signalling is mandatory with one exception regarding emergency calls (see
subclause 4.1.1.1.14). In lu mode only, al layer 3 protocols shall use integrity protected signalling once the security
mode procedure has been successfully activated in the network and the M S. Integrity protection of all layer 3 signalling
messages is the responsibility of lower layers. It is the network which activates integrity protection. Thisis done using
the security mode control procedure (3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

The supervision that integrity protection is activated shall be the responsibility of the MM and GMM layer inthe MS
(see 3GPP TS 33.102 [5d]). In order to do this, the lower layers shall provide the MM and GMM layer with an
indication on when the integrity protection is activated in the MS (i.e. one indication to the MM layer when a security
mode control procedure for the CS domain is processed successfully and one indication to the GMM layer when a
security mode control procedure for the PS domain is processed successfully).

The CS and PS domains in the network and the MM and GMM layersin the M S, are not aware of whether integrity
protection has been started in the lower layers by the other domain. It is mandatory for the network to initiate one
security mode control procedure for the CS domain and one for the PS domain.

Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM
entities or forwarded to the CM entities, unless the network has activated the integrity protection for that domain.
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- MM messages:

AUTHENTICATION REQUEST
AUTHENTICATION REJECT
IDENTITY REQUEST

LOCATION UPDATING ACCEPT (at periodic location update with no change of location area or
temporary identity)

LOCATION UPDATING REJECT (if the cause is not #25)
CM SERVICE ACCEPT, if the following two conditions apply:
- no other MM connection is established; and

- the CM SERVICE ACCEPT istheresponseto aCM SERVICE REQUEST with CM SERVICE
TYPE IE set to "emergency call establishment"

CM SERVICE REJECT (if the cause is not #25)
ABORT

-  GMM messages:

AUTHENTICATION & CIPHERING REQUEST

AUTHENTICATION & CIPHERING REJECT

IDENTITY REQUEST

ATTACH REJECT (if the cause is not #25)

ROUTING AREA UPDATE ACCEPT, if any of the following conditions applies:

- the M S performs periodic routing area updating with no change of routing area or temporary identity;

- the GMM entity in the MS has received an ATTACH ACCEPT message with neither ciphering nor
integrity protection applied in response to an ATTACH REQUEST message with attach type set to
"emergency attach"; or

- the MS has performed intersystem change from S1 mode to lu mode with a PDN connection for
emergency bearer services for which the "null integrity protection algorithm™ EIAO has been used
whilein S1 mode.

ROUTING AREA UPDATE REJECT (if the cause is not #25)
SERVICE REJECT (if the causeis not #25)
DETACH ACCEPT (for non power-off)

ATTACH ACCEPT, if the ATTACH ACCEPT istheresponse to an ATTACH REQUEST with attach
type set to "emergency attach”.

SERVICE ACCEPT, if any of the following conditions applies:

- the GMM entity in the MS has received an ATTACH ACCEPT message with neither ciphering nor
integrity protection applied in response to an ATTACH REQUEST message, with attach type set to
"emergency attach"; or

- the M S has performed intersystem change from S1 mode to lu mode with a PDN connection for
emergency bearer services for which the "null integrity protection agorithm" EIAO has been used
whilein S1 mode.

- CC messages:

al CC messages, if the following two conditions apply:
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- no other MM connection is established; and

- the MM entity in the MS hasreceived a CM SERVICE ACCEPT message with no ciphering or
integrity protection applied as response to a CM SERVICE REQUEST message, with CM SERVICE
TYPE set to "Emergency call establishment” sent to the network.; or

- the MM connection was established locally due to the SRV CC handover of a PDN connection for
emergency bearer services for which the "null integrity protection agorithm" EIAO has been used
whilein S1 mode or for which integrity protection has not been activated while in lu mode.

- SM messages:
- al SM messages, if any of the following conditions applies:

- the GMM entity inthe MS has received an ATTACH ACCEPT message with neither ciphering nor
integrity protection applied in response to an ATTACH REQUEST message, with attach type set to
"emergency attach"; or

- the M S has performed intersystem change from S1 mode to lu mode with a PDN connection for
emergency bearer services for which the "null integrity protection algorithm™ EIAQ has been used
whilein S1 mode.

Once integrity protection is activated, the receiving layer 3 entity in the MS shall not process any other layer 3
signalling messages or any ATTACH ACCEPT message unless they have been successfully integrity checked by the
lower layers. If any signalling messages, having not successfully passed the integrity check, are received, then the lower
layersin the M S shall discard that message (see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]). If any layer 3
signalling message is received, in either PS or CS domains, as not integrity protected even though the integrity
protection has been activated in the M S by that domain in the network, then the lower layers shall discard this message
(see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

Integrity checking on the network sideis performed by the RNC and is described in 3GPP TS 25.331 [23c] and
3GPP TS 44.118 [111].

41.1.1.1a Integrity protection for emergency call (lu mode only)

The network should initiate the security mode procedure for an emergency call, in the same way as it would for any
other call except in the cases defined in sub-clause " Security Procedures Not Applied” in 3GPP TS 33.102 [54].

For the establishment of aMM connection for an emergency call when no other MM connection is established (e.g. for
an emergency call initiated without a SIM/USIM no other MM connections can exist) the decision on whether or not to
apply the security procedures shall be made by the network as defined in the subclause "Emergency Call Handling" in
3GPP TS 33.102 [54]. If the MM connection was established locally due to the SRV CC handover of a PDN connection
for emergency bearer services for which the "null integrity protection algorithm" EIAQ has been used whilein S1 mode
or for which integrity protection has not been activated while in lu mode, the network need not apply the security
procedures for this call.

For an attach for emergency bearer services, (e.g. initiated without a SIM/USIM) the decision on whether or not to
apply the security procedures shall be made by the network as defined in the subclause "Emergency Call Handling" in
3GPP TS 33.102 [5a]. After intersystem change from S1 mode to lu mode with aPDN connection for emergency bearer
services for which the "null integrity protection algorithm" EIAO has been used while in S1 mode, the network need not
apply the security procedures for this connection.

4.1.1.2 MM-GMM co-ordination for GPRS MS's

41121 GPRS MS operating in mode A or B in a network that operates in mode |

If the network operatesin mode |, GPRS M Ses that operate in mode A or B and wish to be or are simultaneously IMSI
attached for GPRS and non-GPRS services, shall use the combined GPRS attach and the combined and periodic routing
area updating procedures instead of the corresponding MM specific procedures IMSI attach and normal and periodic
location area updating.

NOTE 1: A GPRSMS operating in mode A or B in anetwork that operatesin mode I, shall perform the combined
GPRS attach or routing area update procedure regardless the value of the ATT flag.
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If aGPRS MSisoperating in mode A or B in anetwork that operatesin mode | the IMSI detach shall be performed by
the GMM using the combined GPRS detach procedure.

NOTE 2: A GPRS M S operating in mode A or B in anetwork that operatesin mode I, shall perform the combined
GPRS detach procedure regardless the value of the ATT flag.

A GPRS M S operating in mode A or B in network that operatesin mode I, shall use the combined GMM specific
procedures in place of the MM specific procedures unless the re-activation of the MM specific procedures is explicitly
described, so al conditions describing when to trigger an MM specific procedure listed in subclauses 4.3 and 4.4 shall
not apply.

A GPRS M S operating in mode A or B in a network that operates in mode | should not use any MM timersrelating to
MM specific procedures, (e.g. T3210, T3211, T3212, T3213) unless the re-activation of the MM specific proceduresis
explicitly described. If the MM timers are already running, the MS should not react on the expiration of the timers.

NOTE 3: Whenever GMM performs a combined GMM procedure, a GPRS M S enters the MM state MM
LOCATION UPDATING PENDING in order to prevent the MM from performing alocation area
updating procedure.

If the authentication procedure is performed by MM and the authentication is rejected by the network (i.e. upon receive
of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT
ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number stored. The SIM/USIM shall be considered asinvalid for GPRS and non-GPRS services until switching off or
the SIM/USIM isremoved. The M S shall abort any GMM procedure and shall enter state GMM-DEREGISTERED. If
S1 mode is supported in the M S, the M S shall handle the EMM parameters EPS update status, GUTI, last visited
registered TAI, TAI list and KS| as specified in 3GPP TS 24.301 [120] for the case when the EPS authentication is not
accepted by the network.

If the PS or CS domain is barred because of domain specific access control, a GPRS MS operating in mode A or Bina
network that operatesin mode | shall act asif in network operation mode Il or I11 (depending on whether aPCCCH is
present in Gb-mode) and access to the barred domain shall be stopped entirely. If the M S detects that adomainis
barred, this shall not trigger any MM or GMM specific procedure.

A GPRS M S operating in mode A or B in a network that operatesin mode | shall perform a normal location updating
procedure (in order to remove the Gs association in the MSC/VLR) when the following conditions are fulfilled:

- the GPRS MS has camped on a cell where the PS domain is barred and the CS domain is unbarred; and
- T3312, T3311, T3302, or T3330 expires; and
- for thelast attempt to update the registration of the location area a combined GMM procedure was performed.

Additionally the M S shall treat the expiry of T3312 when the PS domain changes from barred to unbarred, analogous to
the descriptions for the cases when the timer expires out of coverage or in a cell that does not support GPRS (see
subclause 4.7.2.2).

If timer T3312 expires and both the PS and CS domain are barred, then a GPRS M S operating in mode A or B ina
network that operatesin mode | shall treat the expiry of T3312 when the GPRS M S detects that the PS or CS domain
becomes unbarred, analogous to the descriptions for the cases when the timer expires out of coverage (see

subclause 4.7.2.2).

If the PS domain is barred and timer T3312 expires during an ongoing CS connection, then a GPRS MS operating in
mode A or B in anetwork that operatesin mode | shall treat the expiry of T3312 when the MM state MM-IDLE is
entered, anal ogous to the descriptions for the cases when the timer expires out of coverage or in a cell that does not
support GPRS (see subclause 4.7.2.2), or in acell where the PS domain is barred.

A GPRS M S operating in mode A or B in a network that operatesin mode | shall perform a combined routing area
update procedure indicating "combined RA/LA updating with IMS| attach" (in order to establish the Gs association in
the MSC/VLR) when the following conditions are fulfilled:

- the GPRS M S detects that CS or PS domain or both change from barred to unbarred;

- asaresult of the change of the domain specific barring status, both domains are unbarred; and
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- for thelast attempt to update the registration of the location area an MM specific procedure was performed (see
subclause 4.7.5.2.1) or for the last attempt to update the registration of the routing areaa normal routing area
update was performed.

41.1.2.2 GPRS MS operating in mode A or B in a network that operates in mode Il or I1I

If the network operatesin mode Il or 111, a GPRS M Ss that operate in mode A or B and wish to be or are simultaneoudy
IMSI attached for GPRS and non-GPRS services, shall use the MM specific procedures listed in subclauses 4.3 and 4.4
and the GMM specific procedures listed in subclauses 4.7.3, 4.7.4 and 4.7.5. The applicability of periodic location
updating is further specified in subclause 4.4.2 and the periodic routing area updating is specified in subclause 4.7.2.2.

If the authentication procedure is performed by MM and the authentication is rejected by the network (i.e upon receive
of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT
ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAl and GPRS ciphering key sequence
number stored. The SIM/USIM shall be considered asinvalid for GPRS and non-GPRS services until switching off or
the SIM/USIM isremoved. The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED. If
S1 modeis supported in the MS, the MS shall handle the EMM parameters EPS update status, GUTI, last visited
registered TAI, TAI list and KS| as specified in 3GPP TS 24.301 [120] for the case when the EPS authentication is not
accepted by the network.

If the PS or CS domain is barred because of domain specific access control, a GPRS MS operating in mode A or Bina
network that operatesin mode |1 or I11 shall use the MM specific procedures or GMM specific procedures, respectively,
in the domain which is unbarred. If the M S detects that a domain changes from barred to unbarred, it shall behave as
specified in subclauses 4.3.4.4,4.4.4.9,45.1.2,4.7.3.15,4.7.4.1.4,47.5.1.5, and 4.7.13.5.

4.1.1.2A Coordination between GMM and EMM
See subclause 5.1.4 in 3GPP TS 24.301 [120].

41.1.3 Core Network System Information for MM (lu mode only)
In the network broadcast system information some of the system information is used by MM.

At reception of new system information, the RRC layer in the MS delivers the contents of the CN common system
information and the CS domain specific system information to the MM layer inthe MS.

The Core Network system information isincluded in specific information elements within some RRC messages sent to
MS (see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]). In the Core Network system information the Common
system information part and the CS domain specific system information part contains settings of parameters controlling
MM functionality. No MM messages contain the Core Network System Information.

41.1.4 Core Network System Information for GMM (lu mode only)

In the network broadcast system information some of the system information is used by GMM.

At reception of new system information, the RRC layer in the MS delivers the contents of the CN common system
information and the PS domain specific system information to the GMM layer in the MS.

The Core Network system information is included in specific information elements within some RRC messages sent to
MS (see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]). In the Core Network system information the Common
system information part and the PS domain specific system information part contains settings of parameters controlling
GMM functionality. No GMM messages contain the Core Network System Information.

4115 Access class control

The network can restrict the access for certain groups of mobile stations. These groups are also known as access classes.

The restriction can apply for access to both domains (common access class control) or to one domain only (domain
specific access control) (see 3GPP TS 23.122 [14]).

Additionally, the network can alleviate the access restriction in both domains or domain specifically, and allow
restricted mobile stations to respond to paging messages or to perform location updating or routing area updating.
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A network operator can also restrict some M Ssto access the network for location registration, although via common
access class control or domain specific access class control the M Ss are permitted to access the network for other
purposes. Therefore, for each access to the network the mobile station shall determine from the information received via
the system information broadcast whether accessis allowed or not:

- For paging response the mobile station shall evaluate the control information for common access control (as
specified in 3GPP TS 44.018 [84], 3GPP TS 44.060 [76], and 3GPP TS 25.331 [23c]), domain specific access
control (as specified in 3GPP TS 25.331 [23c]), and the specific control information for paging response (as
specified in 3GPP TS 25.331 [23c]; see "Paging Permission with Access Control™).

- For location updating and routing area updating the mobile station shall evaluate the control information for
common access control (as specified in 3GPP TS 44.018 [84], 3GPP TS 44.060 [76], and
3GPP TS 25.331 [23c]), domain specific access control (as specified in 3GPP TS 25.331 [23¢]), and the specific
control information for location registration (as specified in 3GPP TS 25.331 [23¢]; see "Paging Permission with
Access Control").

The same control information shall also be taken into account, when the present document requires the mobile
station to initiate a location updating or routing area updating procedure when it detects that a domain changes
from barred to unbarred (see e.g. subclauses 4.1.1.2.1 and 4.1.1.2.2).

- For al other purposes the mobile station shall evaluate the control information for common access control (as
specified in 3GPP TS 44.018 [84], 3GPP TS 44.060 [76], and 3GPP TS 25.331 [23c]) and domain specific
access control (as specified in 3GPP TS 25.331 [23c]).

4.1.2 MM sublayer states

The description of the states for the MM sublayer is organized as follows. The main states for the MS side, related to
the procedures, are described in subclause 4.1.2.1.1. The MM IDLE state is subdivided in substates for the description
of the behaviour in idle mode (subclause 4.1.2.1.2). This behaviour depends on an update status, described in
subclause 4.1.2.2. The states for the network side are described in subclause 4.1.2.3.
41.2.1 MM sublayer states in the mobile station
In this subclause, the possible states for the MM sublayer in the mobile station is described. In figure 4.1 of the present
document, an overview of the MM sublayer protocol is given.
41211 Main states

0 NULL

The mobile station isinactive (e.g. power down). Important parameters are stored. Only manual action by the
user may transfer the MM sublayer to another state.

3 LOCATION UPDATING INITIATED

A location updating procedure has been started and the MM awaits a response from the network. The timer
T3210 is running.

5 WAIT FOR OUTGOING MM CONNECTION

The MM connection establishment has been started, and the MM awaits a response from the network. The
timer T3230 is running.

6 MM CONNECTION ACTIVE

The MM sublayer has a RR connection to its peer entity on the network side. One or more MM connections
are active.

7 IMSI DETACH INITIATED
The IMSI detach procedure has been started. The timer T3220 is running.
8 PROCESSCM SERVICE PROMPT
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The MM sublayer has a RR connection to its peer entity on the network side. The Mobile Station has
received aCM SERVICE PROMPT message but has not yet responded $(CCBS)$.

9 WAIT FOR NETWORK COMMAND

The MM sublayer has a RR connection to its peer entity in the network, but no MM connection is
established. The mobile station is passive, awaiting further commands from the network. The timer T3240
may be running.

10 LOCATION UPDATE REJECTED

A location updating procedure has been rejected and RR connection release is awaited. Thetimer T3240 is
running.
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13. WAIT FOR RR CONNECTION (LOCATION UPDATING)
The MM sublayer has requested RR connection establishment for starting the location updating procedure.
14. WAIT FOR RR CONNECTION (MM CONNECTION)

The MM sublayer has requested RR connection establishment for dedicated mode for starting the MM
connection establishment.

15. WAIT FOR RR CONNECTION (IMSI DETACH)

The MM sublayer has requested RR connection establishment for starting the IMS| detach procedure.
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17. WAIT FOR REESTABLISH

A lower layer failure has occurred and re-establishment may be performed from the disturbed CM layer
entities.

18. WAIT FOR RR ACTIVE
The MM sublayer has requested activation of the RR sublayer.
19. MM IDLE

Thereisno MM procedure running and no RR connection exists except that alocal MM context may exist
when the RR sublayer isin Group Receive mode. Thisisacompound state, and the actual behaviour of the
mobile station to Connection Management requests is determined by the actual substate as described
hereafter.

20. WAIT FOR ADDITIONAL OUTGOING MM CONNECTION.

The MM connection establishment for an additional MM connection has been started, and the MM awaits
response from the network.

21. MM CONNECTION ACTIVE (GROUP TRANSMIT MODE)

(Only applicable for mobile stations supporting VGCS talking:) The MM sublayer has a RR connection on
the VGCS channel to its peer entity on the network side. Only one MM connection is active.

22. WAIT FOR RR CONNECTION (GROUP TRANSMIT MODE)

(Only applicable for mobile stations supporting V GCS talking:) The MM sublayer has requested to perform
an uplink access on the VGCS channel.

23. LOCATION UPDATING PENDING

(Only applicable for GPRS M S operation modes A and B; not shown in figure 4.1a) A location updating has
been started using the combined GPRS routing area updating procedure.

24. IMS| DETACH PENDING

(Only applicable for GPRS M S operation modes A and B; not shown in figure 4.1a) An IMSI detach for non-
GPRS services has been started using the combined GPRS detach procedure at not switching off.

25. RR CONNECTION RELEASE NOT ALLOWED

(Only applicable for mobile stations supporting RRLP procedures (see 3GPP TS 44.031 [23b]) or LCS
procedures over RRC (see 3GPP TS 25.331 [23c])). All MM connections are released by their CM entities,
but the RR connection is maintained by the network due to an ongoing RRLP procedure or LCS procedure
over RRC.

41.2.1.2 Substates of the MM IDLE state

For the description of the behaviour of the MS the MM IDLE state is subdivided in several substates, also called the
service states. The service state pertains to the whole M S (ME aloneif no SIM/USIM isinserted, or ME plus
SIM/USIM). The service state depends on the update status (see subclause 4.1.2.2) and on the selected cell.

19.1 NORMAL SERVICE

Valid subscriber data are available, update statusis U1, acell is selected that belongs to the LA where the
subscriber is registered.

In this state, al requests from the CM layers are treated normally.
19.2 ATTEMPTING TO UPDATE

Valid subscriber data are available, update statusis U2 and a cell is selected. Requests from upper layers are
accepted. Emergency call requests are treated normally, otherwise the request triggers first alocation

ETSI



3GPP TS 24.008 version 9.11.0 Release 9 51 ETSI TS 124 008 V9.11.0 (2012-07)

updating attempt in the selected cell, and then triggers the needed procedure only in case of successful
location updating, otherwise the request is rejected.

19.3 LIMITED SERVICE

Valid subscriber data are available, update statusis U3, and a cell is selected, which is known not to be able
to provide normal service. Only emergency services are offered.

19.4NOIMS

No valid subscriber data (no SIM/USIM, or the SIM/USIM is not considered valid by the ME), and acell is
selected. Only emergency services are offered.

19.5NO CELL AVAILABLE

No cell can be selected. This state is entered after afirst intensive search failed (state 19.7). Cellsare
searched at alow rhythm.

This state is also entered when S1 mode is activated in the MS and current cell isan E-UTRAN cell. No
services, except those provided by CSfallback and SMS over SGs, are offered.

19.6 LOCATION UPDATE NEEDED

Valid subscriber data are available, and for some reason alocation updating must be done as soon as possible
(for instance update statusis U1 but the selected cell isnot in the registered LA, or the timer has expired).
This state is usually of no duration, but can last, e.g., if the access class is blocked due to common access
class control or CS domain specific access control (see subclause 4.1.1.2.1).

19.7 PLMN SEARCH

The mobile station is searching for PLMNSs, and the conditions for state 19.8 are not met. This state is ended
when either acell is selected (the new state is 19.1, 19.3 or 19.6), or when it is concluded that no cell is
available for the moment (the new state is 19.5).

19.8 PLMN SEARCH, NORMAL SERVICE

Valid subscriber data are available, update statusis U1, acell is selected which belongs to the LA where the
subscriber is registered, and the mobile station is searching for PLMNs. This state is ended when either a cell
is selected (the new state is 19.1, 19.3 or 19.6), or when it is concluded that no cell is available for the
moment (the new state is 19.5).

19.9 RECEIVING GROUP CALL (NORMAL SERVICE)

Only applicable for mobile stations supporting V GCS listening or VBS listening. Valid subscriber data are
available, update statusis U1, aVGCS channel or VBS channel isreceived in a cell that belongsto the LA
where the subscriber is registered.

In this state, only requests from the GCC or BCC layers are treated.
19.10 RECEIVING GROUP CALL (LIMITED SERVICE)

Only applicable for mobile stations supporting V GCS listening or VBS listening. Valid subscriber data are
available, update statusis U3, aVGCS channel or VBS channel is received in acell which isknown not to be
able to provide normal service.

In this state, only requests from the GCC or BCC layers for the reception of VGCS or VBS calls are treated
and group call emergency services are offered.

19.11 eCALL INACTIVE

Valid subscriber data are available, update statusis U4, and a cell is selected, which is expected to be able to
provide normal service. Only emergency services and test/reconfiguration callg[8] can be initiated by the
mobile station. This state is applicable only to an eCall only mobile station (as determined by information
configured in USIM). The state is entered by the mobile station in order to avoid MM activity and MM
signalling in the absence of an emergency call or test/reconfiguration call. The state is ended when an
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emergency services or test/reconfiguration callg[8] isinitiated by the mobile station, the new state depends on
the result of the procedure when returning to MM-IDLE described in subclause 4.2.3.

41.2.2 The update Status

In parallel with the sublayer states described in subclause 4.1.2.1 and which control the MM sublayer protocol, an
update status exists.

The update status pertains to a specific subscriber embodied by a SIM/USIM. This status is defined even when the
subscriber is not activated (SIM/USIM removed or connected to a switched-off ME). It is stored in anon volatile
memory in the SIM/USIM. The update status is changed only as a result of alocation updating procedure attempt (with
the exception of an authentication failure and of some cases of CM service rejection). In some cases, the update statusis
changed as aresult of a GPRS attach, GPRS routing area update, service request or network initiated GPRS detach
procedure.

Ul UPDATED

The last location updating attempt was successful (correct procedure outcome, and the answer was
acceptance from the network). With this status, the SIM/USIM contains also the LAI of the LA where the
subscriber isregistered, and possibly valid TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering
key and ciphering key sequence number. Furthermore, if the ME supports any A5 ciphering algorithm that
requires a 128-hit ciphering key and aUSIM isin use, then the ME may contain avalid GSM Kcy,s. The

"L ocation update status” stored on the SIM/USIM shall be "updated".

U2 NOT UPDATED

The last location updating attempt made failed procedurally (no significant answer was received from the
network, including the cases of failures or congestion inside the network).

For this status, the SIM/USIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity
key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields shall
be set to the "deleted” value at the moment the statusis set to NOT UPDATED. However the presence of
other values shall not be considered an error by the mobile station. Furthermore, if the ME supports any A5
ciphering algorithm that requires a 128-bit ciphering key and aUSIM isin use, then the ME shall delete the
GSM Ky, stored at the moment the statusis set to NOT UPDATED. The "Location update status* stored on
the SIM/USIM shall be "not updated".

U3 ROAMING NOT ALLOWED

The last location updating attempt run correctly, but the answer from the network was negative (because of
roaming or subscription restrictions).

For this status, the SIM/USIM may contain avalid LAI, TMSI, GSM ciphering key, UMTS integrity key,
UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields shall be
set to the "deleted” valueif the LAI is deleted. However the presence of other values shall not be considered
an error by the mobile station. Furthermore, if the ME supports any A5 ciphering algorithm that requires a
128-hit ciphering key and a USIM isin use, then the ME shall delete the GSM K¢, stored if the LAl is
deleted. The "Location update status" stored on the SIM/USIM shall be "Location Area not allowed".

U4 UPDATING DISABLED
L ocation updating has been disabled.

For this status, the SIM/USIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity
key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields shall
be set to the "deleted" value at the moment the statusis set to eCALL INACTIVE. However the presence of
other values shall not be considered an error by the mobile station. Furthermore, if the ME supports any A5
ciphering algorithm that requires a 128-hit ciphering key and aUSIM isin use, then the ME shall delete the
GSM Ky, stored at the moment the statusis set to eCALL INACTIVE. The "Location update status” stored
on the SIM/USIM shall be "not updated”.

41.2.3 MM sublayer states on the network side

1. IDLE
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The MM sublayer is not active except possibly when the RR sublayer isin Group Receive mode.
2. WAIT FOR RR CONNECTION

The MM sublayer has received arequest for MM connection establishment from the CM layer. A RR
connection to the mobile station is requested from the RR sublayer (i.e. paging is performed).

3. MM CONNECTION ACTIVE

The MM sublayer has a RR connection to a mobile station. One or more MM connections are active, or no
MM connection is active but an RRLP procedure or LCS procedure over RRC is ongoing.

4. IDENTIFICATION INITIATED
The identification procedure has been started by the network. The timer T3270 is running.
5. AUTHENTICATION INITIATED
The authentication procedure has been started by the network. The timer T3260 is running.
6. TMSI REALLOCATION INITIATED
The TMSI reallocation procedure has been started by the network. The timer T3250 is running.
7. SECURITY MODE INITIATED

In lu mode, the security mode setting procedure has been requested to the RR sublayer. In A/Gb mode, the
cipher mode setting procedure has been requested to the RR sublayer.

8a. WAIT FOR MOBILE ORIGINATED MM CONNECTION

A CM SERVICE REQUEST messageis received and processed, and the MM sublayer awaits the "opening
message" of the MM connection.

8b. WAIT FOR NETWORK ORIGINATED MM CONNECTION

A CM SERVICE PROMPT message has been sent by the network and the MM sublayer awaits the "opening
message” of the MM connection $(CCBS)$.

9. WAIT FOR REESTABLISHMENT

The RR connection to a mobile station with one or more active MM connection has been lost. The network
awaits a possible re-establishment request from the mobile station.

10. WAIT OF A GROUP CALL

Only applicablein case for mobile station supporting VGCS talking. The MM sublayer has received a
reguest for establishing aVGCS from the GCC sublayer. The request for establishing aVGCS channelsis
given to the RR sublayer.

11. GROUP CALL ACTIVE

Only applicable in case of mobile station supporting VGCS talking. A VGCS channel is established by the
RR sublayer. An RR connection to the talking mobile station can be established by the RR sublayer on the
VGCS channel. The MM sublayer is active but no sending of MM message between the network and the
mobile station has occurred.

12. MM CONNECTION ACTIVE (GROUP CALL)

Only applicablein case of mobile station supporting VGCS talking. The MM sublayer has a RR connection
to the talking mobile station on the V GCS channel. Only one MM connection is active.

13. WAIT FOR BROADCAST CALL

Only applicablein case of VBS. The MM sublayer has received arequest for a VBS establishment from the
BCC sublayer. The request for establishment of VBS channelsis given to the RR sublayer.
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14. BROADCAST CALL ACTIVE
Only applicablein case of VBS. A VBS channdl is established by the RR sublayer. The MM sublayer is
active but no explicit MM establishment between the Network and the mobile station has occurred.
4.1.3 GPRS mobility management (GMM) sublayer states

In this subclause, the GMM protocol of the MS and the network are described by means of two different state machines.
In subclause 4.1.3.1, the states of the GMM entity in the MS are introduced. The behaviour of the MS depends on a
GPRS update status that is described in subclause 4.1.3.2. The states for the network side are described in

subclause 4.1.3.3.

4131 GMM states in the MS

In this subclause, the possible GMM states are described of a GMM entity in the mobile station. subclause 4.1.3.1.1
summarises the main states of a GMM entity, see figure 4.1b of the present document. The substates that have been
defined are described in subclause 4.1.3.1.2 and subclause 4.1.3.1.3.

However, it should be noted that this subclause does not include a description of the detailed behaviour of the MSin the
single states and does not cover abnormal cases. Thus, figure 4.1b of the present document is rather intended to give an
overview of the state transitions than to be a complete state transition diagram. A detailed description of the behaviour
of the MSisgiven in subclause 4.2. Especially, with respect to the behaviour of the MSin abnormal casesit is referred
to subclause 4.7.

41.31.1 Main states

413.11.1 GMM-NULL
The GPRS capability is disabled in the MS. No GPRS mobility management function shall be performed in this state.

413112 GMM-DEREGISTERED

The GPRS capability has been enabled in the MS, but no GMM context has been established. In this state, the MS may
establish a GMM context by starting the GPRS attach or combined GPRS attach procedure.

413113 GMM-REGISTERED-INITIATED

A GPRS attach or combined GPRS attach procedure has been started and the M S is awaiting a response from the
network.

413114 GMM-REGISTERED

A GMM context has been established, i.e. the GPRS attach or combined GPRS attach procedure has been successfully
performed. In this state, the MS may activate PDP contexts, MBMS contexts, may send and receive user data and
signalling information and may reply to a page request. Furthermore, cell and routing area updating are performed.

413.115 GMM-DEREGISTERED-INITIATED

The MS has requested release of the GMM context by starting the GPRS detach or combined GPRS detach procedure.
This state isonly entered if the MSis not being switched off at detach request.

413116 GMM-ROUTING-AREA-UPDATING-INITIATED

A routing area updating procedure has been started and the MSis awaiting a response from the network.

413.1.1.7 GMM-SERVICE-REQUEST-INITIATED (UMTS only)

A service request procedure has been started and the M Sis awaiting a response from the network.
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41.3.1.2 Substates of state GMM-DEREGISTERED

The GMM-DEREGISTERED state is subdivided into several substates as explained below. The substates pertain to the
whole MS (ME aoneif no SIM/USIM isinserted, or ME plus SIM/USIM). The selection of the appropriate substate
depends on the GPRS update status, see subclause 4.1.3.2, and on the selected cell.

413121 GMM-DEREGISTERED.NORMAL-SERVICE

Valid subscriber datais available, the GPRS update statusis GU1 or GU2, acell has been selected. In this state, a
request for GPRS attach is performed using the stored temporary mobile subscriber identity for GPRS (P-TMSI),
routing area identification (RAI) and GPRS ciphering key sequence number in case of GU1. If the GPRS update status
isGU2, the IMSI shall be used to attach for GPRS services.

413122 GMM-DEREGISTERED.LIMITED-SERVICE

Valid subscriber datais available, GPRS update statusis GU3, and a cell is selected, which is known not to be able to
provide normal service.

413.1.23 GMM-DEREGISTERED.ATTACH-NEEDED

Valid subscriber datais available and for some reason a GPRS attach must be performed as soon as possible. This state
is usually of no duration, but can last, e.g. if the access class is blocked due to common access class control or PS
domain specific access control (see subclause 4.1.1.2.1).

41.3.1.2.4 GMM-DEREGISTERED.ATTEMPTING-TO-ATTACH

The GPRS update status is GU2, acell is selected, a previous GPRS attach was rejected. The execution of further attach
procedures depends on the GPRS attach attempt counter. No GMM procedure except GPRS attach shall be initiated by
the MSin this substate.

41.3.1.25 GMM-DEREGISTERED.NO-IMSI

No valid subscriber datais available (no SIM/USIM, or the SIM/USIM is not considered valid by the ME) and a cell
has been selected.

4.1.3.1.2.6 GMM-DEREGISTERED.NO-CELL-AVAILABLE

No cell can be selected. This substate is entered after afirst intensive search failed (substate PLMN SEARCH). Cells
are searched for at alow rhythm. No services are offered.

41.3.1.2.7 GMM-DEREGISTERED.PLMN-SEARCH

The mobile station is searching for PLMNs. This substate is |eft either when a cell has been selected (the new substate
iSNORMAL-SERVICE or LIMITED-SERVICE) or when it has been concluded that no cell is available at the moment
(the new substateis NO-CELL-AVAILABLE).

41.3.1.2.8 GMM-DEREGISTERED.SUSPENDED (A/Gb mode only)

The MS shall enter this substate when entering dedicated mode and the M S limitations make it unable to communicate
on GPRS channels. The MS shall leave this substate when leaving dedicated mode.

41.3.1.3 Substates of state GMM-REGISTERED

The state GMM-REGISTERED is subdivided into severa substate as explained below. The substates pertain to the
whole MS (ME aoneif no SIM/USIM isinserted, or ME plus SIM/USIM).

413131 GMM-REGISTERED.NORMAL-SERVICE

User data and signalling information may be sent and received.
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4.1.3.1.3.2 GMM-REGISTERED.SUSPENDED (A/Gb mode only)

The MS shall enter this substate when entering dedicated mode and when the M S limitations makes it unable to
communicate on GPRS channels. In this substate, no user data should be sent and no signalling information shall be
sent. The MS shall |eave this substate when leaving dedicated mode.

4.13.1.33 GMM-REGISTERED.UPDATE-NEEDED

The M S has to perform a routing area updating procedure, but its access classis not allowed in the cell due to common
access class control or PS domain specific access control (see subclause 4.1.1.2.1). The procedure will be initiated as
soon as access is granted (this might be due to a cell-reselection or due to change of the access classes allowed in the
current cell). No GMM procedure except routing area updating shall be initiated by the MSin this substate. In this
substate, no user data and no signalling information shall be sent.

4.1.3.1.34 GMM-REGISTERED.ATTEMPTING-TO-UPDATE

A routing area updating procedure failed due to a missing response from the network. The M S retries the procedure
controlled by timers and a GPRS attempt counter. No GMM procedure except routing area updating shall be initiated by
the MSin this substate. No data shall be sent or received.

4.1.3.1.35 GMM-REGISTERED.NO-CELL-AVAILABLE

GPRS coverage has been lost. In this substate, the M S shall not initiate any GMM procedures except of cell (and
PLMN) reselection.
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Figure 4.1b/3GPP TS 24.008:GMM main states in the MS

4.1.3.1.3.6 GMM-REGISTERED.LIMITED-SERVICE

A cell is selected, which is known not to be able to provide normal service. The MS will remain in this sub-state until a
cell is selected which is able to provide normal service.

41.3.1.3.7 GMM-REGISTERED.ATTEMPTING-TO-UPDATE-MM

A combined routing area updating procedure or a combined GPRS attach procedure was successful for GPRS services
only. The MS retries the procedure controlled by timers and a GPRS attempt counter. User data and signalling
information may be sent and received.

4.1.3.1.3.8 GMM-REGISTERED.IMSI-DETACH-INITIATED

The M S performs a combined GPRS detach procedure for non-GPRS services only (detach type "IMS| Detach™). This
state is entered if the MSis attached for GPRS and non-GPRS servicesin a network that operates in network mode |
and wants to detach for non-GPRS services only. User data and signalling information may be sent and received.

4.1.3.1.3.9 GMM-REGISTERED.PLMN-SEARCH

The mobile station is searching for PLMNs. This substate is|eft either when a cell has been selected (the new substate
iSNORMAL-SERVICE or LIMITED-SERVICE) or when it has been concluded that no cell is available at the moment
(the new substate isNO-CELL-AVAILABLE).
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4132 GPRS update status
In addition to the GMM sublayer states described so far, a GPRS update status exists.

The GPRS update status pertains to a specific subscriber embodied by a SIM/USIM. This statusis defined even when
the subscriber is not activated (SIM/USIM removed or connected to a switched off ME). It is stored in anon volatile
memory in the SIM/USIM. The GPRS update status is changed only after execution of a GPRS attach, network initiated
GPRS detach, authentication procedure, or routing area updating procedure.

GU1: UPDATED

The last GPRS attach or routing area updating attempt was successful (correct procedure outcome, and the
answer was accepted by the network). The SIM/USIM contains the RAI of the routing area (RA) to which the
subscriber was attached, and possibly avalid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key,
GPRS UMTS integrity key and GPRS ciphering key sequence number. Furthermore, if the ME supports any
GEA ciphering algorithm that requires a 128-hit ciphering key and aUSIM isin use, then the ME may contain a
valid GPRS GSM Kc;.

GU2: NOT UPDATED

The last GPRS attach or routing area updating attempt failed procedurally, i.e. no response was received from
the network. This includes the cases of failures or congestion inside the network.

In this case, the SIM/USIM may contain the RAI of the routing area (RA) to which the subscriber was attached,
and possibly also avalid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRSUMTS
integrity key and GPRS ciphering key sequence number. For compatibility reasons, all these fields shall be set to
the "deleted" value if the RAI is deleted. However, the presence of other values shall not be considered an error
by the MS. Furthermore, if the ME supports any GEA ciphering algorithm that requires a 128-bit ciphering key
and aUSIM isin use, then the ME shall delete the GPRS GSM Kc,g stored if the RAI is deleted.

GU3: ROAMING NOT ALLOWED

The last GPRS attach or routing area updating attempt was correctly performed, but the answer from the network
was negative (because of roaming or subscription restrictions).

In this case, the SIM/USIM may contain the RAI of the routing area (RA) to which the subscriber was attached,
and possibly also avalid P-TMSI, GPRS GSM ciphering key, GPRS UMTS ciphering key, GPRSUMTS
integrity key or GPRS ciphering key sequence number. For compatibility reasons, all these fields shall be set to
the value "deleted" if the RAI is deleted. However, the presence of other values shall not be considered an error
by the MS. Furthermore, if the ME supports any GEA ciphering algorithm that requires a 128-bit ciphering key
and aUSIM isin use, then the ME shall delete the GPRS GSM K¢, stored if the RAI is deleted.

If the MSis attached for emergency bearer services, the M S shall not store the GMM parameters described in this
subclause on the SIM/USIM or in non-volatile memory. Instead the M S shall temporarily store these parameters locally
in the ME and the M S shall delete these parameters when the M Sis detached.

4.1.3.3 GMM mobility management states on the network side

In this subsubclause, the possible states are described for the GMM on the network side. Subclause 4.1.3.3.1
summarises the main states. The corresponding substates are described in subclause 4.1.3.3.2.

However, it should be noted that this subclause does not include a description of the detailed behaviour of the network
in the single states and does not cover abnormal cases. Thus, figure 4.1¢/3GPP TS 24.008 is rather intended to give an

overview of the state transitions than to be a complete state transition diagram. A detailed description of the behaviour

of the MSisgiven in subclause 4.2. Especially, with respect to the behaviour of the MSin abnormal casesit isreferred
to subclause 4.7.

41.33.1 Main States

4133.1.1 GMM-DEREGISTERED

The network has no GMM context or the GMM context is marked as detached, the MS is detached. In this state, the
network may answer to a GPRS attach or combined GPRS attach procedure initiated by the MS.
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41.3.3.1.2 GMM-COMMON-PROCEDURE-INITIATED

A common GMM procedure, as defined in subclause 4.1.1, has been started. The network is awaiting the answer from
the MS.

4.1.3.3.1.3 GMM-REGISTERED

The GMM context has been established and the GPRS attach procedure has been successfully performed.

4133.14 GMM-DEREGISTERED-INITIATED

The network has started a GPRS detach procedure and is awaiting the answer from the M S.

GMM-
DE-REGISTERED-
INITIATED

- DETACH accepted - Network initiated
- Lower layer failure DETACH requested
- MSinitiated
DETACH requested
RAU rejected
GMM- A implicit DETACH GMM-
DE-REGISTERED REGISTERED
—- ATTACH procedure »
successful
- COMMON procedure - COMMON procedure
requested requested
- COMMON procedure - COMMON procedure
failed successful
- Lower layer failure - ATTACH procedure
successful

GMM-COMMON-
PROCEDURE-INITIATER

Figure 4.1c/3GPP TS 24.008: GMM main states on the network side

4.1.3.3.2 Substates of state GMM-REGISTERED
The state GMM-REGISTERED is subdivided into two substates as explained below.

4133.2.1 GMM-REGISTERED.NORMAL-SERVICE

User data and signalling information may be sent and received.

4.1.3.3.2.2 GMM-REGISTERED.SUSPENDED (A/Gb mode only)

In this substate, the lower layers shall be prevented of sending user data or signalling information.
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4.2 Behaviour of the MS in MM Idle state, GMM-
DEREGISTERED state and GMM-REGISTERED state

In this subclause, the detailed behaviour of the MS in the main ssates MM IDLE, GMM-DEREGISTERED and GMM-
REGISTERED is described. Subclauses 4.2.1 to 4.2.3 refer to the state MM IDLE, whereas subclauses 4.2.4 and 4.2.5
refer to the states GMM-DEREGISTERED and GMM-REGISTERED, respectively.

The MM IDLE dtate is entered when none of the MM procedures are running and no RR connection exists. It isleft
when one of the MM procedures are triggered or a RR connection is established.

The specific behaviour in the MM IDLE state depends on the service state of the mobile station as described in
subclause 4.1.2.1.2. The service state depends in particular on the update status which is defined in subclause 4.1.2.2.

How an appropriate service state is chosen after power on is described in subclause 4.2.1, and the specific behaviour of
the mobile station in MM IDLE state is described in subclause 4.2.2. The service state chosen when the MM IDLE state
isreturned to from any state except NULL state is described in subclause 4.2.3.

It should be noted that transitions between the various MM idle states are caused by (e.g.):

- results of procedures on RR connected mode (see subclause 4.2.3);

- insertion or removal of the SIM/USIM;

- cell selection/reselection (see al'so 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98]);

- PLMN search;

- lossof coverage.
How various MM procedures affects the service state and the update status is described in the detailed descriptions of
the proceduresin subclauses 4.3 to 4.5.

4.2.1 Primary Service State selection

4211 Selection of the Service State after Power On.

For an eCall only mobile station (as determined by information configured in the USIM), Timers T3242 and T3243 are
considered to have expired at power-on. When mobility management is activated after power-on, the service stateis
19.7 PLMN SEARCH. The detailed processing in this state is described in detail in 3GPP TS 23.122 [14],

3GPP TS 43.022[82], 3GPP TS 45.008 [34] and 3GPP TS 25.304 [98], where procedures for power on and selection of
PLMN is described in detail. If the "Location update status' stored on the SIM/USIM is different from "updated”, then
the mobile shall act asif the "L ocation update status’ stored on the SIM/USIM is "not updated”.

The service state when the PLMN SEARCH state is left depends on the outcome of the search and on the presence of
the SIM/USIM:

- if no cell has been found, the stateisNO CELL AVAILABLE, until acell isfound;
- if no SIM/USIM is present the stateisNO IMS!;

- for an eCall only mobile station (as determined by information configured in USIM), the stateiseCALL
INACTIVE.

- if the mobile station has been continuously activated since loosing coverage and then returns to coverage, and if
the selected cell isin the location area where the mobile station is registered and the timer T3212 has not
expired, then the state isNORMAL SERVICE;

- if the selected cell isin the location area where the mobile station is registered and IMSI ATTACH is not
required and timer T3212 has not expired, then the stateisNORMAL SERVICE;

- if the mobile station isin automatic network selection mode and the selected cell isin aforbidden PLMN, isin a
forbidden LA, orisa CSG cell whose CSG ID and associated PLMN identity are not in the Allowed CSG list or
in the Operator CSG list stored in the MS, then the mobile station enters the LIMITED SERVICE state;
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- if the mobile station isin manual network selection mode and no cell of the selected PLMN has been found, or
the cell that is found in the selected PLMN isa CSG cell whose CSG ID and associated PLMN identity are not
in the Allowed CSG list or in the Operator CSG list stored in the MS, then the mobile station enters the
LIMITED SERVICE state;

- otherwise, the mobile station enters the LOCATION UPDATE NEEDED state.

4.2.1.2 Other Cases
The state PLMN SEARCH is also entered in the following cases:
- instate NO IMSI, aSIM/USIM isinserted;

- inany state except NO IMSI, NO CELL AVAILABLE, NORMAL SERVICE and RECEIVING GROUP CALL
(NORMAL SERVICE) after the user has asked for a PLMN selection;

- inany state except NO IMSI and NO CELL AVAILABLE, coverageislost;
- roaming isdenied;

- optionally, when the mobile stationisin the ATTEMPTING TO UPDATE state and isin Automatic Network
Selection mode and location update attempt counter is greater than or equal to 4.

The service state when the PLMN SEARCH isleft depends on the outcome of the search and on the presence of the
SIM/USIM as specified in subclause 4.2.1.1.

4.2.2 Detailed Description of the MS behaviour in MM IDLE State.

Inthe MM IDLE state the mobile station shall behave according to the service state. In the following subclauses the
behaviour is described for the non transient service states. It should be noted that after proceduresin RR connected
mode, e.g. location updating procedures, subclause 4.2.3 applies which specifies the selection of the MM idle state.
Furthermore when in sub-state NORMAL SERVICE, if aPLMN selection is requested, the M S enters sub-state
SEARCH FOR PLMN, NORMAL SERVICE.
4.2.2.1 Service State, NORMAL SERVICE
When in state MM IDLE and service state NORMAL SERVICE, the mobile station shall:

- perform normal location updating when a new location areais entered;

- perform location updating procedure at expiry of timer T3211 or T3213;

- perform periodic updating at expiration of timer T3212;

- perform IMSI detach;

- support requests from the CM layer;

- respond to paging; and

- for an eCall only mobile station (as determined by information configured in USIM), perform the eCall inactivity
procedure at expiry of timer T3242 or timer T3243.

In addition, mobile stations supporting VGCS listening or VBS listening shall:
- indicate notifications to the GCC or BCC sublayer;

- respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for
which no channel description has been received in the notification by the RR sublayer;

- request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (NORMAL SERVICE).
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42272 Service State, ATTEMPTING TO UPDATE
Whenin state MM IDLE and service state ATTEMPTING TO UPDATE the mobile station shall:

perform location updating procedure at expiry of timer T3211 or T3213;
perform normal location updating when the location area identification of the serving cell changes;

if entry into this state was caused by c) or d) or f) (with cause different from "abnormal release, unspecified") or
) (with cause "retry upon entry into a new cell") of subclause 4.4.4.9, then location updating shall be performed
when anew cell is entered;

if entry into this state was caused by €) or f) (with cause "abnormal release, unspecified") or g) (with cause
different from "retry upon entry into anew cell") of subclause 4.4.4.9, then location updating shall not be
performed because anew cell is entered;

perform normal location updating at expiry of timer T3212;
not perform IMSI detach;
support request for emergency calls;

use other request from CM layer as triggering of normal location updating procedure (if the location updating
procedure is successful, then the request for MM connection is accepted, see subclause 4.5.1);

respond to paging (with IMS]) ; and

for an eCall only mobile station (as determined by information configured in USIM), perform the eCall inactivity
procedure at expiry of timer T3242 or timer T3243.

In addition, mobile stations supporting VGCS listening or VBS listening shall:

indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the
notification by the RR sublayer;

reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has
been received in the notification by the RR sublayer;

reguest the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4.2.2.3 Service State, LIMITED SERVICE

Whenin state MM IDLE and service state LIMITED SERVICE the mobile station shall:

not perform periodic updating;
not perform IMSI detach;
reject any requests from CM entities for MM connections except for emergency calls;

perform normal location updating when a cell is entered which may provide normal service (e.g. location area
not in one of the forbidden LAI lists);

it may respond to paging (with IMS]) ; and

for an eCall only mobile station (as determined by information configured in USIM), perform the eCall inactivity
procedure at expiry of timer T3242 or timer T3243.

In addition, mobile stations supporting VGCS listening or VBS listening shall:

indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the
notification by the RR sublayer;
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- regject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has
been received in the notification by the RR sublayer;

- request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4224 Service State, NO IMSI

When in state MM IDLE and service state NO IMSI the mobile station shall (see subclause 3.2, 3GPP TS 43.022 [82]
and 3GPP TS 45.008 [34]):

- not start any normal location updating attempt;
- not perform periodic updating;
- not perform IMS| detach if powered down;
- regject any request from CM entities for MM connections except for emergency calls;
- not respond to paging;
- only perform default cell selection.
In addition, mobile stations supporting VGCS listening or VBS listening shall:

- not indicate notifications to the GCC or BCC layer.

4.2.25 Service State, SEARCH FOR PLMN, NORMAL SERVICE
Whenin state MM IDLE and service state SEARCH FOR PLMN, NORMAL SERVICE the mobile station shall:

- if timer T3211 or T3213 expiresin this state perform alocation updating procedure at the latest if and when back
to NORMAL SERVICE state and if the cell is not changed;

- if timer T3212 expiresin this state perform a periodic location updating procedure at the latest if and when back
to NORMAL SERVICE state;

- perform IMSI detach;
- support requests from the CM layer;
- listen asfar as possible to paging, and respond; and

- for an eCall only mobile station (as determined by information configured in USIM), perform the eCall inactivity
procedure at expiry of timer T3242 or T3243.

In addition, mobile stations supporting VGCS listening or VBS listening shall:
- listen asfar as possible to notifications and indicate notifications to the GCC or BCC layer;

- respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for
which no channel description has been received in the notification by the RR sublayer;

- reguest the RR sublayer to receive avoice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer.

4.2.2.6 Service State, SEARCH FOR PLMN
When in state MM IDLE and service state SEARCH FOR PLMN the mobile station shall:
- not start any normal location updating attempt;

- not perform periodic updating;
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- not perform IMS| detach if powered down;
- regject any request from CM entities for MM connections except emergency calls;

- not respond to paging.

4.2.2.7 Service State, RECEIVING GROUP CALL (NORMAL SERVICE)
Only applicable for mobile stations supporting VGCS listening or VBS listening:

When in state MM IDLE and service state RECEIVING GROUP CALL (NORMAL SERVICE), the mobile station
snall:

- perform normal location updating when anew location areais entered;

- perform location updating procedure at expiry of timer T3211 or T3213;
- perform periodic updating at expiration of timer T3212;

- perform IMSI detach;

- support requests from the GCC or BCC layers;

- indicate notifications or paging information to the GCC or BCC layer;

- respond to notification if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for
which no channel description has been received in the notification by the RR sublayer;

- reguest the RR sublayer to receive another voice group or broadcast call if the GCC or BCC sublayer requests
the reception of a voice group or broadcast call for which a channel description has been received in the
notification by the RR sublayer.

4.2.2.8 Service State, RECEIVING GROUP CALL (LIMITED SERVICE)
Only applicable for mobile stations supporting VGCS listening or VBS listening:

When in state MM IDLE and service state RECEIVING GROUP CALL (LIMITED SERVICE), the mobile station
shall:

- not perform periodic updating;
- not perform IMS| detach;
- regject any requests from CM entities for MM connections except for emergency calls;

- perform normal location updating when a cell is entered which may provide normal service (e.g. location area
not in one of the forbidden LAI lists);

- it may respond to paging (with IMS]);

- indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the
notification by the RR sublayer;

- reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has
been received in the notification by the RR sublayer;

- request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the
reception of avoice group or broadcast call for which a channel description has been received in the notification
by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE).

4229 Service State, eCALL INACTIVE
Whenin state MM IDLE and service state eCALL INACTIVE, the mobile station shall:

- not perform periodic updating;
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- not perform IMS| detach;

- reject any reguests from CM entities for MM connections except for emergency calls and callsto a non-
emergency MSISDN for test and terminal reconfiguration services;

- not perform normal location updating; and

- not respond to paging.

4.2.3 Service state when back to state MM IDLE from another state

When returning to MM IDLE, e.g., after alocation updating procedure, the mobile station selects the cell as specified in
3GPP TS 43.022 [82] and 3GPP TS 25.304 [98]. With one exception, thisis anormal cell selection.

An eCall only mobile station (as determined by information configured in USIM), shall start timer T3242 if the return
to MM IDLE state isthe result of an emergency services call and shall start timer T3243 if the return to MM IDLE state
isthe result of acall to a non-emergency MSISDN for test and terminal reconfiguration services, as described in
subclause 4.4.7.

If thisreturn to idle state is not subsequent to a location updating procedure terminated with reception of cause
"Roaming not allowed in thislocation area’, the service state depends on the result of the cell selection procedure, on
the update status of the mobile station, on the location data stored in the mobile station and on the presence of the
SIM/USIM:

- if no cell has been found, the stateis NO CELL AVAILABLE, until acell isfound;
- if no SIM/USIM is present, or if the inserted SIM/USIM is considered invalid by the MS, the stateisNO IMS;

- for an eCall only mobile station (as determined by information configured in USIM), if timer T3242 or timer
T3243 has expired and service state PLMN SEARCH is not required, the stateiseCALL INACTIVE and the
eCall inactivity procedure is performed as described in subclause 4.4.7;

- if the selected cell isin the location area where the M S is registered, then the stateis NORMAL SERVICE; it
shall be noted that this also includes an abnormal case described in subclause 4.4.4.9;

- (Only applicable for mobile stations supporting V GCS listening or VBS listening.) if the mobile stationswasin
the service state RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL
(LIMITED SERVICE) before the location updating procedure and the selected cell isin the location area where
the mobile station is registered, then the state is RECEIVING GROUP CALL (NORMAL SERVICE);

- if the selected cell isin alocation area where the mobile station is not registered but in which the MSis alowed
to attempt alocation update, then the stateis LOCATION UPDATE NEEDED;

- if the selected cell isin alocation area where the mobile station is not allowed to attempt a location update, then
the stateis LIMITED SERVICE;

- if the selected cell isa CSG cell whose CSG ID and associated PLMN identity are not in the Allowed CSG list
or in the Operator CSG list stored in the M S, then the state is LIMITED SERVICE;

- (Only applicable for MSs supporting VGCS listening or VBS listening.) if the MSswasin the service state
RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL (LIMITED SERVICE)
before the location updating procedure and the selected cell isin the location area where the MSis not allowed
to attempt alocation update, then the state is RECEIVING GROUP CALL (LIMITED SERVICE);

- after some abnormal cases occurring during an unsuccessful location updating procedure, as described in
subclause 4.4.4.9, the stateisATTEMPTING TO UPDATE.

In case of areturn from alocation updating procedure to which was answered "Roaming not alowed in this location
ared", the service state PLMN SEARCH is entered as specified in subclause 4.2.1.2.

424 Behaviour in state GMM-DEREGISTERED

The state GMM-DEREGISTERED is entered when:
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- the MSisswitched on;

- the GPRS capability has been enabled in the MS;

- aGPRS detach or combined GPRS detach procedure has been performed; or

- aGMM procedure has failed (except routing area updating, see subclause 4.7.5).

The selection of the appropriate substate of GMM-DEREGISTERED after switching onis described in

subclause 4.2.4.1. The specific behaviour of the MSin state GMM-DEREGISTERED is described in subclause 4.2.4.2.
The substate chosen when the GMM-DEREGISTERED state is returned to from another state except state GMM-
NULL isdescribed in subclause 4.2.4.3.

It should be noted that transitions between the various substates of GMM-DEREGISTERED are caused by (e.g.):

- insertion or removal of the SIM/USIM;

- cell selection/reselection (see also 3GPP TS 43.022 [82] and 3GPP TS 25.304 [99));

- PLMN search;

- loss/regain of coverage; or

- change of RA.
How various GMM procedures affect the GMM-DEREGI STERED substates and the GPRS update status is described
in the detailed description of the GMM procedures in subclause 4.7.

424.1 Primary substate selection

42411 Selection of the substate after power on or enabling the MS's GPRS capability

When the MSis switched on, the substate shall be PLMN-SEARCH in case the SIM/USIM isinserted and valid. See
3GPP TS 23.122[14] and 3GPP TS 45.008 [34] for further details.

When the GPRS capability in an activated M S has been enabled, the selection of the GMM-DEREGISTERED substate
depends on the MM state and the GPRS update status.

The substate chosen after PLMN-SEARCH, in case of power on or after enabling of the GPRS capability is:
- if the cell is not supporting GPRS, the substate shall be NO-CELL-AVAILABLE;
- if no SIM/USIM is present the substate shall be NO-IMSI;

- if acell supporting GPRS has been found and the PLMN or LA isnot in the forbidden list, then the substate shall
be NORMAL-SERVICE;

- if the selected cell supporting GPRSisin aforbidden PLMN, isin aforbidden LA, or isa CSG cell withaCSG
ID and associated PLMN identity that are not in Allowed CSG list or in the Operator CSG list stored inthe MS,
then the MS shall enter the substate LIMITED-SERVICE;

- if the MSisin manua network selection mode and no cell supporting GPRS of the selected PLMN has been
found, the MS shall enter the substate NO-CELL-AVAILABLE.

42412 Other Cases
When the MM state is IDLE, the GMM substate PLMN-SEARCH shall aso be entered in the following cases:
- when aSIM/USIM isinserted in substate NO-IMS!;

when the user has asked for aPLMN selection in any substate except NO IMSI and NO CELL AVAILABLE;
- when coverageislost in any substate except NO IMSI and NO CELL AVAILABLE;

Roaming is denied;
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- optionally, when the MSisin automatic network selection mode and the maximum allowed number of
subsequently unsuccessful attach attempts controlled by the GPRS attach attempt counter (subclause 4.7.3) have
been performed.

4.2.4.2 Detailed description of the MS behaviour in state GMM-DEREGISTERED

In state GMM-DEREGISTERED, the M S shall behave according to the substate. In the following subclauses, the
behaviour is described for the non transient substates.

42421 Substate, NORMAL-SERVICE
The MS shall:
- initiate GPRS attach.

4.2.4.2.2 Substate, ATTEMPTING-TO-ATTACH
The MS shall:
- initiate GPRS attach on the expiry of timers T3311 or T3302;

- initiate GPRS attach when the routing area of the serving cell has changed and the location areathiscell is
belonging to is not in the list of forbidden LAS;

- if entry into this state was caused by b) or d) with cause "Retry upon entry into a new cell” of
subclause 4.7.3.1.5, GPRS attach shall be performed when anew cell is entered;

- if entry into this state was caused by c) or d) with cause different from "Retry upon entry into anew cell" of
subclause 4.7.3.1.5, GPRS attach shall not be performed when a new cell is entered;

- userequests from CM layersto trigger the combined GPRS attach procedure, if the network operatesin network
operation mode |. Depending on which of the timers T3311 or T3302 is running the MS shall stop the relevant
timer and act asif the stopped timer has expired; and

- initiate GPRS attach upon request of the upper layers to establish a PDN connection for emergency bearer
services (UTRAN Iu mode only).

4.2.4.2.3 Substate, LIMITED-SERVICE
The MS:

- shal initiate GPRS attach when a cell is entered which may provide normal service (e.g. location areais not in
one of the forbidden lists); and

- may initiate GPRS attach for emergency bearer services (UTRAN lu mode only).

42424 Substate, NO-IMSI
TheMS:;
- shall perform default cell selection; and

- may initiate GPRS attach for emergency bearer services (UTRAN lu mode only).

42425 Substate, NO-CELL
The MS shall:

- perform cell selection according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] and shall choose an
appropriate substate.
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4.2.4.2.6 Substate, PLMN-SEARCH

The MS shall perform PLMN selection. If anew PLMN is selected, the MS shall reset the GPRS attach attempt counter
and initiate the GPRS attach procedure (see subclause 4.7.3.1).

4.2.4.2.7 Substate, ATTACH-NEEDED

The MS shall start a GPRS attach procedure if still needed as soon as the access class alows network contact in the
selected cell.

42428 Substate, SUSPENDED (A/Gb mode only)
The MS:
- shall not send any user data; and
- shall not send any signalling information.
4.2.4.3 Substate when back to state GMM-DEREGISTERED from another GMM
state

When returning to state GMM-DEREGISTERED, the MS shall select a cell as specified in 3GPP TS 43.022 [82] and
3GPP TS 25.304 [99].

The substate depends on the result of the cell selection procedure, the outcome of the previoudly performed GMM
specific procedures, on the GPRS update status of the MS, on the location area data stored in the MS and on the
presence of the SIM/USIM:

- if no cell has been found, the substate is NO-CELL-AVAILABLE, until acell isfound;

- if no SIM/USIM is present or if the inserted SIM/USIM is considered invalid by the M S, the substate shall be
NO-IMSI;

- if the selected cell isin alocation area where the MS is allowed to roam, the substate shall be NORMAL-
SERVICE;

- if aGPRS attach shall be performed (e.g. network requested reattach), the substate shall be ATTEMPTING-TO-
ATTACH

- if aPLMN reselection (according to 3GPP TS 23.122 [14]) is needed, the substate shall be PLMN SEARCH

- if theselected cell isin alocation area where the MSis not allowed to roam, the substate shall be LIMITED-
SERVICE.

- if the selected cell isa CSG cell whose CSG ID and associated PLMN identity are not in the Allowed CSG list
or in the Operator CSG list stored in the M S, thesubstate shall be LIMITED-SERVICE.
4.2.5 Behaviour in state GMM-REGISTERED
The state GMM-REGISTERED is entered when:

- aGMM context is established, i.e. the MSisIM Sl attached for GPRS services only or for GPRS and non-GPRS
services.

The specific behaviour of the MSin state GMM-REGISTERED is described in subclause 4.2.5.1. The primary substate
when entering the state GMM-REGISTERED is always NORMAL-SERVICE.

It should be noted that transitions between the various substates of GMM-REGISTERED are caused by (e.g.):
- cell selection/reselection (see a'so 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98]);
- change of RA;

- loss/regain of coverage.
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How various GMM procedures affect the GMM-REGISTERED substates is described in the detailed description of the
procedures in subclause 4.7.
4251 Detailed description of the MS behaviour in state GMM-REGISTERED

In state GMM-REGISTERED, the MS shall behave according to the substate as explained below.

42511 Substate, NORMAL-SERVICE

The MS shall:
- perform cell selection/reselection according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98];
- initiate normal routing area updating;

- perform periodic routing area updating except when attached for emergency bearer services (see
subclause 4.7.2.2); and

- receive and transmit user data and signalling information.
GPRS M Ssin operation modes C or A shall answer to paging requests.

GPRS MS in operation mode B may answer to paging requests.

42512 Substate, SUSPENDED (A/Gb mode only)
TheMS:

- shall not send any user data;

- shall not send any signalling information; and

- shall not perform cell-updates.

42513 Substate, UPDATE-NEEDED
The MS shall:
- not send any user data;
- not send any signalling information;
- perform cell selection/reselection according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98]; and

- chose the appropriate new substate depending on the GPRS update status as soon as the access class allows
network contact in the selected cell.

42514 Substate, ATTEMPTING-TO-UPDATE
TheMS:
- should not send any user data;
- shall initiate routing area update on the expiry of timers T3311 or T3302;

- shall initiate routing area update when the routing area of the serving cell has changed and the location area this
cell ishelonging to isnot in thelist of forbidden LAS;

- shal if entry into this state was caused by b) or d) with cause "Retry upon entry into a new cell”, of
subclause 4.7.5.1.5, initiate routing area updating when a new cell is entered;

- shal if entry into this state was caused by c) or d) with cause different from "Retry upon entry into a new cell" of
subclause 4.7.5.1.5, not initiate routing area updating when a new cell is entered,;
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- shall use request from CM layersto trigger the combined routing area update procedure, if the network operates
in network operation mode |. Depending on which of the timers T3311 or T3302 is running the M S shall stop the
relevant timer and act asiif the stopped timer has expired; and

- shall initiate routing area update upon request of the upper layersto establish a PDN connection for emergency
bearer services (UTRAN [u mode only).

4.25.15 Substate, NO-CELL-AVAILABLE
The MS shall perform cell selection/reselection according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98].

4.2.5.1.6 Substate, LIMITED-SERVICE
The MS:
- shall perform cell selection/reselection according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] and

- may initiate GPRS attach for emergency bearer services (UTRAN lu mode only).;

42517 Substate, ATTEMPTING-TO-UPDATE-MM

The MS shall:
- perform cell selection/reselection according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98];
- receive and transmit user data and signalling information;

- initiate routing area update indicating "combined RA/LA updating with IMS] attach" on the expiry of timers
T3311 or T3302;

- initiate routing area update indicating "combined RA/LA updating with IMS] attach" when the routing area of
the serving cell has changed and the location areathis cell is belonging to is not in the list of forbidden LAs.

GPRS M Ssin operation modes C or A shall answer to paging requests.

GPRS MS in operation mode B may answer to paging requests.

4.2.5.1.8 Substate, PLMN-SEARCH

When the MM state is IDLE, the GMM substate PLMN-SEARCH may be entered if the MS isin automatic network
selection mode and the maximum allowed number of subsequently unsuccessful routing area update attempts controlled
by the GPRS routing area updating attempt counter (subclause 4.7.5) have been performed. If anew PLMN is selected,
the MS shall reset the routing area updating attempt counter and perform the routing area updating procedure.

4.3 MM common procedures

As described in subclause 4.1.1, aMM common procedure can beinitiated at any time whilst a RR connection exists
between the network and the mobile station.
4.3.1 TMSI reallocation procedure

The purpose of the TMSI reallocation procedure is to provide identity confidentiality, i.e. to protect a user against being
identified and located by an intruder (see 3GPP TS 42.009 [5], 3GPP TS 43.020 [13] and 3GPP TS 33.102 [54]).

If the identity confidentiality serviceis applied for an IMSI, a Temporary Mobile Subscriber Identity (TMSI) is used for
identification within the radio interface signalling procedures.

In anetwork supporting the feature 'Intra domain connection of RAN nodes to multiple CN nodes a TMSI shall be
alocated to each IM S| attached mobile station. See 3GPP TS 23.236 [94], subclause 4.3.
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The structure of the TMSI is specified in 3GPP TS 23.003 [10]. The TMSI has significance only within alocation area.
Ouitside the location area it has to be combined with the Location Arealdentifier (LAI) to provide for an unambiguous
identity.

Usually the TMSI reallocation is performed at least at each change of alocation area. (Such choices are | eft to the
network operator).

Thereallocation of aTMSI can be performed either by a unique procedure defined in this subclause or implicitly by a
location updating procedure using the TMSI. The implicit reallocation of a TMSI is described together with that
procedure.

If aTMSI provided by a mobile station is unknown in the network e.g. due to a data base failure, the network may
require the mobile station to provide its International Mobile Subscriber Identity (IMSI). In this case the identification
procedure (see subclause 4.3.3) should be used before the TM Sl reallocation procedure may be initiated.

The TMSI reallocation can beinitiated by the network at any time whilst a RR connection exists between the network
and the mobile station.

NOTE 1: Usually the TMSI reallocation is performed in ciphered mode.

NOTE 2: Normally the TMSI reallocation will take place in conjunction with another procedure, e.g. at location
updating or at call setup (see 3GPP TS 29.002 [37]).

NOTE 3: The explicit TMSI reallocation procedure is started by the network only if the mobile station is updated in
the current location area or if alocation updating procedure is ongoing for that particular mobile station,
or if the network wishesto send a non-broadcast LAl according to 3GPP TS 23.236 [94] to the mobile
station.

4311 TMSI reallocation initiation by the network

The network initiates the TM S| reallocation procedure by sendinga TMSI REALLOCATION COMMAND message to
the mobile station and starts the timer T3250.

The TMSI REALLOCATION COMMAND message contains a new combination of TMSI and LAI allocated by the
network or aLAl and the IMS] if the used TM S| shall be deleted. Usually the TMSI-REALLOCATION COMMAND
message is sent to the mobile station using a RR connection in ciphered mode (see 3GPP TS 43.020 [13] and

3GPP TS 33.102 [54)]).

4312 TMSI reallocation completion by the mobile station

Upon receipt of the TMSI REALLOCATION COMMAND message the mobile station stores the Location Area
Identifier (LAI) inthe SIM/USIM. If the received identity is the IMSI of the relevant mobile station, the mobile station
deletesany TMSI. If the received identity isa TM S| the mobile station stores the TMSI in the SIM/USIM. In both cases
the mobile station sendsa TMS| REALLOCATION COMPLETE message to the network.

4313 TMSI reallocation completion in the network.

Upon receipt of the TMSI REALLOCATION COMPLETE message, the network stops the timer T3250 and either
considers the new TMSI asvalid or, if an IMSI was sent to the mobile station, considers the old TMSI as del eted.

If the RR connection is no more needed, then the network will request the RR sublayer to release it (see
3GPP TS 44.018 [84] subclause 3.5 and 3GPP TS 25.331 [23c]).

4.3.1.4 Abnormal cases

Mobile station side:

The mobile station shall consider the new TMSI and new LA, if any, asvalid and the old TMSI and old LAI as
deleted assoon asa TMSI REALLOCATION COMMAND or another message containing anew TMSI (e.g.
LOCATION UPDATING ACCEPT) is correctly received. Any RR connection failure at alater stage shall not
have any impact on the TMSI and LAI storage.

Network side:
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(8 RR connection failure:

If the RR connection islost before the TMSI REALLOCATION COMPLETE message isreceived, all MM
connections (if any) shall be released and both the old and the new TMSI's should be considered as occupied
for a certain recovery time.

During this period the network may:

- usetheIMS for paging in the case of network originated transactions on the CM layer. Upon response
from the mobile station the TM S| reallocation is restarted,;

- consider the new TMSI asvalid if it is used by the mobile station in mobile originated requests for RR
connection;

- usethe Identification procedure followed by a new TMSI reallocation if the mobile station uses the old
TMSI.

Other implementations are possible.
(b) Expiry of timer T3250:

The TMSI reallocation is supervised by the timer T3250 in the network. At the first expiry of timer T3250
the network may release the RR connection. In this case, the network shall abort the reallocation procedure
release all MM connectionsif any, and follow the rules described for RR connection failure above.

mobile station network

TMSI REAL CMD
Cmmmm e Start T3250

————————————————— > Stop T3250

Figure 4.1/3GPP TS 24.008: TMSI reallocation sequence

4.3.2  Authentication procedure

4.3.2a Authentication procedure used for a UMTS authentication challenge
The purpose of the authentication procedureis fourfold (see 3GPP TS 33.102 [54a)):
First to permit the network to check whether the identity provided by the mobile station is acceptable or not;
Second to provide parameters enabling the mobile station to calculate anew UMTS ciphering key;
Third to provide parameters enabling the mobile station to calculate anew UMTS integrity key;
Fourth to permit the mobile station to authenticate the network.
The cases where the authentication procedure should be used are defined in 3GPP TS 33.102 [5al.

The UMTS authentication procedure is always initiated and controlled by the network. However, there is the possibility
for the MS to reject the UMTS authentication challenge sent by the network.

The MS shall support the UM TS authentication challenge, if aUSIM isinserted.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is
performed in A/Gb mode or in lu mode. After a successful UMTS authentication, the UMTS ciphering key, the UMTS
integrity key, the GSM ciphering key and the ciphering key sequence number, are stored both in the network and the
MS. Furthermore, in A/Gb mode both the ME and the network may derive and store a GSM K5 as part of the UMTS
security context as described in the subclause 4.3.2.3a.

4.3.2b Authentication Procedure used for a GSM authentication challenge

The purpose of the authentication procedure is twofold (see 3GPP TS 43.020 [13]):

ETSI



3GPP TS 24.008 version 9.11.0 Release 9 73 ETSI TS 124 008 V9.11.0 (2012-07)

First to permit the network to check whether the identity provided by the mobile station is acceptable or not;
Second to provide parameters enabling the mobile station to calculate anew GSM ciphering key.
The cases where the authentication procedure should be used are defined in 3GPP TS 42.009 [5].

The authentication procedure is dways initiated and controlled by the network. GSM authentication challenge shall be
supported by a ME supporting GERAN or UTRAN.

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in
A/Gb mode or in lu mode. However, in lu mode the MS shall not accept a GSM authentication challenge, if aUSIM is
inserted. After a successful GSM authentication, the GSM ciphering key and the ciphering key sequence number, are
stored both in the network and the MS.

4321 Authentication request by the network

The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST message across
the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message contains the parameters
necessary to calculate the response parameters (see 3GPP TS 43.020 [13] (in case of GSM authentication challenge)
and 3GPP TS 33.102 [54] (in case of an UMTS authentication challenge)).

InaGSM authentication challenge, the AUTHENTICATION REQUEST message also contains the GSM ciphering key
sequence number allocated to the key which may be computed from the given parameters.

InaUMTS authentication challenge, the AUTHENTICATION REQUEST message al so contains the ciphering key
sequence number allocated to the key set of UMTS ciphering key, UM TS integrity key and GSM ciphering key which
may be computed from the given parameters. Furthermore, the ciphering key sequence number is also linked to a GSM
Ky if after the authentication procedure the network in A/Gb mode selects an A5 ciphering algorithm that requires a
128-bit ciphering key.

4.3.2.2 Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a
RR connection exists. With exception of the cases described in subclause 4.3.2.5.1, it shall process the challenge
information and send back an AUTHENTICATION RESPONSE message to the network.

If aSIM isinserted in the M S, the MS shall ignore the Authentication Parameter AUTN IE if included in the
AUTHENTICATION REQUEST message and shall proceed as in case of a GSM authentication challenge. It shall not
perform the authentication of the network described in subclause 4.3.2.5.1.

InaGSM authentication challenge, the new GSM ciphering key calculated from the challenge information shall
overwrite the previous GSM ciphering key and any previously stored UMTS ciphering key and UMTS integrity key
shall be deleted. The new GSM ciphering key shall be stored on the SIM/USIM together with the ciphering key
sequence number.

In aUMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS
integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM
ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are
stored on the USIM together with the ciphering key sequence number. Furthermore, in A/Gb mode when after the
authentication procedure an A5 ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a new
GSM Kcy,g shall also be calculated as described in the subclause 4.3.2.3a

The SIM/USIM will provide the mobile station with the authentication response, based upon the authentication
challenge given from the ME. A UMTS authentication challenge will result in the USIM passing a RES to the ME. A
GSM authentication challenge will result in the SIM/USIM passing a SRES to the ME.

A ME supporting UM TS authentication challenge may support the following procedure:

In order to avoid a synchronisation failure, when the mobile station receivesan AUTHENTICATION REQUEST
message, the mobile station shall store the received RAND together with the RES returned from the USIM in the
volatile memory and associate it with CS domain. When the M S receives a subsequent AUTHENTICATION
REQUEST message, if the stored RAND value for the CS domain is equal to the new received valuein the
AUTHENTICATION REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall
immediately send the AUTHENTICATION RESPONSE message with the stored RES for the CS domain. If, for the CS
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domain, thereis no valid stored RAND in the mobile station or the stored RAND is different from the new received
valueinthe AUTHENTICATION REQUEST message, the mobile station shall passthe RAND to the USIM, shall
override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3218.

The RAND and RES values stored in the mobile station shall be deleted and timer T3218, if running, shall be stopped:

- upon receipt of a SECURITY MODE COMMAND (lu mode only),
CIPHERING MODE COMMAND (A/Gb mode only),
CM_SERVICE_ACCEPT,

CM_SERVICE_REJECT,
LOCATION_UPDATING_ACCEPT
or AUTHENTICATION REJECT message;

- upon expiry of timer T3218; or

- if the mobile station entersthe MM state MM IDLE or NULL.

4.3.2.3 Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the
validity of the response (see 3GPP TS 43.020 [13] in case of a GSM authentication challenge respective
3GPP TS 33.102 [54] in case of an UMTS authentication challenge).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3260. In Synch failure
case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

4.3.2.3a 128-bit circuit-switched GSM ciphering key

The ME and the network may derive and store a 128-bit circuit-switched GSM ciphering key or GSM Kcy,gfrom an
established UM TS security context. If the GSM Kcyog exists, then it isalso part of the UM TS security context.

The ME withaUSIM in use shall compute a new GSM Kc;,g using the UMTS ciphering key and the UMTS integrity
key from an established UMTS security context as specified in 3GPP TS 33.102 [5a]. The new GSM Kc,g shall be
stored only in the ME. The ME shall overwrite the existing GSM K¢y, with the new GSM Kcy.5. The ME shall delete
the GSM Ky, at switch off, when the USIM is disabled as well as under the conditions identified in the

subclause 4.1.2.2 and 4.3.2.4. The ME with aUSIM in use shall apply the GSM Kc,,3 whenin A/Gb mode an A5
ciphering algorithm that requires a 128-hit ciphering key is taken into use.

The network shall compute the GSM Kc,,g using the UM TS integrity key and the UMTS ciphering key from an
established UMTS security context as specified in 3GPP TS 33.102 [5a] only when in A/Gb mode an A5 ciphering
algorithm that requires a 128-hit ciphering key isto be used.

43.2.4 Ciphering key sequence number
The security parameters for authentication and ciphering are tied together in sets.

In aGSM authentication challenge, from a challenge parameter RAND both the authentication response parameter
SRES and the GSM ciphering key can be computed given the secret key associated to the IMSI.

In aUMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES
and the UMTS ciphering key and the UM TS integrity key can be computed given the secret key associated to the IMSI.
In addition, in the USIM a GSM ciphering key can be computed from the UMTS ciphering key and the UM TS integrity
key by means of an unkeyed conversion function. Furthermore, in A/Gb mode if an A5 ciphering algorithm that
requires a 128-hit ciphering key is taken into use, then a GSM Kc,,g shall also be calculated as described in the
subclause 4.3.2.3a

In order to allow start of ciphering on a RR connection without authentication, the ciphering key sequence numbers are
introduced. The ciphering key sequence number is managed by the network in the way that the AUTHENTICATION
REQUEST message contains the ciphering key sequence number allocated to the GSM ciphering key (in case of a GSM
authentication challenge) or the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication
challenge) which may be computed from the RAND parameter carried in that message.
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If an authentication procedure has been completed successfully and a ciphering key sequence number is stored in the
network, the network shall include a different ciphering key sequence number in the AUTHENTICATION REQUEST
message when it intiates a new authentication procedure.

The mobile station stores the ciphering key sequence number with the GSM ciphering key (in case of a GSM
authentication challenge) and the UMTS ciphering key and the UM TS integrity key (in case of a UMTS authentication
challenge) and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE
REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which ciphering key sequence number
the stored GSM ciphering key (in case of a GSM authentication challenge) or set of UMTS ciphering, UMTS integrity,
derived GSM ciphering key, and potentially the derived GSM K55 (in case of a UMTS authentication challenge) has.

When the deletion of the ciphering key sequence number is described this also means that the associated GSM
ciphering key, the UMTS ciphering key and the UMTS integrity key shall be considered asinvalid and also the GSM
Kcyog shall be deleted if any (i.e. the established GSM security context or the UMTS security context is no longer valid).

In A/Gb mode, the network may choose to start ciphering with the stored GSM ciphering key or GSM Kc;. (under the
restrictions given in 3GPP TS 42.009 [5]) if the stored ciphering key sequence number and the one given from the
mobile station are equal .

NOTE 1: Thedecision of starting ciphering with the GSM ciphering key or the GSM Kc;,5 depends on whether the
network indicatesin the CIPHERING MODE COMMAND message an A5 ciphering a gorithm which
reguires a 64 or 128-bit ciphering key as specified in 3GPP TS 33.102 [54].

In lu mode, the network may choose to start ciphering and integrity with the stored UMTS ciphering key and UMTS
integrity key (under the restrictions given in 3GPP TS 42.009 [5] and 3GPP TS 33.102 [54)]) if the stored ciphering key
sequence number and the one given from the mobile station are equal.

NOTE 2: In some specifications the term KSI (Key Set Identifier) might be used instead of the term ciphering key
sequence number.

4.3.2.5 Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of
identification used by the mobile station:

- the TMSI was used;
- theIMS| was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the
mobile station then differs from the one the network had associated with the TM S, the authentication should be
restarted with the correct parameters. If the IMSI provided by the M S is the expected one (i.e. authentication has really
failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION
REJECT message should be transferred to the mobile station. If the MSis attached for emergency bearer servicesor is
attaching for emergency bearer services, the network shall not send an AUTHENTICATION REJECT message and
shall consider the authentication procedure as successful.

After having sent this message, al MM connections in progress (if any) are released and the network should initiate the
RR connection release procedure described in subclause 3.5.0f 3GPP TS 44.018 [84] (A/Gb mode only),
3GPP TS 25.331 [23c] (UTRAN lu mode only), or in 3GPP TS 44.118 [111] (GERAN Iu mode only).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the
SIM/USIM to U3 ROAMING NOT ALLOWED, delete from the SIM/USIM the stored TMSI, LAI and ciphering key
sequence number. The SIM/USIM shall be considered as invalid until switching off or the SIM/USIM is removed.

If the AUTHENTICATION REJECT messageisreceived in the state IMSI DETACH INITIATED the mobile station
shall follow subclause 4.3.4.3.

If the AUTHENTICATION REJECT message isreceived in any other state the mobile station shall abort any MM
specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if
running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK
COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time
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controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after aRR
connection release triggered from the network side or after a RR connection abort requested by the MS-side, the M S
enters state MM IDLE, substate NO IMS].

43251 Authentication not accepted by the MS

InaUMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity
of the core network. Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect
AUTN parameter (see 3GPP TS 33.102 [54]). This parameter contains two possible causes for authentication failure:

a) MAC codefailure:

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it
shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'.
The MS shall then follow the procedure described in subclause 4.3.2.6 (c).

b) SON failure:

If the MS considers the SON (supplied by the core network in the AUTN parameter) to be out of range, it
shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure'
and are-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [54a]). The MS shall then
follow the procedure described in subclause 4.3.2.6 (d).

INUMTS, an MSwith aUSIM inserted shall reject the authentication challenge if no Authentication Parameter AUTN
|E was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received
when the M S expects a UMTS authentication challenge). In such a case, the MS shall send the AUTHENTICATION
FAILURE message to the network, with the reject cause "GSM authentication unacceptable”. The MS shall then follow
the procedure described in subclause 4.3.2.6 ().

If the MSreturnsan AUTHENTICATION_FAILURE message to the network, the MS shall delete any previously
stored RAND and RES and shall stop timer T3218, if running.

4.3.2.6 Abnormal cases
(8 RR connection failure:

Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the
network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3260:

The authentication procedure is supervised on the network side by the timer T3260. At expiry of thistimer the
network may release the RR connection. In this case the network shall abort the authentication procedure and
any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release
procedure described in subclause 3.5 of 3GPP TS 44.018 [84] (A/Gb mode only), 3GPP TS 25.331 [23(]
(UTRAN lu mode only), or in 3GPP TS 44.118 [111] (GERAN lu mode only).

(c) Authentication failure (reject cause "MAC failure" or "GSM authenti cation unacceptable™):

The MS shall send an AUTHENTICATION FAILURE message, with reject cause "MAC failure" or "GSM
authentication unacceptable" according to subclause 4.3.2.5.1, to the network and start timer T3214.
Furthermore, the MS shall stop any of the retransmission timers that are running (e.g. T3210, T3220 or T3230).
Upon the first receipt of an AUTHENTICATION FAILURE message from the MS with reject cause "MAC
failure" or "GSM authentication unacceptable”, the network may initiate the identification procedure described
in subclause 4.3.3. Thisisto alow the network to obtain the IMSI from the MS. The network may then check
that the TMSI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of
the IDENTITY REQUEST message from the network, the MS shall send the IDENTITY RESPONSE message.

NOTE: Upon receipt of an AUTHENTICATION FAILURE message from the MS with reject cause "MAC
failure" or "GSM authentication unacceptable”, the network may also terminate the authentication
procedure (see subclause 4.3.2.5).
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If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new
AUTHENTICATION REQUEST message to the MS. Upon receiving the new AUTHENTICATION REQUEST
message from the network, the M S shall stop the timer T3214, if running, and then process the challenge
information as normal.

If the network is validated successfully (an AUTHENTICATION REQUEST that contains avalid SQN and
MAC isreceived), the MS shall send the AUTHENTICATION RESPONSE message to the network and shall
start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped whenthe MS
received thefirst falled AUTHENTICATION REQUEST message.

If the MS receives the second AUTHENTICATION REQUEST while T3214 is running, and the MAC value
cannot be resolved or the message contains a GSM authentication challenge, the M S shall follow the procedure
specified in this subclause (c), starting again from the beginning. If the SQN isinvalid, the MS shall proceed as
specified in (d).

It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by
the MS) if any of the following occur:

- after sending the AUTHENTICATION FAILURE message with the reject cause "MAC failure" or "GSM
authentication unacceptable” the timer T3214 expires;

- the MS detects any combination of the authentication failures: "MAC failure”, "invalid SQN", and "GSM
authentication unacceptable”, during three consecutive authentication challenges. The authentication
challenges shall be considered as consecutive only, if the authentication challenges causing the second and
third authentication failure are received by the MS, while the timer T3214 or T3216 started after the previous
authentication failure is running.

When it has been deemed by the M S that the source of the authentication challenge is not genuine (i.e.
authentication not accepted by the MS), the MS shall behave as described in subclause 4.3.2.6.1.

MS Network
AUTHENTICATION REQUEST
< Start T3260
AUTH FAILURE (cause="MAC failure’ or ‘GSM
Start T3214 ~ _ authenticationunaccepteble’) p-Stop T3260
IDENTITY REQUEST Start T3270
4 _____________________________
IDENTITY RESPONSE (IMS) Stop T3270
_____________________________ >
AUTHENTICATION REQUEST Start T3260
SopT324 oo
AUTHENTICATION RESPONSE Stop T3260
———————————————————————————— >

Figure 4.2/3GPP TS 24.008: Authentication Failure Procedure
(reject cause "MAC failure" or "GSM authentication unacceptable™)

(d) Authentication failure (reject cause "synch failure"):

The MS shall send an AUTHENTICATION FAILURE message, with rgject cause "synch failure”, to the
network and start the timer T3216. Furthermore, the M S shall stop any of the retransmission timers that are
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running (e.g. T3210, T3220 or T3230). Upon the first receipt of an AUTHENTICATION FAILURE message
from the MS with the reject cause "synch failure”, the network shall use the returned AUTS parameter from the
authentication failure parameter 1E in the AUTHENTICATION FAILURE message, to re-synchronise. There-
synchronisation procedure requires the VLR/M SC to delete all unused authentication vectors for that IMS| and
obtain new vectors from the HLR. When re-synchronisation is complete, the network shall initiate the
authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the MS shall stop the
timer T3216, if running.

NOTE: Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the M S with reject
cause "synch failure", the network may terminate the authentication procedure by sending an
AUTHENTICATION REJECT message.

If the network is validated successfully (anew AUTHENTICATION REQUEST isreceived which contains a
valid SQON and MAC) while T3216 isrunning, the MS shall send the AUTHENTICATION RESPONSE
message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were
running and stopped when the M S received the first failled AUTHENTICATION REQUEST message.

If the M S receives the second AUTHENTICATION REQUEST while T3216 is running, and the MAC value
cannot be resolved or the message contains a GSM authentication challenge, the M S shall proceed as specified in
(c); if the SQN isinvalid, the MS shall follow the procedure specified in this subclause (d), starting again fom
the beginning.

The M S shall deem that the network has failed the authentication check and behave as described in
subclause 4.3.2.6.1, if any of the following occurs:

- thetimer T3216 expires,

- the MS detects any combination of the authentication failures: "MAC failure”, "invalid SQN", and "GSM
authentication unacceptable”, during three consecutive authentication challenges. The authentication
challenges shall be considered as consecutive only, if the authentication challenges causing the second and
third authentication failure are received by the MS, while the timer T3214 or T3216 started after the previous
authentication failure is running.

MS Network
AUTHENTICATION REQUEST Start T3360
<
AUTH FAILURE (cause="Synch failure’) Stop T3260
Stat 7326 ________ _ _ _ _ _ _ _ __ » Perform
AUTHENTICATION REQUEST Rg—wnch
Stop T3216 o with HLR
AUTHENTICATION RESPONSE
_____________________________ >

Figure 4.2a/3GPP TS 24.008: Authentication Failure Procedure (reject cause "Synch failure")

43.2.6.1 MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then it shall request RR or RRC to release the RR
connection and the PS signalling connection, if any, and bar the active cell or cells (see 3GPP TS 25.331 [23¢] and
3GPP TS 44.018 [84]). The MS shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were
running and stopped when the M S received the first AUTHENTICATION REQUEST message containing an invalid
MAC or invalid SQN, or no AUTN when aUMTS authentication challenge was expected.
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4.3.2.7 Handling of keys at intersystem change from lu mode to A/Gb mode

At inter-system change from lu mode to A/Gb mode, ciphering may be started (see 3GPP TS 44.018 [84]) without any
new authentication procedure. Deduction of the appropriate security key for ciphering in A/Gb mode, depends on the
current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key and a potential GSM K5 according to table 4.3.2.7.1.

Table 4.3.2.7.1/3GPP TS 24.008: Inter-system change from lu mode to A/Gb mode

Security context established in MS and At inter-system change to A/Gb mode:
network in lu mode

GSM security context An ME shall apply the stored GSM ciphering key that was
received from the GSM security context residing in the SIM/USIM
during the latest successful ciphering mode setting or security
mode control procedure before the inter-system change.

UMTS security context If an A5 algorithm is taken into use that requires a 64-bit
ciphering key, then an ME shall apply the stored GSM ciphering
key that was derived by the USIM from the UMTS ciphering key
and the UMTS integrity key and provided by the USIM during the
latest successful ciphering mode setting or security mode control
procedure before the inter-sytem change.

If an A5 algorithm is taken into use that requires a 128-bit
ciphering key, then an ME shall apply the GSM Kci2g derived by
the ME from the UMTS ciphering key and the UMTS integrity key
(see 3GPP TS 33.102 [5a]) provided by USIM during the lastest
successful ciphering mode setting or security mode control
procedure before the inter-system change (see

subclause 4.3.2.3a).

NOTE: A USIM with UMTS security context, passes the UMTS ciphering key, the UMTS integrity key and the
derived GSM ciphering key to the ME independent on the current radio access being UTRAN or
GERAN.

4.3.2.7a Use of established security contexts

In A/Gb mode, in the case of an established GSM security context, the GSM ciphering key shall be loaded from the
SIM/USIM and taken into use by the ME when any valid CIPHERING MODE COMMAND is received during an RR
connection (the definition of avalid CIPHERING MODE COMMAND message is given in 3GPP TS 44.018 [84]
subclause 3.4.7.2).

In A/Gb mode, in the case of an established UM TS security context, the GSM ciphering key shall be loaded from the
USIM and taken into use by the MS when avalid CIPHERING MODE COMMAND is received during an RR
connection (the definition of avalid CIPHERING MODE COMMAND messageis given in 3GPP TS 44.018 [84]
subclause 3.4.7.2) which indicates an A5 ciphering algorithm that requires a 64-bit ciphering key. The network shall
derive a GSM ciphering key from the UM TS ciphering key and the UMTS integrity key by using the conversion
function named "c3" defined in 3GPP TS 33.102 [5a].

In A/Gb mode, in the case of an established UMTS security context, the UMTS ciphering key and the UM TS integrity
key shall be loaded from the USIM in order for the ME to derive the GSM Kcypg (See 3GPP TS 33.102 [54]) and shall
be taken into use by the ME when avalid CIPHERING MODE COMMAND isreceived during an RR connection (the
definition of avalid CIPHERING MODE COMMAND messageis given in 3GPP TS 44.018 [84] subclause 3.4.7.2)
which indicates an A5 ciphering algorithm that requires a 128-bit ciphering key. The network shall derive a GSM Kcy,g
from the UMTS ciphering key and the UMTS integrity as defined in 3GPP TS 33.102 [54].

In lu mode, in the case of an established GSM security context, the ME shall derive a UMTS ciphering key and a
UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in
3GPP TS 33.102 [5a]. The GSM ciphering key shall be loaded from the SIM/USIM and the derived UMTS ciphering
key and UMTS integrity key shall be taken into use by the MS when avalid SECURITY MODE COMMAND
indicating CS domain is received during an RR connection (the definition of avalid SECURITY MODE COMMAND
message is given in 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]). The network shall derive a UMTS ciphering
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key and aUMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5"
defined in 3GPP TS 33.102 [5a].

In lu mode, in the case of an established UM TS security context, the UMTS ciphering key and UMTS integrity key
shall be loaded from the USIM and taken into use by the MS when avalid SECURITY MODE COMMAND indicating
CSdomain is received during a RR connection (the definition of avalid SECURITY MODE COMMAND messageis
givenin 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

In lu mode and A/Gb mode, if the MS received avalid SECURITY MODE COMMAND indicating CSdomainin lu
mode or avalid CIPHERING MODE COMMAND in A/Gb mode before the network initiates a new Authentication
procedure and establishes a new GSM/UMTS security context, the new keys are taken into use in the MS when a new
valid SECURITY MODE COMMAND indicating CS domain in lu mode, or anew valid CIPHERING MODE
COMMAND in A/Gb mode, is received during the RR connection. In case of lu mode to lu mode handover, A/Gb
mode to A/Gb mode handover, or inter-system change to A/Gb mode, the MS and the network shall continue to use the
key from the old key set until anew valid SECURITY MODE COMMAND indicating CS domain in lu mode, or a new
valid CIPHERING MODE COMMAND in A/Gb mode, is received during the RR connection. In case of inter-system
change to lu mode, the MS and the network shall continue to use the keys from the old key set until the second valid
SECURITY MODE COMMAND indicating CS domain is received during the RR connection.

NOTE 1: If the MSreceived avalid SECURITY MODE COMMAND indicating CS domain in lu mode or avalid
CIPHERING MODE COMMAND in A/Gb mode before the inter-system change to lu mode occurs, the
first SECURITY MODE COMMAND message after the inter-system change, which indicates CS domain
and includes only an Integrity protection mode IE, isinitiated by the UTRAN without receipt of a
corresponding RANAP security mode control procedure from the MSC/VLR. The only purpose of this
SECURITY MODE COMMAND message is to activate the integrity protection, but not to load a new
key set from the SIM/USIM (see 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [111]).

NOTE 2: If the MS did not receive any valid SECURITY MODE COMMAND indicating CS domain in lu mode
or any valid CIPHERING MODE COMMAND in A/Gb mode before the inter-system change to lu mode
occurs, the first SECURITY MODE COMMAND message after the inter-system change, which indicates
CSdomain, isinitiated by the UTRAN on receipt of a RANAP security mode control procedure from the
MSC/VLR. The purpose of this SECURITY MODE COMMAND message isto load a key set from the
SIM/USIM and to activate either integrity protection or ciphering and integrity protection (see
3GPP TS 25.331 [23c] and 3GPP TS 44.118[111]).

4.3.2.8 Handling of keys at intersystem change from A/Gb mode to lu mode

At inter-system change from A/Gb mode to Iu mode, ciphering and integrity may be started (see

3GPP TS 25.331 [23c]) without any new authentication procedure. Deduction of the appropriate security keys for
ciphering and integrity check in lu mode, depends on the current GSM/UMTS security context stored in the MS and the
network.

The ME shall handle the UMTS ciphering key and the UMTS integrity key according to table 4.3.2.8.1.

Table 4.3.2.8.1/3GPP TS 24.008: Inter-system change from A/Gb mode to lu mode

Security context established in MS and At inter-system change to lu mode:
network in A/Gb mode

GSM security context An ME shall derive the UMTS ciphering key and the UMTS
integrity key from the stored GSM ciphering key that was
provided by the SIM/USIM during the latest successful ciphering
mode setting or security mode control procedure before the inter-
system change. The conversion functions named "c4" and "c5" in
3GPP TS 33.102 [5a] are used for this purpose.

UMTS security context An ME shall apply the stored UMTS ciphering key and the stored
UMTS integrity key that were received from the UMTS security
context residing in the USIM during the latest successful
ciphering mode setting or security mode control procedure before
the inter-system change.
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NOTE: A USIM with UMTS security context, passes the UMTS ciphering key, the UMTS integrity key and the
derived GSM ciphering key to the ME independent on the current radio access being UTRAN or
GERAN.

4.3.2.9 Void
4.3.2.10 Derivation of keys at SRVCC handover from S1 mode

4.3.2.10.1 PDN connection with integrity protection

At PS to CS domain change from S1 mode due to SRV CC handover of a PDN connection for which the "null integrity
protection algorithm" EIAO has not been used (see 3GPP TS 23.216 [126]), when the M S receives the command to
perform handover, the MS shall derive a UMTS security context for the CS domain from the current EPS security
context.

The MS shall set the CKSN of the derived UMTS security context to the value of the eKSI of the EPS security context
and derive security keys CK srycc and 1K sgyec as specified in 3GPP TS 33.401 [123]. The ME shall also derive the
security key GSM ciphering key Kc from CK grycc and 1K sgycc Using the conversion function ¢3 as specified in
3GPP TS 33.102 [58]. The M S shall apply these derived security keys, handle the START s value as specified in
3GPP TS 25.331 [23c] and replace an already established UM TS security context for the CS domain, if any, in the
USIM, when the SRV CC handover from S1 mode has been completed successfully.

NOTE: Because of deriving anew UMTS security context for the CS domain, anew GSM ciphering key needs
also to be derived from the new derived UMTS security keys for the CS domain (i.e. CK sgycc and
IKsrvee)- Note that the new GSM ciphering key is aso part of the new UMTS security context for the CS
domain as well, asany old GSM ciphering key stored in the USIM and in the ME, belongs to an old
UMTS security context for the CS domain and can no longer be used.

The network shall replace an already established UMTS security context for the CS domain, if any, when the SRVCC
handover from S1 mode has been completed successfully.

If the SRV CC handover from S1mode has not been completed successfully, the MS and the network shall delete the
new derived GSM or UMTS security context for the CS domain. Additionally, the network shall delete the already
established GSM or UMTS security context for the CS domain, if the CKSN of the already established GSM or UMTS
security context is equal to the CKSN of the new derived GSM or UMTS security context for the CS domain.

4.3.2.10.2 PDN connection without integrity protection

At PSto CS domain change from S1 mode due to SRV CC handover of a PDN connection for emergency bearer
services for which the "null integrity protection algorithm" EIAO has been used while in S1 mode, the MS and the
network shall not perform key derivation.

4.3.2.11 Derivation of keys at SRVCC handover from lu mode to lu mode

43211.1 PDN connection with integrity protection

At PSto CS domain change from lu mode to lu mode due to SRV CC handover of a PDN connection for which integrity
protection has been activated, ciphering and integrity may be started (see 3GPP TS 25.331 [23c]) without any new
authentication procedure. Deduction of the appropriate security keys for ciphering and integrity check in lu mode,
depends on the current GSM or UMTS security context for the PS domain stored in the M S and the network.

The ME shdll handle the UMTS ciphering key and the UM TS integrity key according to table 4.3.2.11.1.
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Table 4.3.2.11.1/3GPP TS 24.008: SRVCC handover from lu mode to lu mode

Security context for the PS domain At inter-system change to lu mode:
established in MS and network in lu mode

GSM security context An ME shall derive the GSM ciphering key (Kc") from the stored
GPRS GSM ciphering key, which was provided by the SIM/USIM
during the latest successful authentication, and the NONCE
received in the command to perform handover (see

3GPP TS 25.331 [23c]) using the key derivation function
specified in 3GPP TS 33.102 [5a]. The ME shall use the derived
GSM ciphering key (Kc") to derive the UMTS security keys UMTS
ciphering key (CK") and UMTS integrity key (IK"). The conversion
functions named "c4" and "c5" in 3GPP TS 33.102 [5a] are used
for this purpose. The MS shall set the CKSN of the derived GSM
security context for the CS domain to the value of the GPRS
CKSN of the GSM security context for PS domain. Furthermore,
the ME shall apply the new derived UMTS security keys and
replace an already established GSM security context for the CS
domain, if any, in the SIM/USIM, when the SRVCC handover
from lu mode has been completed successfully. Furthermore, the
MS shall handle the STARTcs value as specified in

3GPP TS 25.331 [23c]).

UMTS security context An ME shall derive the UMTS security keys UMTS ciphering key
(CK") and UMTS integrity key (IK") from the GPRS UMTS
ciphering key and the GPRS UMTS integrity key, which were
received from the UMTS security context for the PS domain
residing in the USIM, and the NONCE received in the command
to perform handover (see 3GPP TS 25.331 [23c]) as specified in
3GPP TS 33.102 [5a]. The ME shall use the derived UMTS
security keys to derive the GSM ciphering key (Kc") using the
"c3" conversion function as specified in 3GPP TS 33.102 [5a].
The MS shall set the CKSN of the derived UMTS security context
for the CS domain to the value of the KSI of the UMTS security
context for PS domain. Furthermore, the ME shall apply the
derived UMTS security keys and replace an already established
UMTS security context for the CS domain, if any, in the USIM,
when the SRVCC handover from lu mode has been completed
successfully. Furthermore, the MS shall handle the STARTcs
value as specified in 3GPP TS 25.331 [23c)).

NOTE 1: For the case of an established UMTS security context for the PS domain, because of deriving a new
UMTS security context for the CS domain, a new GSM ciphering key needs to be derived from the new
derived UMTS security keys (i.e. CK' and IK"). Note that the new GSM ciphering key is also part of the
new UMTS security context for the CS domain, and therefore any old GSM ciphering key stored in the
USIM and in the ME belongs to an old UMTS security context for the CS domain and can no longer be
taken into use.

The network shall replace an already established GSM or UMTS security context for the CS domain, if any, when the
SRV CC handover from [u mode to lu mode has been compl eted successfully.

If the SRV CC handover from lu mode to lu mode has not been completed successfully, the MS and the network shall
delete the new derived GSM or UMTS security context for the CS domain. Additionally, the network shall delete the
aready established GSM or UMTS security context for the CS domain, if the CKSN of the already established GSM or
UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the CS domain.

432112 PDN connection without integrity protection

At PSto CS domain change from lu mode to lu mode due to SRV CC handover of a PDN connection for emergency
bearer services for which integrity protection has not been activated before the SRV CC handover, the MS and the
network shall not perform key derivation.
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4.3.2.12 Derivation of keys at SRVCC handover from lu mode to A/Gb mode

432121 PDN connection with integrity protection

At PSto CS domain change from lu mode to A/Gb mode due to SRV CC handover of a PDN connection for which
integrity protection has been activated, ciphering may be started (see 3GPP TS 44.018 [84]) without any new
authentication procedure. Deduction of the appropriate security key for ciphering in A/Gb mode, depends on the current
GSM or UMTS security context for the PS domain stored in the MS and the network.

The ME shall handle the GSM ciphering key according to table 4.3.2.12.1.

Table 4.3.2.12.1/3GPP TS 24.008: SRVCC handover from lu mode to A/Gb mode

Security context for the PS domain At inter-system change to A/Gb mode:
established in MS and network in lu mode

GSM security context An ME shall derive the GSM ciphering key (Kc") from the stored
GPRS GSM ciphering key, which was provided by the SIM/USIM
during the latest successful authentication, and the NONCE
received in the command to perform handover (see

3GPP TS 25.331 [23c]) using the key derivation function
specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN of
the derived GSM security context for the CS domain to the value
of the GPRS CKSN of the GSM security context for PS domain.
Furthermore, the ME shall apply the new derived GSM ciphering
key and replace an already established GSM security context for
the CS domain, if any, in the SIM/USIM when the SRVCC
handover from lu mode has been completed successfully.
UMTS security context An ME shall derive the UMTS security keys UMTS ciphering key
(CK") and UMTS integrity key (IK") from the GPRS UMTS
ciphering key and GPRS UMTS integrity key, which were
received from the UMTS security context for the PS domain
residing in the USIM, and the NONCE received in the command
to perform handover (see 3GPP TS 25.331 [23c]) as specified in
3GPP TS 33.102 [5a]. The ME shall use the derived UMTS
security keys to derive the GSM ciphering key (Kc") using the
"c3" conversion function as specified in 3GPP TS 33.102 [5a].
Furthermore, the MS shall set the CKSN of the derived UMTS
security context for the CS domain to the value of the KSI of the
UMTS security context for PS domain.

If an A5 algorithm is taken into use that requires a 64-bit long
ciphering key, then the ME shall apply the new derived GSM
ciphering key.

If an A5 algorithm is taken into use that requires a 128-bit long
ciphering key, then the ME shall use the derived UMTS security
keys CK' and IK' to derive a GSM Kci2g (see

3GPP TS 33.102 [5a]). After that, the ME shall apply the new
derived GSM Kci2s.

Furthermore, the ME shall replace an already established UMTS
security context for the CS domain, if any, in the USIM, when the
SRVCC handover from lu mode has been completed
successfully.

The network shall replace an aready established GSM or UMTS security context for the CS domain, if any, when the
SRV CC handover from lu mode to A/Gb mode has been completed successfully.

If the SRV CC handover from lu mode to A/Gb mode has not been completed successfully, the MS and the network
shall delete the new derived GSM or UMTS security context for the CS domain. Additionally, the network shall delete
the already established GSM or UMTS security context for the CS domain, if the CKSN of the already established
GSM or UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the CS
domain.
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432122 PDN connection without integrity protection

At PSto CS domain change from lu mode to A/Gb mode due to SRV CC handover of a PDN connection for emergency
bearer services for which integrity protection has not been activated while in lu mode, the M S and the network shall not
perform key derivation.

4.3.3 Identification procedure

The identification procedure is used by the network to request a mobile station to provide specific identification
parameters to the network e.g. International Mobile Subscriber Identity, International Mobile Equipment Identity (see
3GPP TS 23.003 [10]). For the presentation of the IMEI, the requirements of 3GPP TS 42.009 [5] apply.

4331 Identity request by the network

The network initiates the identification procedure by transferring an IDENTITY REQUEST message to the mobile
station and starts the timer T3270. The IDENTITY REQUEST message specifies the requested identification
parameters in the identity type information element.

4.3.3.2 Identification response by the mobile station

The mobile station shall be ready to respond to an IDENTITY REQUEST message at any time whilst a RR connection
exists.

Upon receipt of the IDENTITY REQUEST message the mobile station sends back an IDENTITY RESPONSE
message. The IDENTITY RESPONSE message contains the identification parameters as requested by the network.

Upon receipt of the IDENTITY RESPONSE the network shall stop timer T3270.

4.3.3.3 Abnormal cases
(8 RR connection failure:

Upon detection of a RR connection failure before the IDENTITY RESPONSE is received, the network shall
release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3270:

The identification procedure is supervised by the network by the timer T3270. At expiry of the timer T3270 the
network may release the RR connection. In this case, the network shall abort the identification procedure and any
ongoing MM specific procedure, release all MM connectionsif any, and initiate the RR connection release
procedure as described in 3GPP TS 44.018 [84] subclause 3.5, 3GPP TS 25.331 [23c] (UTRAN lu mode only),
orin 3GPP TS 44.118 [111] (GERAN lu mode only).

mobhile station network
II' REQ
e ———— Start T3IZ70
I RES
——————————————————————— > Stop T3270

Figure 4.3/3GPP TS 24.008: Identification sequence
(c) Requested identity is not available;

If the MS cannot encode the requested identity in the IDENTITY RESPONSE message, e.g. because no valid
SIM isavailable, then it shall encode the identity type as"No identity".

4.3.4 IMSI detach procedure

The IMSI detach procedure may be invoked by a mobile station if the mobile station is deactivated or if the Subscriber
Identity Module (see 3GPP TS 42.017 [7] and 3GPP TS 31.102 [112]) is detached from the mobile station or as part of
the eCall inactivity procedure defined in subclause 4.4.7.
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In A/Gb mode and GERAN lu mode, aflag (ATT) broadcast in the L3-RR SYSTEM INFORMATION TYPE 3
message on the BCCH is used by the network to indicate whether the detach procedure is required. The value of the
ATT flag to be taken into account shall be the one broadcast when the mobile station wasin MM idle.

In UTRAN lu mode, aflag (ATT) in the CS domain specific system information element is used by the network to
indicate whether the detach procedure is required. The value of the ATT flag to be taken into account shall be the one
received when the mobile station wasin MM idle.

If aRR connection exists and the ATT flag indicates that no detach procedure is required, the MM sublayer will release
locally any ongoing MM connections before releasing the RR connection. If aMM specific procedure is active, the
release of the RR connection may be delayed until the MM specific procedure is compl ete.

The procedure causes the mobile station to be indicated as inactive in the network.

434.1 IMSI detach initiation by the mobile station

The IMSI detach procedure consists only of the IMSI DETACH INDICATION message sent from the mobile station to
the network. The mobile station then starts timer T3220 and enters the MM sublayer state IMSI DETACH INITIATED.

If no RR connection exists, the MM sublayer within the mobile station will request the RR sublayer to establish aRR
connection. If establishment of the RR connection is not possible because a suitable cell is not (or not yet) available
then, the mobile station shall try for a period of at least 5 seconds and for not more than a period of 20 secondsto find a
suitable cell. If asuitable cell isfound during this time then, the mobile station shall request the RR sublayer to establish
an RR connection, otherwise the IMS| detach is aborted.

If a RR connection exists, the MM sublayer will release locally any ongoing MM connections before the IM S
DETACH INDICATION messageis sent.

The IMSI detach procedure may not be started if aMM specific procedure is active. If possible, the IMSI detach
procedure is then delayed until the MM specific procedure is finished, else the IMSI detach is omitted.
4.3.4.2 IMSI detach procedure in the network

When receiving an IMS| DETACH INDICATION message, the network may set an inactive indication for the IMS].
No response is returned to the mobile station. After reception of the IMSI DETACH INDICATION message the
network shall release locally any ongoing MM connections, and start the normal RR connection release procedure (see
3GPP TS 44.018 [84] subclause 3.5 (A/Gb mode only), 3GPP TS 25.331 [23c] (UTRAN lu mode only), or in

3GPP TS 44.118 [111] (GERAN lu mode only)).

Only applicable for anetwork supporting VGCS: If an IMSI DETACH INDICATION message is received from the
talking mobile station in a group call while the network isin service state MM CONNECTION ACTIVE (GROUP
TRANSMIT MODE), the network shall release locally the ongoing MM connection and then go to the service state
GROUP CALL ACTIVE.

4.34.3 IMSI detach completion by the mobile station

Timer T3220 is stopped when the RR connection is released. The mobile station should, if possible, delay the local
release of the channel to allow a normal release from the network side until T3220 timeout. If thisis not possible (e.g.
detach at power down) the RR sublayer on the mobile station side should be aborted.

4.3.4.4 Abnormal cases
The following abnormal cases can be identified:
a) Lower layer failure

If the establishment of an RR connection is unsuccessful, or the RR connection islost, the IMSI detach is aborted by
the mobile station.
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b) Access barred because of access class control

The signalling procedure for IMSI detach shall not be started. The M S starts the signalling procedure as soon as
possible and if still necessary, i.e. when the barred state is removed or because of a cell change, or performsa
local detach immediately or after an implementation dependent time.

mohile station netwyork
IM3I DET IND

Figure 4.4/3GPP TS 24.008: IMSI detach sequence

4.3.5  Abort procedure

The abort procedure may be invoked by the network to abort any on-going MM connection establishment or already
established MM connection. The mobile station shall treat ABORT message as compatible with current protocol state
only if it isreceived when at least one MM connection exists or an MM connection is being established.

4.35.1 Abort procedure initiation by the network

The abort procedure consists only of the ABORT message sent from the network to the mobile station. Before the
sending of the ABORT message the network shall locally release any ongoing MM connection. After the sending the
network may start the normal RR connection release procedure.

The Cause information element indicates the reason for the abortion. The following cause values may apply:
#6. lllegal ME

#17: Network failure

4.35.2 Abort procedure in the mobile station

At the receipt of the ABORT message the mobile station shall abort any MM connection establishment or call re-
establishment procedure and release all MM connections (if any). If cause value #6 is received the mobile station shall
delete any TMSI, LAI and ciphering key sequence number stored in the SIM/USIM, set the update status to ROAMING
NOT ALLOWED (and store it in the SIM/USIM according to subclause 4.1.2.2) and consider the SIM/USIM invalid
until switch off or the SIM/USIM is removed. As a consequence the mobile station enters state MM IDLE, substate NO
IMSI after the release of the RR connection.

The mobile station shall then wait for the network to release the RR connection - see subclause 4.5.3.1.

4.3.6 MM information procedure
The MM information message support is optional in the network.

The MM information procedure may be invoked by the network at any time during an RR connection.

4.3.6.1 MM information procedure initiation by the network

The MM information procedure consists only of the MM INFORMATION message sent from the network to the
mobile station. During an RR connection, the network shall send none, one, or more MM INFORMATION messages to
the mobile station. If more than one MM INFORMATION message is sent, the messages need not have the same
content.

NOTE: The network may be able to select particular instants where it can send the MM INFORMATION
message without adding delay to, or interrupting, any CM layer transaction, e.g. immediately after the
AUTHENTICATION REQUEST message.

ETSI



3GPP TS 24.008 version 9.11.0 Release 9 87 ETSI TS 124 008 V9.11.0 (2012-07)

4.3.6.2 MM information procedure in the mobile station

When the mobile station (supporting the MM information message) receivesan MM INFORMATION message, it shall
accept the message and optionally use the contents to update appropriate information stored within the mobile station.

If the mobile station does not support the MM information message the mobile station shall ignore the contents of the
message and return an MM STATUS message with cause #97.

4.4 MM specific procedures

A MM specific procedure can only be started if no other MM specific procedure is running or no MM connection exists
between the network and the mobile station. The end of the running MM specific procedure or the release of all MM
connections have to be awaited before anew MM specific procedure can be started.

During the lifetime of a MM specific procedure, if aMM connection establishment is requested by a CM entity, this
request will either be rejected or be delayed until the running MM specific procedure is terminated (this depends on the
implementation).

Any MM common procedure (except IMSI detach) may beinitiated during a MM specific procedure.

Unlessit has specific permission from the network (follow-on proceed) the mobile station side should await the release
of the RR connection used for aMM specific procedure before anew MM specific procedure or MM connection
establishment is started.

NOTE: The network side may use the same RR connection for MM connection management.

4.4.1 Location updating procedure

The lo